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§ 3.9 Responding to a rulemaking peti-
tion. 

(a) Public procedure. DHS may, in its 
discretion, seek broader public com-
ment on a rulemaking petition prior to 
its disposition under this section. 

(b) Disposition. DHS may respond to 
the petition by letter or by FEDERAL 
REGISTER publication. DHS may grant 
or deny the petition, in whole or in 
part. 

(c) Grounds for denial. DHS may deny 
the petition for any reason consistent 
with law, including, but not limited to, 
the following reasons: The petition has 
no merit, the petition is contrary to 
pertinent statutory authority, the pe-
tition is not supported by the relevant 
information or data, or the petition 
cannot be addressed because of other 
priorities or resource constraints. 

(d) Summary disposition. DHS may, by 
written letter, deny or summarily dis-
miss without prejudice any petition 
that is moot, premature, repetitive, or 
frivolous, or that plainly does not war-
rant further consideration. 

PART 4 [RESERVED] 

PART 5—DISCLOSURE OF RECORDS 
AND INFORMATION 

Subpart A—Procedures for Disclosure of 
Records Under the Freedom of Infor-
mation Act 

Sec. 
5.1 General provisions. 
5.2 Proactive disclosures of DHS records. 
5.3 Requirements for making requests. 
5.4 Responsibility for responding to re-

quests. 
5.5 Timing of responses to requests. 
5.6 Responses to requests. 
5.7 Confidential commercial information. 
5.8 Administrative appeals. 
5.9 Preservation of records. 
5.10 FOIA requests for information con-

tained in a Privacy Act system of 
records. 

5.11 Fees. 
5.12 Confidential commercial information; 

CBP procedures. 
5.13 Other rights and services. 

APPENDIX I TO SUBPART A OF PART 5—FOIA 
CONTACT INFORMATION 

Subpart B—Privacy Act 

5.20 General provisions. 

5.21 Requests for access to records. 
5.22 Responsibility for responding to re-

quests for access to records. 
5.23 Responses to requests for access to 

records. 
5.24 Classified information. 
5.25 Appeals. 
5.26 Requests for amendment or correction 

of records. 
5.27 Requests for an accounting of record 

disclosures. 
5.28 Preservation of records. 
5.29 Fees. 
5.30 Notice of court-ordered and emergency 

disclosures. 
5.31 Security of systems of records. 
5.32 Contracts for the operation of record 

systems. 
5.33 Use and collection of social security 

numbers. 
5.34 Standards of conduct for administra-

tion of the Privacy Act. 
5.35 Sanctions and penalties. 
5.36 Other rights and services. 

Subpart C—Disclosure of Information in 
Litigation 

5.41 Purpose and scope; definitions. 
5.42 Service of summonses and complaints. 
5.43 Service of subpoenas, court orders, and 

other demands or requests for official in-
formation or action. 

5.44 Testimony and production of docu-
ments prohibited unless approved by ap-
propriate Department officials. 

5.45 Procedure when testimony or produc-
tion of documents is sought; general. 

5.46 Procedure when response to demand is 
required prior to receiving instructions. 

5.47 Procedure in the event of an adverse 
ruling. 

5.48 Considerations in determining whether 
the Department will comply with a de-
mand or request. 

5.49 Prohibition on providing expert or 
opinion testimony. 

APPENDIX A TO PART 5—FOIA/PRIVACY ACT 
OFFICES OF THE DEPARTMENT OF HOME-
LAND SECURITY 

APPENDIX B TO PART 5 [RESERVED] 
APPENDIX C TO PART 5—DHS SYSTEMS OF 

RECORDS EXEMPT FROM THE PRIVACY ACT 

AUTHORITY: 6 U.S.C. 101 et seq.; Pub. L. 107– 
296, 116 Stat. 2135; 5 U.S.C. 301. 

Subpart A also issued under 5 U.S.C. 552. 
Subpart B also issued under 5 U.S.C. 552a. 

SOURCE: 68 FR 4056, Jan. 27, 2003, unless 
otherwise noted. 
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Subpart A—Procedures for Disclo-
sure of Records Under the 
Freedom of Information Act 

SOURCE: 81 FR 83632, Nov. 22, 2016, unless 
otherwise noted. 

§ 5.1 General provisions. 

(a)(1) This subpart contains the rules 
that the Department of Homeland Se-
curity follows in processing requests 
for records under the Freedom of Infor-
mation Act (FOIA), 5 U.S.C. 552 as 
amended. 

(2) The rules in this subpart should 
be read in conjunction with the text of 
the FOIA and the Uniform Freedom of 
Information Fee Schedule and Guide-
lines published by the Office of Man-
agement and Budget at 52 FR 10012 
(March 27, 1987) (hereinafter ‘‘OMB 
Guidelines’’). Additionally, DHS has 
additional policies and procedures rel-
evant to the FOIA process. These re-
sources are available at http:// 
www.dhs.gov/freedom-information-act- 
foia. Requests made by individuals for 
records about themselves under the 
Privacy Act of 1974, 5 U.S.C. 552a, are 
processed under subpart B of part 5 as 
well as under this subpart. 

(b) As referenced in this subpart, 
component means the FOIA office of 
each separate organizational entity 
within DHS that reports directly to the 
Office of the Secretary. 

(c) DHS has a decentralized system 
for processing requests, with each com-
ponent handling requests for its 
records. 

(d) Unofficial release of DHS informa-
tion. The disclosure of exempt records, 
without authorization by the appro-
priate DHS official, is not an official 
release of information; accordingly, it 
is not a FOIA release. Such a release 
does not waive the authority of the De-
partment of Homeland Security to as-
sert FOIA exemptions to withhold the 
same records in response to a FOIA re-
quest. In addition, while the authority 
may exist to disclose records to indi-
viduals in their official capacity, the 
provisions of this part apply if the 
same individual seeks the records in a 
private or personal capacity. 

§ 5.2 Proactive disclosure of DHS 
records. 

Records that are required by the 
FOIA to be made available for public 
inspection in an electronic format are 
accessible on DHS’s Web site, http:// 
www.dhs.gov/freedom-information-act- 
foia-and-privacy-act. Each component is 
responsible for determining which of 
its records are required to be made 
publicly available, as well as identi-
fying additional records of interest to 
the public that are appropriate for pub-
lic disclosure, and for posting and in-
dexing such records. Each component 
shall ensure that posted records and in-
dices are updated on an ongoing basis. 
Each component has a FOIA Public Li-
aison who can assist individuals in lo-
cating records particular to a compo-
nent. A list of DHS’s FOIA Public Liai-
sons is available at http://www.dhs.gov/ 
foia-contact-information and in appendix 
I to this subpart. Requesters who do 
not have access to the internet may 
contact the Public Liaison for the com-
ponent from which they seek records 
for assistance with publicly available 
records. 

§ 5.3 Requirements for making re-
quests. 

(a) General information. (1) DHS has a 
decentralized system for responding to 
FOIA requests, with each component 
designating a FOIA office to process 
records from that component. All com-
ponents have the capability to receive 
requests electronically, either through 
email or a web portal. To make a re-
quest for DHS records, a requester 
should write directly to the FOIA of-
fice of the component that maintains 
the records being sought. A request 
will receive the quickest possible re-
sponse if it is addressed to the FOIA of-
fice of the component that maintains 
the records sought. DHS’s FOIA Ref-
erence Guide contains or refers the 
reader to descriptions of the functions 
of each component and provides other 
information that is helpful in deter-
mining where to make a request. Each 
component’s FOIA office and any addi-
tional requirements for submitting a 
request to a given component are listed 
in appendix I of this subpart. These ref-
erences can all be used by requesters to 
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determine where to send their requests 
within DHS. 

(2) A requester may also send his or 
her request to the Privacy Office, U.S. 
Department of Homeland Security, 245 
Murray Lane SW STOP–0655, or via the 
internet at http://www.dhs.gov/dhs-foia- 
request-submission-form, or via fax to 
(202) 343–4011. The Privacy Office will 
forward the request to the compo-
nent(s) that it determines to be most 
likely to maintain the records that are 
sought. 

(3) A requester who is making a re-
quest for records about him or herself 
must comply with the verification of 
identity provision set forth in subpart 
B of this part. 

(4) Where a request for records per-
tains to a third party, a requester may 
receive greater access by submitting 
either a notarized authorization signed 
by that individual, in compliance with 
the verification of identity provision 
set forth in subpart B of this part, or a 
declaration made in compliance with 
the requirements set forth in 28 U.S.C. 
1746 by that individual, authorizing dis-
closure of the records to the requester, 
or by submitting proof that the indi-
vidual is deceased (e.g., a copy of a 
death certificate or an obituary). As an 
exercise of its administrative discre-
tion, each component can require a re-
quester to supply additional informa-
tion if necessary in order to verify that 
a particular individual has consented 
to disclosure. 

(b) Description of records sought. Re-
questers must describe the records 
sought in sufficient detail to enable 
DHS personnel to locate them with a 
reasonable amount of effort. A reason-
able description contains sufficient in-
formation to permit an organized, non- 
random search for the record based on 
the component’s filing arrangements 
and existing retrieval systems. To the 
extent possible, requesters should in-
clude specific information that may as-
sist a component in identifying the re-
quested records, such as the date, title 
or name, author, recipient, subject 
matter of the record, case number, file 
designation, or reference number. Re-
questers should refer to appendix I of 
this subpart for additional component- 
specific requirements. In general, re-
questers should include as much detail 

as possible about the specific records or 
the types of records that they are seek-
ing. Before submitting their requests, 
requesters may contact the compo-
nent’s FOIA Officer or FOIA public li-
aison to discuss the records they are 
seeking and to receive assistance in de-
scribing the records. If after receiving 
a request, a component determines 
that it does not reasonably describe 
the records sought, the component 
should inform the requester what addi-
tional information is needed or why 
the request is otherwise insufficient. 
Requesters who are attempting to re-
formulate or modify such a request 
may discuss their request with the 
component’s designated FOIA Officer, 
its FOIA Public Liaison, or a rep-
resentative of the DHS Privacy Office, 
each of whom is available to assist the 
requester in reasonably describing the 
records sought. 

(c) If a request does not adequately 
describe the records sought, DHS may 
at its discretion either administra-
tively close the request or seek addi-
tional information from the requester. 
Requests for clarification or more in-
formation will be made in writing (ei-
ther via U.S. mail or electronic mail 
whenever possible). Requesters may re-
spond by U.S. Mail or by electronic 
mail regardless of the method used by 
DHS to transmit the request for addi-
tional information. In order to be con-
sidered timely, responses to requests 
for additional information must be 
postmarked or received by electronic 
mail within 30 working days of the 
postmark date or date of the electronic 
mail request for additional information 
or received by electronic mail by 
11:59:59 p.m. ET on the 30th working 
day. If the requester does not respond 
to a request for additional information 
within thirty (30) working days, the re-
quest may be administratively closed 
at DHS’s discretion. This administra-
tive closure does not prejudice the re-
quester’s ability to submit a new re-
quest for further consideration with 
additional information. 

§ 5.4 Responsibility for responding to 
requests. 

(a) In general. Except in the instances 
described in paragraphs (c) and (d) of 
this section, the component that first 
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receives a request for a record and 
maintains that record is the compo-
nent responsible for responding to the 
request. In determining which records 
are responsive to a request, a compo-
nent ordinarily will include only 
records in its possession as of the date 
that it begins its search. If any other 
date is used, the component shall in-
form the requester of that date. A 
record that is excluded from the re-
quirements of the FOIA pursuant to 5 
U.S.C. 552(c), shall not be considered 
responsive to a request. 

(b) Authority to grant or deny requests. 
The head of a component, or designee, 
is authorized to grant or to deny any 
requests for records that are main-
tained by that component. 

(c) Re-routing of misdirected requests. 
Where a component’s FOIA office de-
termines that a request was mis-
directed within DHS, the receiving 
component’s FOIA office shall route 
the request to the FOIA office of the 
proper component(s). 

(d) Consultations, coordination and re-
ferrals. When a component determines 
that it maintains responsive records 
that either originated with another 
component or agency, or which con-
tains information provided by, or of 
substantial interest to, another compo-
nent or agency, then it shall proceed in 
accordance with either paragraph 
(d)(1), (2), or (3) of this section, as ap-
propriate: 

(1) The component may respond to 
the request, after consulting with the 
component or the agency that origi-
nated or has a substantial interest in 
the records involved. 

(2) The component may respond to 
the request after coordinating with the 
other components or agencies that 
originated the record. This may in-
clude situations where the standard re-
ferral procedure is not appropriate 
where disclosure of the identity of the 
component or agency to which the re-
ferral would be made could harm an in-
terest protected by an applicable ex-
emption, such as the exemptions that 
protect personal privacy or national se-
curity interests. For example, if a non- 
law enforcement component respond-
ing to a request for records on a living 
third party locates records within its 
files originating with a law enforce-

ment agency, and if the existence of 
that law enforcement interest in the 
third party was not publicly known, 
then to disclose that law enforcement 
interest could cause an unwarranted 
invasion of the personal privacy of the 
third party. Similarly, if a component 
locates material within its files origi-
nating with an Intelligence Commu-
nity agency, and the involvement of 
that agency in the matter is classified 
and not publicly acknowledged, then to 
disclose or give attribution to the in-
volvement of that Intelligence Commu-
nity agency could cause national secu-
rity harms. In such instances, in order 
to avoid harm to an interest protected 
by an applicable exemption, the com-
ponent that received the request 
should coordinate with the originating 
component or agency to seek its views 
on the disclosability of the record. The 
release determination for the record 
that is the subject of the coordination 
should then be conveyed to the re-
quester by the component that origi-
nally received the request. 

(3) The component may refer the re-
sponsibility for responding to the re-
quest or portion of the request to the 
component or agency best able to de-
termine whether to disclose the rel-
evant records, or to the agency that 
created or initially acquired the record 
as long as that agency is subject to the 
FOIA. Ordinarily, the component or 
agency that created or initially ac-
quired the record will be presumed to 
be best able to make the disclosure de-
termination. The referring component 
shall document the referral and main-
tain a copy of the records that it re-
fers. 

(e) Classified information. On receipt 
of any request involving classified in-
formation, the component shall deter-
mine whether information is currently 
and properly classified and take appro-
priate action to ensure compliance 
with 6 CFR part 7. Whenever a request 
involves a record containing informa-
tion that has been classified or may be 
appropriate for classification by an-
other component or agency under any 
applicable executive order concerning 
the classification of records, the re-
ceiving component shall refer the re-
sponsibility for responding to the re-
quest regarding that information to 
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the component or agency that classi-
fied the information, or should con-
sider the information for classification. 
Whenever a component’s record con-
tains information classified by another 
component or agency, the component 
shall coordinate with or refer the re-
sponsibility for responding to that por-
tion of the request to the component or 
agency that classified the underlying 
information. 

(f) Notice of referral. Whenever a com-
ponent refers any part of the responsi-
bility for responding to a request to an-
other component or agency, it will no-
tify the requester of the referral and 
inform the requester of the name of 
each component or agency to which the 
records were referred, unless disclosure 
of the identity of the component or 
agency would harm an interest pro-
tected by an applicable exemption, in 
which case the component should co-
ordinate with the other component or 
agency, rather than refer the records. 

(g) Timing of responses to consultations 
and referrals. All consultations and re-
ferrals received by DHS will be handled 
according to the date that the FOIA re-
quest initially was received by the first 
component or agency, not any later 
date. 

(h) Agreements regarding consultations 
and referrals. Components may estab-
lish agreements with other components 
or agencies to eliminate the need for 
consultations or referrals with respect 
to particular types of records. 

(i) Electronic records and searches—(1) 
Significant interference. The FOIA al-
lows components to not conduct a 
search for responsive documents if the 
search would cause significant inter-
ference with the operation of the com-
ponent’s automated information sys-
tem. 

(2) Business as usual approach. A 
‘‘business as usual’’ approach exists 
when the component has the capability 
to process a FOIA request for elec-
tronic records without a significant ex-
penditure of monetary or personnel re-
sources. Components are not required 
to conduct a search that does not meet 
this business as usual criterion. 

(i) Creating computer programs or 
purchasing additional hardware to ex-
tract email that has been archived for 
emergency retrieval usually are not 

considered business as usual if exten-
sive monetary or personnel resources 
are needed to complete the project. 

(ii) Creating a computer program 
that produces specific requested fields 
or records contained within a well-de-
fined database structure usually is con-
sidered business as usual. The time to 
create this program is considered as 
programmer or operator search time 
for fee assessment purposes and the 
FOIA requester may be assessed fees in 
accordance with § 5.11(c)(1)(iii). How-
ever, creating a computer program to 
merge files with disparate data formats 
and extract specific elements from the 
resultant file is not considered business 
as usual, but a special service, for 
which additional fees may be imposed 
as specified in § 5.11. Components are 
not required to perform special serv-
ices and creation of a computer pro-
gram for a fee is up to the discretion of 
the component and is dependent on 
component resources and expertise. 

(3) Data links. Components are not re-
quired to expend DHS funds to estab-
lish data links that provide real time 
or near-real-time data to a FOIA re-
quester. 

§ 5.5 Timing of responses to requests. 
(a) In general. Components ordinarily 

will respond to requests according to 
their order of receipt. Appendix I to 
this subpart contains the list of compo-
nents that are designated to accept re-
quests. In instances involving mis-
directed requests that are re-routed 
pursuant to § 5.4(c), the response time 
will commence on the date that the re-
quest is received by the proper compo-
nent, but in any event not later than 
ten working days after the request is 
first received by any DHS component 
designated in appendix I of this sub-
part. 

(b) Multitrack processing. All compo-
nents must designate a specific track 
for requests that are granted expedited 
processing, in accordance with the 
standards set forth in paragraph (e) of 
this section. A component may also 
designate additional processing tracks 
that distinguish between simple and 
more complex requests based on the es-
timated amount of work or time need-
ed to process the request. Among the 
factors a component may consider are 
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the number of pages involved in proc-
essing the request or the need for con-
sultations or referrals. Components 
shall advise requesters of the track 
into which their request falls, and 
when appropriate, shall offer request-
ers an opportunity to narrow their re-
quest so that the request can be placed 
in a different processing track. 

(c) Unusual circumstances. Whenever 
the statutory time limits for proc-
essing a request cannot be met because 
of ‘‘unusual circumstances,’’ as defined 
in the FOIA, and the component ex-
tends the time limits on that basis, the 
component shall, before expiration of 
the twenty-day period to respond, no-
tify the requester in writing of the un-
usual circumstances involved and of 
the date by which processing of the re-
quest can be expected to be completed. 
Where the extension exceeds ten work-
ing days, the component shall, as de-
scribed by the FOIA, provide the re-
quester with an opportunity to modify 
the request or agree to an alternative 
time period for processing. The compo-
nent shall make available its des-
ignated FOIA Officer and its FOIA Pub-
lic Liaison for this purpose. The com-
ponent shall also alert requesters to 
the availability of the Office of Govern-
ment Information Services (OGIS) to 
provide dispute resolution services. 

(d) Aggregating requests. For the pur-
poses of satisfying unusual cir-
cumstances under the FOIA, compo-
nents may aggregate requests in cases 
where it reasonably appears that mul-
tiple requests, submitted either by a 
requester or by a group of requesters 
acting in concert, constitute a single 
request that would otherwise involve 
unusual circumstances. Components 
will not aggregate multiple requests 
that involve unrelated matters. 

(e) Expedited processing. (1) Requests 
and appeals will be processed on an ex-
pedited basis whenever the component 
determines that they involve: 

(i) Circumstances in which the lack 
of expedited processing could reason-
ably be expected to pose an imminent 
threat to the life or physical safety of 
an individual; 

(ii) An urgency to inform the public 
about an actual or alleged federal gov-
ernment activity, if made by a person 

who is primarily engaged in dissemi-
nating information; 

(iii) The loss of substantial due proc-
ess rights; or 

(iv) A matter of widespread and ex-
ceptional media interest in which there 
exist possible questions about the gov-
ernment’s integrity which affect public 
confidence. 

(2) A request for expedited processing 
may be made at any time. Requests 
based on paragraphs (e)(1)(i), (ii), and 
(iii) of this section must be submitted 
to the component that maintains the 
records requested. When making a re-
quest for expedited processing of an ad-
ministrative appeal, the request should 
be submitted to the DHS Office of Gen-
eral Counsel or the component Appeals 
Officer. Address information is avail-
able at the DHS Web site, http:// 
www.dhs.gov/freedom-information-act- 
foia, or by contacting the component 
FOIA officers via the information list-
ed in appendix I. Requests for expedited 
processing that are based on paragraph 
(e)(1)(iv) of this section must be sub-
mitted to the Senior Director of FOIA 
Operations, the Privacy Office, U.S. 
Department of Homeland Security, 245 
Murray Lane SW STOP–0655, Wash-
ington, DC 20598–0655. A component 
that receives a misdirected request for 
expedited processing under the stand-
ard set forth in paragraph (e)(1)(iv) of 
this section shall forward it imme-
diately to the DHS Senior Director of 
FOIA Operations, the Privacy Office, 
for determination. The time period for 
making the determination on the re-
quest for expedited processing under 
paragraph (e)(1)(iv) of this section shall 
commence on the date that the Privacy 
Office receives the request, provided 
that it is routed within ten working 
days, but in no event shall the time pe-
riod for making a determination on the 
request commence any later than the 
eleventh working day after the request 
is received by any component des-
ignated in appendix I of this subpart. 

(3) A requester who seeks expedited 
processing must submit a statement, 
certified to be true and correct, ex-
plaining in detail the basis for making 
the request for expedited processing. 
For example, under paragraph (e)(1)(ii) 
of this section, a requester who is not 
a full-time member of the news media 
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must establish that he or she is a per-
son who primarily engages in informa-
tion dissemination, though it need not 
be his or her sole occupation. Such a 
requester also must establish a par-
ticular urgency to inform the public 
about the government activity in-
volved in the request—one that extends 
beyond the public’s right to know 
about government activity generally. 
The existence of numerous articles 
published on a given subject can be 
helpful to establishing the requirement 
that there be an ‘‘urgency to inform’’ 
the public on the topic. As a matter of 
administrative discretion, a component 
may waive the formal certification re-
quirement. 

(4) A component shall notify the re-
quester within ten calendar days of the 
receipt of a request for expedited proc-
essing of its decision whether to grant 
or deny expedited processing. If expe-
dited processing is granted, the request 
shall be given priority, placed in the 
processing track for expedited re-
quests, and shall be processed as soon 
as practicable. If a request for expe-
dited processing is denied, any appeal 
of that decision shall be acted on expe-
ditiously. 

§ 5.6 Responses to requests. 
(a) In general. Components should, to 

the extent practicable, communicate 
with requesters having access to the 
Internet using electronic means, such 
as email or web portal. 

(b) Acknowledgments of requests. A 
component shall acknowledge the re-
quest and assign it an individualized 
tracking number if it will take longer 
than ten working days to process. Com-
ponents shall include in the acknowl-
edgment a brief description of the 
records sought to allow requesters to 
more easily keep track of their re-
quests. 

(c) Grants of requests. Ordinarily, a 
component shall have twenty (20) 
working days from when a request is 
received to determine whether to grant 
or deny the request unless there are 
unusual or exceptional circumstances. 
Once a component makes a determina-
tion to grant a request in full or in 
part, it shall notify the requester in 
writing. The component also shall in-
form the requester of any fees charged 

under § 5.11 and shall disclose the re-
quested records to the requester 
promptly upon payment of any applica-
ble fees. The component shall inform 
the requester of the availability of its 
FOIA Public Liaison to offer assist-
ance. 

(d) Adverse determinations of requests. 
A component making an adverse deter-
mination denying a request in any re-
spect shall notify the requester of that 
determination in writing. Adverse de-
terminations, or denials of requests, in-
clude decisions that the requested 
record is exempt, in whole or in part; 
the request does not reasonably de-
scribe the records sought; the informa-
tion requested is not a record subject 
to the FOIA; the requested record does 
not exist, cannot be located, or has 
been destroyed; or the requested record 
is not readily reproducible in the form 
or format sought by the requester. Ad-
verse determinations also include deni-
als involving fees, including requester 
categories or fee waiver matters, or de-
nials of requests for expedited proc-
essing. 

(e) Content of denial. The denial shall 
be signed by the head of the compo-
nent, or designee, and shall include: 

(1) The name and title or position of 
the person responsible for the denial; 

(2) A brief statement of the reasons 
for the denial, including any FOIA ex-
emption applied by the component in 
denying the request; 

(3) An estimate of the volume of any 
records or information withheld, for 
example, by providing the number of 
pages or some other reasonable form of 
estimation. This estimation is not re-
quired if the volume is otherwise indi-
cated by deletions marked on records 
that are disclosed in part, or if pro-
viding an estimate would harm an in-
terest protected by an applicable ex-
emption; and 

(4) A statement that the denial may 
be appealed under § 5.8(a), and a de-
scription of the requirements set forth 
therein. 

(5) A statement notifying the re-
quester of the assistance available 
from the agency’s FOIA Public Liaison 
and the dispute resolution services of-
fered by OGIS. 

(f) Markings on released documents. 
Markings on released documents must 
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be clearly visible to the requester. 
Records disclosed in part shall be 
marked to show the amount of infor-
mation deleted and the exemption 
under which the deletion was made un-
less doing so would harm an interest 
protected by an applicable exemption. 
The location of the information deleted 
also shall be indicated on the record, if 
technically feasible. 

(g) Use of record exclusions. (1) In the 
event that a component identifies 
records that may be subject to exclu-
sion from the requirements of the 
FOIA pursuant to 5 U.S.C. 552(c), the 
head of the FOIA office of that compo-
nent must confer with Department of 
Justice’s Office of Information Policy 
(OIP) to obtain approval to apply the 
exclusion. 

(2) Any component invoking an ex-
clusion shall maintain an administra-
tive record of the process of invocation 
and approval of the exclusion by OIP. 

§ 5.7 Confidential commercial informa-
tion. 

(a) Definitions—(1) Confidential com-
mercial information means commercial 
or financial information obtained by 
DHS from a submitter that may be pro-
tected from disclosure under Exemp-
tion 4 of the FOIA. 

(2) Submitter means any person or en-
tity from whom DHS obtains confiden-
tial commercial information, directly 
or indirectly. 

(b) Designation of confidential commer-
cial information. A submitter of con-
fidential commercial information must 
use good faith efforts to designate by 
appropriate markings, either at the 
time of submission or within a reason-
able time thereafter, any portion of its 
submission that it considers to be pro-
tected from disclosure under Exemp-
tion 4. These designations will expire 
ten years after the date of the submis-
sion unless the submitter requests and 
provides justification for a longer des-
ignation period. 

(c) When notice to submitters is re-
quired. (1) A component shall promptly 
provide written notice to a submitter 
whenever records containing such in-
formation are requested under the 
FOIA if, after reviewing the request, 
the responsive records, and any appeal 
by the requester, the component deter-

mines that it may be required to dis-
close the records, provided: 

(i) The requested information has 
been designated in good faith by the 
submitter as information considered 
protected from disclosure under Ex-
emption 4; or 

(ii) The component has a reason to 
believe that the requested information 
may be protected from disclosure under 
Exemption 4. 

(2) The notice shall either describe 
the commercial information requested 
or include a copy of the requested 
records or portions of records con-
taining the information. In cases in-
volving a voluminous number of sub-
mitters, notice may be made by post-
ing or publishing the notice in a place 
or manner reasonably likely to accom-
plish it. 

(d) Exceptions to submitter notice re-
quirements. The notice requirements of 
paragraphs (c) and (g) of this section 
shall not apply if: 

(1) The component determines that 
the information is exempt under the 
FOIA; 

(2) The information lawfully has been 
published or has been officially made 
available to the public; 

(3) Disclosure of the information is 
required by a statute other than the 
FOIA or by a regulation issued in ac-
cordance with the requirements of Ex-
ecutive Order 12600 of June 23, 1987; or 

(4) The designation made by the sub-
mitter under paragraph (b) of this sec-
tion appears obviously frivolous, ex-
cept that, in such a case, the compo-
nent shall give the submitter written 
notice of any final decision to disclose 
the information and must provide that 
notice within a reasonable number of 
days prior to a specified disclosure 
date. 

(e) Opportunity to object to disclosure. 
(1) A component will specify a reason-
able time period, but no fewer than 10 
working days, within which the sub-
mitter must respond to the notice ref-
erenced above. If a submitter has any 
objections to disclosure, it should pro-
vide the component a detailed written 
statement that specifies all grounds for 
withholding the particular information 
under any exemption of the FOIA. In 
order to rely on Exemption 4 as basis 
for nondisclosure, the submitter must 
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explain why the information con-
stitutes a trade secret, or commercial 
or financial information that is privi-
leged or confidential. 

(2) A submitter who fails to respond 
within the time period specified in the 
notice shall be considered to have no 
objection to disclosure of the informa-
tion. Information received by the com-
ponent after the date of any disclosure 
decision will not be considered by the 
component. Any information provided 
by a submitter under this subpart may 
itself be subject to disclosure under the 
FOIA. 

(f) Analysis of objections. A component 
shall consider a submitter’s objections 
and specific grounds for nondisclosure 
in deciding whether to disclose the re-
quested information. 

(g) Notice of intent to disclose. When-
ever a component decides to disclose 
information over the objection of a 
submitter, the component shall provide 
the submitter written notice, which 
shall include: 

(1) A statement of the reasons why 
each of the submitter’s disclosure ob-
jections was not sustained; 

(2) A description of the information 
to be disclosed; and 

(3) A specified disclosure date, which 
shall be a reasonable time subsequent 
to the notice, but no fewer than 10 
working days. 

(h) Notice of FOIA lawsuit. Whenever a 
requester files a lawsuit seeking to 
compel the disclosure of confidential 
commercial information, the compo-
nent shall promptly notify the sub-
mitter. 

(i) Requester notification. The compo-
nent shall notify a requester whenever 
it provides the submitter with notice 
and an opportunity to object to disclo-
sure; whenever it notifies the sub-
mitter of its intent to disclose the re-
quested information; and whenever a 
submitter files a lawsuit to prevent the 
disclosure of the information. 

(j) Scope. This section shall not apply 
to any confidential commercial infor-
mation provided to CBP by a business 
submitter. Section 5.12 applies to such 
information. Section 5.12 also defines 
‘‘confidential commercial information’’ 
as used in this paragraph. 

§ 5.8 Administrative appeals. 

(a) Requirements for filing an appeal. 
(1) A requester may appeal adverse de-
terminations denying his or her re-
quest or any part of the request to the 
appropriate Appeals Officer. A re-
quester may also appeal if he or she 
questions the adequacy of the compo-
nent’s search for responsive records, or 
believes the component either mis-
interpreted the request or did not ad-
dress all aspects of the request (i.e., it 
issued an incomplete response), or if 
the requester believes there is a proce-
dural deficiency (e.g., fees were improp-
erly calculated). For the address of the 
appropriate component Appeals Offi-
cer, contact the applicable component 
FOIA liaison using the information in 
appendix I to this subpart, visit 
www.dhs.gov/foia, or call 1–866–431–0486. 
An appeal must be in writing, and to be 
considered timely it must be post-
marked or, in the case of electronic 
submissions, transmitted to the Ap-
peals Officer within 90 working days 
after the date of the component’s re-
sponse. An electronically filed appeal 
will be considered timely if trans-
mitted to the Appeals Officer by 
11:59:59 p.m. ET or EDT on the 90th 
working day. The appeal should clearly 
identify the component determination 
(including the assigned request number 
if the requester knows it) that is being 
appealed and should contain the rea-
sons the requester believes the deter-
mination was erroneous. To facilitate 
handling, the requester should mark 
both the letter and the envelope, or the 
transmittal line in the case of elec-
tronic transmissions ‘‘Freedom of In-
formation Act Appeal.’’ 

(2) An adverse determination by the 
component appeals officer will be the 
final action of DHS. 

(b) Adjudication of appeals. (1) The 
DHS Office of the General Counsel or 
its designee (e.g., component Appeals 
Officers) is the authorized appeals au-
thority for DHS; 

(2) On receipt of any appeal involving 
classified information, the Appeals Of-
ficer shall consult with the Chief Secu-
rity Officer, and take appropriate ac-
tion to ensure compliance with 6 CFR 
part 7; 
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(3) If the appeal becomes the subject 
of a lawsuit, the Appeals Officer is not 
required to act further on the appeal. 

(c) Appeal decisions. The decision on 
the appeal will be made in writing. A 
decision that upholds a component’s 
determination will contain a statement 
that identifies the reasons for the af-
firmance, including any FOIA exemp-
tions applied. The decision will provide 
the requester with notification of the 
statutory right to file a lawsuit and 
will inform the requester of the medi-
ation services offered by the Office of 
Government Information Services, of 
the National Archives and Records Ad-
ministration, as a non-exclusive alter-
native to litigation. Should the re-
quester elect to mediate any dispute 
related to the FOIA request with the 
Office of Government Information 
Services, DHS and its components will 
participate in the mediation process in 
good faith. If the adverse decision is re-
versed or modified on appeal, in whole 
or in part, the requester will be noti-
fied in a written decision and the re-
quest will be thereafter be further 
processed in accordance with that ap-
peal decision. 

(d) Time limit for issuing appeal deci-
sion. The statutory time limit for re-
sponding to appeals is generally 20 
working days after receipt. However, 
the Appeals Officer may extend the 
time limit for responding to an appeal 
provided the circumstances set forth in 
5 U.S.C. 552(a)(6)(B)(i) are met. 

(e) Appeal necessary before seeking 
court review. If a requester wishes to 
seek court review of a component’s ad-
verse determination on a matter ap-
pealable under paragraph (a)(1) of this 
section, the requester must generally 
first appeal it under this subpart. How-
ever, a requester is not required to first 
file an appeal of an adverse determina-
tion of a request for expedited proc-
essing prior to seeking court review. 

§ 5.9 Preservation of records. 
Each component shall preserve all 

correspondence pertaining to the re-
quests that it receives under this sub-
part, as well as copies of all requested 
records, until disposition or destruc-
tion is authorized pursuant to title 44 
of the United States Code or the Gen-
eral Records Schedule 4.2 and/or 14 of 

the National Archives and Records Ad-
ministration. Records will not be dis-
posed of or destroyed while they are 
the subject of a pending request, ap-
peal, or lawsuit under the FOIA. 

§ 5.10 FOIA requests for information 
contained in a Privacy Act system 
of records. 

(a) Information subject to Privacy Act. 
(1) If a requester submits a FOIA re-
quest for information about him or 
herself that is contained in a Privacy 
Act system of records applicable to the 
requester (i.e., the information con-
tained in the system of records is re-
trieved by the component using the re-
quester’s name or other personal iden-
tifier, and the information pertains to 
an individual covered by the Privacy 
Act) the request will be processed 
under both the FOIA and the Privacy 
Act. 

(2) If the information the requester is 
seeking is not subject to the Privacy 
Act (e.g., the information is filed under 
another subject, such as an organiza-
tion, activity, event, or an investiga-
tion not retrievable by the requester’s 
name or personal identifier), the re-
quest, if otherwise properly made, will 
be treated only as a FOIA request. In 
addition, if the information is covered 
by the Privacy Act and the requester 
does not provide proper verification of 
the requester’s identity, the request, if 
otherwise properly made, will be proc-
essed only under the FOIA. 

(b) When both Privacy Act and FOIA 
exemptions apply. Only if both a Privacy 
Act exemption and a FOIA exemption 
apply can DHS withhold information 
from a requester if the information 
sought by the requester is about him or 
herself and is contained in a Privacy 
Act system of records applicable to the 
requester. 

(c) Conditions for release of Privacy Act 
information to third parties in response to 
a FOIA request. If a requester submits a 
FOIA request for Privacy Act informa-
tion about another individual, the in-
formation will not be disclosed without 
that person’s prior written consent 
that provides the same verification in-
formation that the person would have 
been required to submit for informa-
tion about him or herself, unless— 
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(1) The information is required to be 
released under the FOIA, as provided 
by 5 U.S.C. 552a (b)(2); or 

(2) In most circumstances, if the indi-
vidual is deceased. 

(d) Privacy Act requirements. See 
DHS’s Privacy Act regulations in 5 
CFR part 5, subpart B for additional in-
formation regarding the requirements 
of the Privacy Act. 

§ 5.11 Fees. 
(a) In general. Components shall 

charge for processing requests under 
the FOIA in accordance with the provi-
sions of this section and with the OMB 
Guidelines. Components will ordinarily 
use the most efficient and least expen-
sive method for processing requested 
records. In order to resolve any fee 
issues that arise under this section, a 
component may contact a requester for 
additional information. A component 
ordinarily will collect all applicable 
fees before sending copies of records to 
a requester. If you make a FOIA re-
quest, it shall be considered a firm 
commitment to pay all applicable fees 
charged under § 5.11, up to $25.00, unless 
you seek a waiver of fees. Requesters 
must pay fees by check or money order 
made payable to the Treasury of the 
United States. 

(b) Definitions. Generally, ‘‘requester 
category’’ means one of the three cat-
egories in which agencies place re-
questers for the purpose of determining 
whether a requester will be charged 
fees for search, review and duplication; 
categories include commercial request-
ers, noncommercial scientific or edu-
cational institutions or news media re-
questers, and all other requesters. The 
term ‘‘fee waiver’’ means that proc-
essing fees will be waived, or reduced, 
if a requester can demonstrate that 
certain statutory standards are satis-
fied including that the information is 
in the public interest and is not re-
quested for a primarily commercial in-
terest. For purposes of this section: 

(1) Commercial use request is a request 
that asks for information for a use or a 
purpose that furthers a commercial, 
trade, or profit interest, which can in-
clude furthering those interests 
through litigation. A component’s deci-
sion to place a requester in the com-
mercial use category will be made on a 

case-by-case basis based on the re-
quester’s intended use of the informa-
tion. 

(2) Direct costs are those expenses 
that an agency expends in searching 
for and duplicating (and, in the case of 
commercial use requests, reviewing) 
records in order to respond to a FOIA 
request. For example, direct costs in-
clude the salary of the employee per-
forming the work (i.e., the basic rate of 
pay for the employee, plus 16 percent of 
that rate to cover benefits) and the 
cost of operating computers and other 
electronic equipment, such as photo-
copiers and scanners. Direct costs do 
not include overhead expenses such as 
the costs of space, and of heating or 
lighting a facility. 

(3) Duplication is reproducing a copy 
of a record or of the information con-
tained in it, necessary to respond to a 
FOIA request. Copies can take the form 
of paper, audiovisual materials, or 
electronic records, among others. 

(4) Educational institution is any 
school that operates a program of 
scholarly research. A requester in this 
fee category must show that the re-
quest is made in connection with his or 
her role at the educational institution. 
Components may seek verification 
from the requester that the request is 
in furtherance of scholarly research. 

Example 1. A request from a professor of ge-
ology at a university for records relating to 
soil erosion, written on letterhead of the De-
partment of Geology, would be presumed to 
be from an educational institution if the re-
quest adequately describes how the re-
quested information would further a specific 
research goal of the educational institution. 

Example 2. A request from the same pro-
fessor of geology seeking immigration infor-
mation from the U.S. Immigration and Cus-
toms Enforcement in furtherance of a mur-
der mystery he is writing would not be pre-
sumed to be an institutional request, regard-
less of whether it was written on institu-
tional stationery. 

Example 3. A student who makes a request 
in furtherance of their coursework or other 
school-sponsored activities and provides a 
copy of a course syllabus or other reasonable 
documentation to indicate the research pur-
pose for the request, would qualify as part of 
this fee category. 

NOTE: These examples are provided for 
guidance purposes only. Each individual re-
quest will be evaluated under the particular 
facts, circumstances, and information pro-
vided by the requester. 
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(5) Noncommercial scientific institution 
is an institution that is not operated 
on a ‘‘commercial’’ basis, as defined in 
paragraph (b)(1) of this section, and 
that is operated solely for the purpose 
of conducting scientific research the 
results of which are not intended to 
promote any particular product or in-
dustry. A requester in this category 
must show that the request is author-
ized by and is made under the auspices 
of a qualifying institution and that the 
records are sought to further scientific 
research and not for a commercial use. 

(6) Representative of the news media is 
any person or entity that actively 
gathers information of potential inter-
est to a segment of the public, uses its 
editorial skills to turn the raw mate-
rials into a distinct work, and distrib-
utes that work to an audience. The 
term ‘‘news’’ means information that 
is about current events or that would 
be of current interest to the public. Ex-
amples of news media entities include 
television or radio stations that broad-
cast ‘‘news’’ to the public at large and 
publishers of periodicals that dissemi-
nate ‘‘news’’ and make their products 
available through a variety of means to 
the general public, including but not 
limited to, news organizations that dis-
seminate solely on the Internet. A re-
quest for records that supports the 
news-dissemination function of the re-
quester shall not be considered to be 
for a commercial use. In contrast, data 
brokers or others who merely compile 
and market government information 
for direct economic return shall not be 
presumed to be news media entities. 
‘‘Freelance’’ journalists must dem-
onstrate a solid basis for expecting 
publication through a news media enti-
ty in order to be considered as working 
for a news media entity. A publication 
contract would provide the clearest 
evidence that publication is expected; 
however, components shall also con-
sider a requester’s past publication 
record in making this determination. 

(7) Review is the page-by-page, line- 
by-line examination of a record located 
in response to a request in order to de-
termine whether any portion of it is 
exempt from disclosure. Review time 
includes processing any record for dis-
closure, such as doing all that is nec-
essary to prepare the record for disclo-

sure, including the process of redacting 
the record and marking the appro-
priate exemptions. Review costs are 
properly charged even if a record ulti-
mately is not disclosed. Review time 
also includes time spent both obtaining 
and considering any formal objection 
to disclosure made by a confidential 
commercial information submitter 
under § 5.7 or § 5.12, but it does not in-
clude time spent resolving general 
legal or policy issues regarding the ap-
plication of exemptions. 

(8) Search is the process of looking for 
and retrieving records or information 
responsive to a request. Search time 
includes page-by-page or line-by-line 
identification of information within 
records; and the reasonable efforts ex-
pended to locate and retrieve informa-
tion from electronic records. Compo-
nents shall ensure that searches are 
done in the most efficient and least ex-
pensive manner reasonably possible by 
readily available means. 

(c) Charging fees. In responding to 
FOIA requests, components shall 
charge the following fees unless a waiv-
er or reduction of fees has been granted 
under paragraph (k) of this section. Be-
cause the fee amounts provided below 
already account for the direct costs as-
sociated with a given fee type, unless 
otherwise stated in § 5.11, components 
should not add any additional costs to 
those charges. 

(1) Search. (i) Search fees shall be 
charged for all requests subject to the 
restrictions of paragraph (d) of this 
section. Components may properly 
charge for time spent searching even if 
they do not locate any responsive 
records or if they determine that the 
records are entirely exempt from dis-
closure. 

(ii) For each quarter hour spent by 
personnel searching for requested 
records, including electronic searches 
that do not require new programming, 
the fees will be as follows: Manage-
rial—$10.25; professional—$7.00; and 
clerical/administrative—$4.00. 

(iii) Requesters will be charged the 
direct costs associated with conducting 
any search that requires the creation 
of a new computer program, as ref-
erenced in section 5.4, to locate the re-
quested records. Requesters shall be 
notified of the costs associated with 
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creating such a program and must 
agree to pay the associated costs before 
the costs may be incurred. 

(iv) For requests that require the re-
trieval of records stored by an agency 
at a federal records center operated by 
the National Archives and Records Ad-
ministration (NARA), additional costs 
shall be charged in accordance with the 
Transactional Billing Rate Schedule 
established by NARA. 

(2) Duplication. Duplication fees will 
be charged to all requesters, subject to 
the restrictions of paragraph (d) of this 
section. A component shall honor a re-
quester’s preference for receiving a 
record in a particular form or format 
where it is readily reproducible by the 
component in the form or format re-
quested. Where photocopies are sup-
plied, the component will provide one 
copy per request at a cost of ten cents 
per page. For copies of records pro-
duced on tapes, disks, or other media, 
components will charge the direct 
costs of producing the copy, including 
operator time. Where paper documents 
must be scanned in order to comply 
with a requester’s preference to receive 
the records in an electronic format, the 
requester shall pay the direct costs as-
sociated with scanning those mate-
rials. For other forms of duplication, 
components will charge the direct 
costs. 

(3) Review. Review fees will be 
charged to requesters who make com-
mercial use requests. Review fees will 
be assessed in connection with the ini-
tial review of the record, i.e., the re-
view conducted by a component to de-
termine whether an exemption applies 
to a particular record or portion of a 
record. No charge will be made for re-
view at the administrative appeal stage 
of exemptions applied at the initial re-
view stage. However, when the appel-
late authority determines that a par-
ticular exemption no longer applies, 
any costs associated with a compo-
nent’s re-review of the records in order 
to consider the use of other exemptions 
may be assessed as review fees. Review 
fees will be charged at the same rates 
as those charged for a search under 
paragraph (c)(1)(ii) of this section. 

(d) Restrictions on charging fees. (1) No 
search fees will be charged for requests 
by educational institutions, non-

commercial scientific institutions, or 
representatives of the news media, un-
less the records are sought for a com-
mercial use. 

(2) If a component fails to comply 
with the FOIA’s time limits in which 
to respond to a request, it may not 
charge search fees, or, in the instances 
of requests from requesters described 
in paragraph (d)(1) of this section, may 
not charge duplication fees, except as 
described in (d)(2)(i) through (iii). 

(i) If a component has determined 
that unusual circumstances as defined 
by the FOIA apply and the component 
provided timely written notice to the 
requester in accordance with the FOIA, 
a failure to comply with the time limit 
shall be excused for an additional 10 
days. 

(ii) If a component has determined 
that unusual circumstances, as defined 
by the FOIA, apply and more than 5,000 
pages are necessary to respond to the 
request, a component may charge 
search fees, or, in the case of request-
ers described in paragraph (d)(1) of this 
section, may charge duplication fees, if 
the following steps are taken. The com-
ponent must have provided timely 
written notice of unusual cir-
cumstances to the requester in accord-
ance with the FOIA and the component 
must have discussed with the requester 
via written mail, email, or telephone 
(or made not less than three good-faith 
attempts to do so) how the requester 
could effectively limit the scope of the 
request in accordance with 5. U.S.C. 
552(a)(6)(B)(ii). If this exception is sat-
isfied, the component may charge all 
applicable fees incurred in the proc-
essing of the request. 

(iii) If a court has determined that 
exceptional circumstances exist, as de-
fined by the FOIA, a failure to comply 
with the time limits shall be excused 
for the length of time provided by the 
court order. 

(3) No search or review fees will be 
charged for a quarter-hour period un-
less more than half of that period is re-
quired for search or review. 

(4) Except for requesters seeking 
records for a commercial use, compo-
nents will provide without charge: 

(i) The first 100 pages of duplication 
(or the cost equivalent for other 
media); and 
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(ii) The first two hours of search. 
(5) When, after first deducting the 100 

free pages (or its cost equivalent) and 
the first two hours of search, a total 
fee calculated under paragraph (c) of 
this section is $14.00 or less for any re-
quest, no fee will be charged. 

(e) Notice of anticipated fees in excess 
of $25.00. (1) When a component deter-
mines or estimates that the fees to be 
assessed in accordance with this sec-
tion will exceed $25.00, the component 
shall notify the requester of the actual 
or estimated amount of the fees, in-
cluding a breakdown of the fees for 
search, review and/or duplication, un-
less the requester has indicated a will-
ingness to pay fees as high as those an-
ticipated. If only a portion of the fee 
can be estimated readily, the compo-
nent shall advise the requester accord-
ingly. If the requester is a noncommer-
cial use requester, the notice will 
specify that the requester is entitled to 
his or her statutory entitlements of 100 
pages of duplication at no charge and, 
if the requester is charged search fees, 
two hours of search time at no charge, 
and will advise the requester whether 
those entitlements have been provided. 
Two hours of search time will be pro-
vided free of charge to non-commercial 
requesters regardless of whether they 
agree to pay estimated fees. 

(2) In cases in which a requester has 
been notified that the actual or esti-
mated fees are in excess of $25.00, the 
request shall not be considered re-
ceived and further work will not be 
completed until the requester commits 
in writing to pay the actual or esti-
mated total fee, or designates some 
amount of fees he or she is willing to 
pay, or in the case of a noncommercial 
use requester who has not yet been pro-
vided with his or her statutory entitle-
ments, designates that he or she seeks 
only that which can be provided by the 
statutory entitlements. The requester 
must provide the commitment or des-
ignation in writing, and must, when 
applicable, designate an exact dollar 
amount the requester is willing to pay. 
Components are not required to accept 
payments in installments. 

(3) If the requester has indicated a 
willingness to pay some designated 
amount of fees, but the component es-
timates that the total fee will exceed 

that amount, the component will toll 
the processing of the request while it 
notifies the requester of the estimated 
fees in excess of the amount the re-
quester has indicated a willingness to 
pay. The component shall inquire 
whether the requester wishes to revise 
the amount of fees he or she is willing 
to pay and/or modify the request. Once 
the requester responds, the time to re-
spond will resume from where it was at 
the date of the notification. 

(4) Components will make available 
their FOIA Public Liaison or other 
FOIA professional to assist any re-
quester in reformulating a request to 
meet the requester’s needs at a lower 
cost. 

(f) Charges for other services. Although 
not required to provide special serv-
ices, if a component chooses to do so as 
a matter of administrative discretion, 
the direct costs of providing the service 
will be charged. Examples of such serv-
ices include certifying that records are 
true copies, providing multiple copies 
of the same document, or sending 
records by means other than first class 
mail. 

(g) Charging interest. Components 
may charge interest on any unpaid bill 
starting on the 31st day following the 
date of billing the requester. Interest 
charges will be assessed at the rate 
provided in 31 U.S.C. 3717 and will ac-
crue from the billing date until pay-
ment is received by the component. 
Components will follow the provisions 
of the Debt Collection Act of 1982 (Pub. 
L. 97–365, 96 Stat. 1749), as amended, 
and its administrative procedures, in-
cluding the use of consumer reporting 
agencies, collection agencies, and off-
set. 

(h) Aggregating requests. When a com-
ponent reasonably believes that a re-
quester or a group of requesters acting 
in concert is attempting to divide a 
single request into a series of requests 
for the purpose of avoiding fees, the 
component may aggregate those re-
quests and charge accordingly. Compo-
nents may presume that multiple re-
quests of this type made within a 30- 
day period have been made in order to 
avoid fees. For requests separated by a 
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longer period, components will aggre-
gate them only where there is a reason-
able basis for determining that aggre-
gation is warranted in view of all the 
circumstances involved. Multiple re-
quests involving unrelated matters will 
not be aggregated. 

(i) Advance payments. (1) For requests 
other than those described in para-
graphs (i)(2) and (3) of this section, a 
component shall not require the re-
quester to make an advance payment 
before work is commenced or contin-
ued on a request. Payment owed for 
work already completed (i.e., payment 
before copies are sent to a requester) is 
not an advance payment. 

(2) When a component determines or 
estimates that a total fee to be charged 
under this section will exceed $250.00, it 
may require that the requester make 
an advance payment up to the amount 
of the entire anticipated fee before be-
ginning to process the request. A com-
ponent may elect to process the re-
quest prior to collecting fees when it 
receives a satisfactory assurance of full 
payment from a requester with a his-
tory of prompt payment. 

(3) Where a requester has previously 
failed to pay a properly charged FOIA 
fee to any component or agency within 
30 calendar days of the billing date, a 
component may require that the re-
quester pay the full amount due, plus 
any applicable interest on that prior 
request and the component may re-
quire that the requester make an ad-
vance payment of the full amount of 
any anticipated fee, before the compo-
nent begins to process a new request or 
continues to process a pending request 
or any pending appeal. Where a compo-
nent has a reasonable basis to believe 
that a requester has misrepresented his 
or her identity in order to avoid paying 
outstanding fees, it may require that 
the requester provide proof of identity. 

(4) In cases in which a component re-
quires advance payment, the request 
shall not be considered received and 
further work will not be completed 
until the required payment is received. 
If the requester does not pay the ad-
vance payment within 30 calendar days 
after the date of the component’s fee 
determination, the request will be 
closed. 

(j) Other statutes specifically providing 
for fees. The fee schedule of this section 
does not apply to fees charged under 
any statute that specifically requires 
an agency to set and collect fees for 
particular types of records. In in-
stances where records responsive to a 
request are subject to a statutorily- 
based fee schedule program, the compo-
nent will inform the requester of the 
contact information for that source. 

(k) Requirements for waiver or reduc-
tion of fees. (1) Records responsive to a 
request shall be furnished without 
charge or at a reduced rate below that 
established under paragraph (c) of this 
section, where a component deter-
mines, on a case-by-case basis, based 
on all available information, that the 
requester has demonstrated that: 

(i) Disclosure of the requested infor-
mation is in the public interest because 
it is likely to contribute significantly 
to public understanding of the oper-
ations or activities of the government; 
and 

(ii) Disclosure of the information is 
not primarily in the commercial inter-
est of the requester. 

(2) In deciding whether disclosure of 
the requested information is in the 
public interest because it is likely to 
contribute significantly to public un-
derstanding of operations or activities 
of the government, components will 
consider the following factors: 

(i) The subject of the request must 
concern identifiable operations or ac-
tivities of the federal government, with 
a connection that is direct and clear, 
not remote or attenuated. 

(ii) Disclosure of the requested 
records must be meaningfully inform-
ative about government operations or 
activities in order to be ‘‘likely to con-
tribute’’ to an increased public under-
standing of those operations or activi-
ties. The disclosure of information that 
already is in the public domain, in ei-
ther the same or a substantially iden-
tical form, would not contribute to 
such understanding where nothing new 
would be added to the public’s under-
standing. 

(iii) The disclosure must contribute 
to the understanding of a reasonably 
broad audience of persons interested in 
the subject, as opposed to the indi-
vidual understanding of the requester. 
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A requester’s expertise in the subject 
area as well as his or her ability and 
intention to effectively convey infor-
mation to the public shall be consid-
ered. It shall be presumed that a rep-
resentative of the news media will sat-
isfy this consideration. 

(iv) The public’s understanding of the 
subject in question must be enhanced 
by the disclosure to a significant ex-
tent. However, components shall not 
make value judgments about whether 
the information at issue is ‘‘impor-
tant’’ enough to be made public. 

(3) To determine whether disclosure 
of the requested information is pri-
marily in the commercial interest of 
the requester, components will con-
sider the following factors: 

(i) Components shall identify any 
commercial interest of the requester, 
as defined in paragraph (b)(1) of this 
section, that would be furthered by the 
requested disclosure. Requesters shall 
be given an opportunity to provide ex-
planatory information regarding this 
consideration. 

(ii) A waiver or reduction of fees is 
justified where the public interest is 
greater than any identified commercial 
interest in disclosure. Components or-
dinarily shall presume that where a 

news media requester has satisfied the 
public interest standard, the public in-
terest will be the interest primarily 
served by disclosure to that requester. 
Disclosure to data brokers or others 
who merely compile and market gov-
ernment information for direct eco-
nomic return shall not be presumed to 
primarily serve the public interest. 

(4) Where only some of the records to 
be released satisfy the requirements for 
a waiver of fees, a waiver shall be 
granted for those records. 

(5) Requests for a waiver or reduction 
of fees should be made when the re-
quest is first submitted to the compo-
nent and should address the criteria 
referenced above. A requester may sub-
mit a fee waiver request at a later time 
so long as the underlying record re-
quest is pending or on administrative 
appeal. When a requester who has com-
mitted to pay fees subsequently asks 
for a waiver of those fees and that 
waiver is denied, the requester will be 
required to pay any costs incurred up 
to the date the fee waiver request was 
received. 

(6) Summary of fees. The following 
table summarizes the chargeable fees 
(excluding direct fees identified in 
§ 5.11) for each requester category. 

Category Search fees Review fees Duplication fees 

Commercial-use .................. Yes .................................................... Yes ...................... Yes. 
Educational or Non-Com-

mercial Scientific Institu-
tion.

No ...................................................... No ........................ Yes (100 pages free). 

News Media ......................... No ...................................................... No ........................ Yes (100 pages free). 
Other requesters ................. Yes (2 hours free) ............................. No ........................ Yes (100 pages free). 

§ 5.12 Confidential commercial infor-
mation; CBP procedures. 

(a) In general. For purposes of this 
section, ‘‘commercial information’’ is 
defined as trade secret, commercial, or 
financial information obtained from a 
person. Commercial information pro-
vided to CBP by a business submitter 
and that CBP determines is privileged 
or confidential commercial or financial 
information will be treated as privi-
leged or confidential and will not be 
disclosed pursuant to a Freedom of In-
formation Act request or otherwise 
made known in any manner except as 
provided in this section. 

(b) Notice to business submitters of 
FOIA requests for disclosure. Except as 
provided in paragraph (b)(2) of this sec-
tion, CBP will provide business submit-
ters with prompt written notice of re-
ceipt of FOIA requests or appeals that 
encompass their commercial informa-
tion. The written notice will describe 
either the exact nature of the commer-
cial information requested, or enclose 
copies of the records or those portions 
of the records that contain the com-
mercial information. The written no-
tice also will advise the business sub-
mitter of its right to file a disclosure 
objection statement as provided under 
paragraph (c)(1) of this section. CBP 
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will provide notice to business submit-
ters of FOIA requests for the business 
submitter’s commercial information 
for a period of not more than 10 years 
after the date the business submitter 
provides CBP with the information, un-
less the business submitter requests, 
and provides acceptable justification 
for, a specific notice period of greater 
duration. 

(1) When notice is required. CBP will 
provide business submitters with no-
tice of receipt of a FOIA request or ap-
peal whenever: 

(i) The business submitter has in 
good faith designated the information 
as commercially- or financially-sen-
sitive information. The business sub-
mitter’s claim of confidentiality 
should be supported by a statement by 
an authorized representative of the 
business entity providing specific jus-
tification that the information in ques-
tion is considered confidential com-
mercial or financial information and 
that the information has not been dis-
closed to the public; or 

(ii) CBP has reason to believe that 
disclosure of the commercial informa-
tion could reasonably be expected to 
cause substantial competitive harm. 

(2) When notice is not required. The no-
tice requirements of this section will 
not apply if: 

(i) CBP determines that the commer-
cial information will not be disclosed; 

(ii) The commercial information has 
been lawfully published or otherwise 
made available to the public; or 

(iii) Disclosure of the information is 
required by law (other than 5 U.S.C. 
552). 

(c) Procedure when notice given—(1) 
Opportunity for business submitter to ob-
ject to disclosure. A business submitter 
receiving written notice from CBP of 
receipt of a FOIA request or appeal en-
compassing its commercial informa-
tion may object to any disclosure of 
the commercial information by pro-
viding CBP with a detailed statement 
of reasons within 10 days of the date of 
the notice (exclusive of Saturdays, 
Sundays, and legal public holidays). 
The statement should specify all the 
grounds for withholding any of the 
commercial information under any ex-
emption of the FOIA and, in the case of 
Exemption 4, should demonstrate why 

the information is considered to be a 
trade secret or commercial or financial 
information that is privileged or con-
fidential. The disclosure objection in-
formation provided by a person pursu-
ant to this paragraph may be subject 
to disclosure under the FOIA. 

(2) Notice to FOIA requester. When no-
tice is given to a business submitter 
under paragraph (b)(1) of this section, 
notice will also be given to the FOIA 
requester that the business submitter 
has been given an opportunity to ob-
ject to any disclosure of the requested 
commercial information. 

(d) Notice of intent to disclose. CBP 
will consider carefully a business sub-
mitter’s objections and specific 
grounds for nondisclosure prior to de-
termining whether to disclose commer-
cial information. Whenever CBP de-
cides to disclose the requested com-
mercial information over the objection 
of the business submitter, CBP will 
provide written notice to the business 
submitter of CBP’s intent to disclose, 
which will include: 

(1) A statement of the reasons for 
which the business submitter’s disclo-
sure objections were not sustained; 

(2) A description of the commercial 
information to be disclosed; and 

(3) A specified disclosure date which 
will not be less than 10 days (exclusive 
of Saturdays, Sundays, and legal public 
holidays) after the notice of intent to 
disclose the requested information has 
been issued to the business submitter. 
Except as otherwise prohibited by law, 
CBP will also provide a copy of the no-
tice of intent to disclose to the FOIA 
requester at the same time. 

(e) Notice of FOIA lawsuit. Whenever a 
FOIA requester brings suit seeking to 
compel the disclosure of commercial 
information covered by paragraph 
(b)(1) of this section, CBP will prompt-
ly notify the business submitter in 
writing. 

§ 5.13 Other rights and services. 

Nothing in this subpart shall be con-
strued to entitle any person, as of 
right, to any service or to the disclo-
sure of any record to which such person 
is not entitled under the FOIA. 
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APPENDIX I TO SUBPART A TO PART 5— 
FOIA CONTACT INFORMATION 

Department of Homeland Security Chief FOIA 
Officer 

Chief Privacy Officer/Chief FOIA Officer, The 
Privacy Office, U.S. Department of Home-
land Security,245 Murray Lane SW., STOP– 
0655, Washington, DC. 20528–0655 

Department of Homeland Security Deputy Chief 
FOIA Officer 

Deputy Chief FOIA Officer, The Privacy Of-
fice, U.S. Department of Homeland Secu-
rity, 245 Murray Lane SW., STOP–0655, 
Washington, DC 20528–0655 

Senior Director, FOIA Operations 

Sr. Director, FOIA Operations, The Privacy 
Office, U.S. Department of Homeland Secu-
rity, 245 Murray Lane SW., STOP–0655, 
Washington, DC 20528–0655, Phone: 202–343– 
1743 or 866–431–0486,Fax: 202–343–4011, Email: 
foia@hq.dhs.gov 

Director, FOIA Production and Quality 
Assurance 

Public Liaison, FOIA Production and Qual-
ity Assurance, The Privacy Office, U.S. De-
partment of Homeland Security,245 Murray 
Lane SW., STOP–0655, Washington, DC 
20528–0655, Phone: 202–343–1743 or 866–431– 
0486, Fax: 202–343–4011, Email: 
foia@hq.dhs.gov 

U.S. Customs & Border Protection (CBP) 

FOIA Officer/Public Liaison, 90 K Street NE., 
9th Floor, Washington, DC 20229–1181, 
Phone: 202–325–0150, Fax: 202–325–0230 

Office of Civil Rights and Civil Liberties (CRCL) 

FOIA Officer/Public Liaison, U.S. Depart-
ment of Homeland Security, Washington, 
DC 20528, Phone: 202–357–1218, Email: 
CRCL@dhs.gov 

Federal Emergency Management Agency 
(FEMA) 

FOIA Officer/Public Liaison, 500 C Street 
SW., Room 7NE, Washington, DC 20472, 
Phone: 202–646–3323,Email: fema- 
foia@dhs.gov 

Federal Law Enforcement Training Center 
(FLETC) 

FOIA Officer/Public Liaison, Building #681, 
Suite 187B, Glynco, GA 31524, Phone: 912– 
267–3103,Fax: 912–267–3113, Email: fletc- 
foia@dhs.gov 

National Protection and Programs Directorate 
(NPPD) 

FOIA Officer/Public Liaison, U.S. Depart-
ment of Homeland Security, Washington, 

DC 20528, Phone: 703–235–2211, Fax: 703–235– 
2052, Email: NPPD.FOIA@dhs.gov 

Office of Biometric Identity Management 
(OBIM) FOIA Officer, Department of 
Homeland Security, Washington, DC 20598– 
0628, Phone: 202–298–5454, Fax: 202–298–5445, 
E-Mail: OBIM–FOIA@ice.dhs.gov 

Office of Intelligence & Analysis (I&A) 

FOIA Officer/Public Liaison, U.S. Depart-
ment of Homeland Security, Washington, 
DC 20528, Phone: 202–447–4883, Fax: 202–612– 
1936, Email: I&AFOIA@hq.dhs.gov 

Office of Inspector General (OIG) 

FOIA Public Liaison, DHS–OIG Counsel, 
STOP 0305, 245 Murray Lane SW., Wash-
ington, DC 20528–0305,Phone: 202–254–4001, 
Fax: 202–254–4398, Email: 
FOIA.OIG@oig.dhs.gov 

Office of Operations Coordination and Planning 
(OPS) 

FOIA Officer/Public Liaison,U.S. Depart-
ment of Homeland Security,Washington, 
DC 20528,Phone: 202–447–4156,Fax: 202–282– 
9811,Email: FOIAOPS@DHS.GOV 

Science & Technology Directorate (S&T) 

FOIA Officer/Public Liaison,U.S. Depart-
ment of Homeland Security,Washington, 
DC 20528,Phone: 202–254–6342,Fax: 202–254– 
6739,Email: stfoia@hq.dhs.gov 

Transportation Security Administration (TSA) 

FOIA Officer/Public Liaison,Freedom of In-
formation Act Branch,601 S. 12th 
Street,11th Floor, East Tower, TSA– 
20,Arlington, VA 20598–6020,Phone: 1–866– 
FOIA–TSA or 571–227–2300,Fax: 571–227– 
1406,Email: foia.tsa@dhs.gov 

U.S. Citizenship & Immigration Services 
(USCIS) 

FOIA Officer/Public Liaison,National 
Records Center, FOIA/PA Office,P.O. Box 
648010,Lee’s Summit, Mo. 64064–8010,Phone: 
1–800–375–5283 (USCIS National Customer 
Service Unit),Fax: 816–350–5785,Email: 
uscis.foia@uscis.dhs.gov 

United States Coast Guard (USCG) 

Commandant (CG–611),2100 2nd St., SW.,Attn: 
FOIA Officer/Public Liaison,Washington, 
DC 20593–0001,FOIA Requester Service Cen-
ter Contact: Amanda Ackerson,Phone: 202– 
475–3522,Fax: 202–475–3927,Email: 
efoia@uscg.mil 

United States Immigration & Customs 
Enforcement (ICE) 

Freedom of Information Act Office,FOIA Of-
ficer/Public Liaison 500 12th Street, SW., 
Stop 5009,Washington, DC 20536–5009, 
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FOIA Requester Service Center Con-
tact,Phone: 866–633–1182,Fax: 202–732– 
4265,Email: ice-foia@dhs.gov 

United States Secret Service (USSS) 

Freedom of Information and Privacy Acts 
Branch,FOIA Officer/Public Liaison,245 
Murray Drive, Building 410,Washington, 
DC 20223,Phone: 202–406–6370,Fax: 202–406– 
5586,Email: FOIA@usss.dhs.gov 

Please direct all requests for information 
from the Office of the Secretary, Citizenship 
and Immigration Services Ombudsman, Do-
mestic Nuclear Detection Office, Office of 
the Executive Secretary, Office of Intergov-
ernmental Affairs, Management Directorate, 
Office of Policy, Office of the General Coun-
sel, Office of Health Affairs, Office of Legis-
lative Affairs, Office of Public Affairs and 
the Privacy Office, to the DHS Privacy Of-
fice at: 
The Privacy Office,U.S. Department of 

Homeland Security,245 Murray Lane 
SW.,STOP–0655,Washington, DC 20528– 
0655,Phone: 202–343–1743 or 866–431–0486,Fax: 
202–343–4011,Email: foia@hq.dhs.gov 

Subpart B—Privacy Act 
§ 5.20 General provisions. 

(a) Purpose and scope. (1) This subpart 
contains the rules that the Department 
of Homeland Security (Department) 
follows under the Privacy Act of 1974 (5 
U.S.C. 552a). These rules should be read 
together with the Privacy Act, which 
provides additional information about 
records maintained on individuals. The 
rules in this subpart apply to all 
records in systems of records main-
tained by the Department that are re-
trieved by an individual’s name or per-
sonal identifier. They describe the pro-
cedures by which individuals may re-
quest access to records about them-
selves, request amendment or correc-
tion of those records, and request an 
accounting of disclosures of those by 
the Department. In addition, the De-
partment processes all Privacy Act re-
quests for access to records under the 
Freedom of Information Act (FOIA) (5 
U.S.C. 552), following the rules con-
tained in subpart A of this part, which 
gives requests the benefit of both stat-
utes. 

(2) The provisions established by this 
subpart shall apply to all Department 
components that are transferred to the 
Department. Except to the extent a De-
partment component has adopted sepa-

rate guidance under the Privacy Act, 
the provisions of this subpart shall 
apply to each component of the Depart-
ment. Departmental components may 
issue their own guidance under this 
subpart pursuant to approval by the 
Department. 

(b) Definitions. As used in this sub-
part: 

(1) Component means each separate 
bureau, office, board, division, commis-
sion, service, or administration of the 
Department. 

(2) Request for access to a record 
means a request made under Privacy 
Act subsection (d)(1). 

(3) Request for amendment or correc-
tion of a record means a request made 
under Privacy Act subsection (d)(2). 

(4) Request for an accounting means 
a request made under Privacy Act sub-
section (c)(3). 

(5) Requester means an individual 
who makes a request for access, a re-
quest for amendment or correction, or 
a request for an accounting under the 
Privacy Act. 

(c) Authority to request records for a 
law enforcement purpose. The head of a 
component or designee thereof is au-
thorized to make written requests 
under subsection (b)(7) of the Privacy 
Act for records maintained by other 
agencies that are necessary to carry 
out an authorized law enforcement ac-
tivity. 

(d) Notice on Departmental use of (b)(1) 
exemption. As a general matter, when 
applying the (b)(1) exemption for dis-
closures within an agency on a need to 
know basis, the Department will con-
sider itself a single entity, meaning 
that information may be disclosed be-
tween components of the Department 
under the (b)(1) exemption. 

(e) Interim Retention of Authorities. As 
an interim solution, all agencies and 
components under the Department will 
retain the necessary authority from 
their original purpose in order to con-
duct these necessary activities. This 
includes the authority to maintain Pri-
vacy Act systems of records, dissemi-
nate information pursuant to existing 
or new routine uses, and retention of 
exemption authorities under sections 
(j) and (k) of the Privacy Act, where 
applicable. This retention of an agency 
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or component’s authorities and infor-
mation practices will remain in effect 
until this regulation is promulgated as 
a final rule, or the Department revises 
all systems of records notices. This re-
tention of authority is necessary to 
allow components to fulfill their mis-
sion and purpose during the transition 
period of the establishment of the De-
partment. During this transition pe-
riod, the Department shall evaluate 
with the components the existing au-
thorities and information practices and 
determine what revisions (if any) are 
appropriate and should be made to 
these existing authorities and prac-
tices. The Department anticipates that 
such revisions will be made either 
through the issuance of a revised sys-
tem of records notices or through sub-
sequent final regulations. 

§ 5.21 Requests for access to records. 
(a) How made and addressed. You may 

make a request for access to a Depart-
ment of Homeland Security record 
about yourself by appearing in person 
or by writing directly to the Depart-
ment component that maintains the 
record. Your request should be sent or 
delivered to the component’s Privacy 
Act office at the address listed in ap-
pendix A to this part. In most cases, a 
component’s central Privacy Act office 
is the place to send a Privacy Act re-
quest. For records held by a field office 
of the U.S. Customs Service, U.S. Se-
cret Service, U.S. Coast Guard, or any 
other Department component with 
field offices, however, you must write 
directly to that Customs, Secret Serv-
ice, Coast Guard, or other field office 
address, which can be found in most 
telephone books or by calling the com-
ponent’s central Privacy Act office. 
(The functions of each component are 
summarized elsewhere in this title and 
in the description of the Department 
and its components in the ‘‘United 
States Government Manual,’’ which is 
issued annually and is available in 
most libraries, as well as for sale from 
the Government Printing Office’s Su-
perintendent of Documents. This man-
ual also can be accessed electronically 
at the Government Printing Office’s 
World Wide Web site (which can be 
found at http://www.access.gpo.gov/ 
suldocs). Some records are maintained 

under a government-wide systems of 
records notice, for example, Official 
Personnel Files are maintained under 
the authority of the Office of Personnel 
Management. In order to access records 
maintained under a government-wide 
notice, please send your request to the 
Privacy Act office of the original de-
partment or agency from which the 
component was transferred to the De-
partment. If you cannot determine 
where within the Department to send 
your request, you may send it to the 
Departmental Disclosure Officer, De-
partment of Homeland Security, Wash-
ington, DC 20528, and that office will 
forward it to the component(s) it be-
lieves most likely to have the records 
that you seek. For the quickest pos-
sible handling, you should mark both 
your request letter and the envelope 
‘‘Privacy Act Request.’’ 

(b) Description of records sought. You 
must describe the records that you 
want in enough detail to enable De-
partment personnel to locate the sys-
tem of records containing them with a 
reasonable amount of effort. Whenever 
possible, your request should describe 
the records sought, the time periods in 
which you believe they were compiled, 
and the name or identifying number of 
each system of records in which you 
believe they are kept. The Department 
publishes notices in the FEDERAL REG-
ISTER that describe its components’ 
systems of records. A description of the 
Department’s systems of records also 
may be found as part of the ‘‘Privacy 
Act Compilation’’ published by the Na-
tional Archives and Records Adminis-
tration’s Office of the Federal Register. 
This compilation is available in most 
large reference and university librar-
ies. This compilation also can be 
accessed electronically at the Govern-
ment Printing Office’s World Wide Web 
site (which can be found at http:// 
www.access.gpo.gov/suldocs). 

(c) Agreement to pay fees. If you make 
a Privacy Act request for access to 
records, it shall be considered an agree-
ment by you to pay all applicable fees 
charged under § 5.29, up to $25.00. The 
component responsible for responding 
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to your request ordinarily shall con-
firm this agreement in an acknowl-
edgement letter. When making a re-
quest, you may specify a willingness to 
pay a greater or lesser amount. 

(d) Verification of identity. When you 
make a request for access to records 
about yourself, you must verify your 
identity. You must state your full 
name, current address, and date and 
place of birth. You must sign your re-
quest and your signature must either 
be notarized or submitted by you under 
28 U.S.C. 1746, a law that permits state-
ments to be made under penalty of per-
jury as a substitute for notarization. 
While no specific form is required, you 
may obtain forms for this purpose from 
the Departmental Disclosure Officer, 
Department of Homeland Security, 
Washington, DC 20528. In order to help 
the identification and location of re-
quested records, you may also, at your 
option, include your social security 
number. 

(e) Verification of guardianship. When 
making a request as the parent or 
guardian of a minor or as the guardian 
of someone determined by a court to be 
incompetent, for access to records 
about that individual, you must estab-
lish: 

(1) The identity of the individual who 
is the subject of the record, by stating 
the name, current address, date and 
place of birth, and, at your option, the 
social security number of the indi-
vidual; 

(2) Your own identity, as required in 
paragraph (d) of this section; 

(3) That you are the parent or guard-
ian of that individual, which you may 
prove by providing a copy of the indi-
vidual’s birth certificate showing your 
parentage or by providing a court order 
establishing your guardianship; and 

(4) That you are acting on behalf of 
that individual in making the request. 

(f) Verification in the case of third 
party information requests. If you are 
making a request for records con-
cerning an individual on behalf of that 
individual, you must provide a state-
ment from the individual verifying the 
identity of the individual as provided 
in paragraph (d) of this section. You 
must also provide a statement from the 
individual certifying the individual’s 

agreement that records concerning the 
individual may be released to you. 

§ 5.22 Responsibility for responding to 
requests for access to records. 

(a) In general. Except as stated in 
paragraphs (c), (d), and (e) of this sec-
tion, the component that first receives 
a request for access to a record, and 
has possession of that record, is the 
component responsible for responding 
to the request. In determining which 
records are responsive to a request, a 
component ordinarily shall include 
only those records in its possession as 
of the date the component begins its 
search for them. If any other date is 
used, the component shall inform the 
requester of that date. 

(b) Authority to grant or deny requests. 
The head of a component, or the com-
ponent head’s designee, is authorized 
to grant or deny any request for access 
or amendment to a record of that com-
ponent. 

(c) Consultations and referrals. When a 
component receives a request for ac-
cess to a record in its possession, it 
shall determine whether another com-
ponent, or another agency of the Fed-
eral Government, is better able to de-
termine whether the record is exempt 
from access under the Privacy Act. If 
the receiving component determines 
that it is best able to process the 
record in response to the request, then 
it shall do so. If the receiving compo-
nent determines that it is not best able 
to process the record, then it shall ei-
ther: 

(1) Respond to the request regarding 
that record, after consulting with the 
component or agency best able to de-
termine whether the record is exempt 
from access and with any other compo-
nent or agency that has a substantial 
interest in it; or 

(2) Refer the responsibility for re-
sponding to the request regarding that 
record to the component best able to 
determine whether it is exempt from 
access, or to another agency that origi-
nated the record (but only if that agen-
cy is subject to the Privacy Act). Ordi-
narily, the component or agency that 
originated a record will be presumed to 
be best able to determine whether it is 
exempt from access. 
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(d) Law enforcement information. 
Whenever a request is made for access 
to a record containing information 
that relates to an investigation of a 
possible violation of law and that was 
originated by another component or 
agency, the receiving component shall 
either refer the responsibility for re-
sponding to the request regarding that 
information to that other component 
or agency or shall consult with that 
other component or agency. 

(e) Classified information. Whenever a 
request is made for access to a record 
containing information that has been 
classified by or may be appropriate for 
classification by another component or 
agency under Executive Order 12958 or 
any other executive order concerning 
the classification of records, the re-
ceiving component shall refer the re-
sponsibility for responding to the re-
quest regarding that information to 
the component or agency that classi-
fied the information, should consider 
the information for classification, or 
has the primary interest in it, as ap-
propriate. Whenever a record contains 
information that has been derivatively 
classified by a component because it 
contains information classified by an-
other component or agency, the compo-
nent shall refer the responsibility for 
responding to the request regarding 
that information to the component or 
agency that classified the underlying 
information. 

(f) Release of Medical Records. Pursu-
ant to 5 U.S.C. 552a(f)(3), where re-
quests are made for access to medical 
records, including psychological 
records, the decision to release directly 
to the individual, or to withhold direct 
release, shall be made by a medical 
practitioner. Where the medical practi-
tioner has ruled that direct release will 
cause harm to the individual who is re-
questing access, normal release 
through the individual’s chosen med-
ical practitioner will be recommended. 
Final review and decision on appeals of 
disapprovals of direct release will rest 
with the General Counsel. 

(g) Notice of referral. Whenever a com-
ponent refers all or any part of the re-
sponsibility for responding to a request 
to another component or agency, it or-
dinarily shall notify the requester of 
the referral and inform the requester of 

the name of each component or agency 
to which the request has been referred 
and of the part of the request that has 
been referred. 

(h) Timing of responses to consultations 
and referrals. All consultations and re-
ferrals shall be handled according to 
the date the Privacy Act access request 
was initially received by the first com-
ponent or agency, not any later date. 

(i) Agreements regarding consultations 
and referrals. Components may make 
agreements with other components or 
agencies to eliminate the need for con-
sultations or referrals for particular 
types of records. 

§ 5.23 Responses to requests for access 
to records. 

(a) Acknowledgements of requests. On 
receipt of a request, a component ordi-
narily shall send an acknowledgement 
letter to the requester which shall con-
firm the requester’s agreement to pay 
fees under § 5.21(c) and provide an as-
signed request number for further ref-
erence. 

(b) Grants of requests for access. Once a 
component makes a determination to 
grant a request for access in whole or 
in part, it shall notify the requester in 
writing. The component shall inform 
the requester in the notice of any fee 
charged under § 5.29 and shall disclose 
records to the requester promptly on 
payment of any applicable fee. If a re-
quest is made in person, the component 
may disclose records to the requester 
directly, in a manner not unreasonably 
disruptive of its operations, on pay-
ment of any applicable fee and with a 
written record made of the grant of the 
request. If a requester is accompanied 
by another person, the requester shall 
be required to authorize in writing any 
discussion of the records in the pres-
ence of the other person. 

(c) Adverse determinations of requests 
for access. A component making an ad-
verse determination denying a request 
for access in any respect shall notify 
the requester of that determination in 
writing. Adverse determinations, or de-
nials of requests, consist of: a deter-
mination to withhold any requested 
record in whole or in part; a determina-
tion that a requested record does not 
exist or cannot be located; a deter-
mination that what has been requested 
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is not a record subject to the Privacy 
Act; a determination on any disputed 
fee matter; and a denial of a request for 
expedited treatment. The notification 
letter shall be signed by the head of the 
component, or the component head’s 
designee, and shall include: 

(1) The name and title or position of 
the person responsible for the denial; 

(2) A brief statement of the reason(s) 
for the denial, including any Privacy 
Act exemption(s) applied by the com-
ponent in denying the request; and 

(3) A statement that the denial may 
be appealed under § 5.25(a) and a de-
scription of the requirements of 
§ 5.25(a). 

§ 5.24 Classified information. 
In processing a request for access to 

a record containing information that is 
classified under Executive Order 12958 
or any other executive order, the origi-
nating component shall review the in-
formation to determine whether it 
should remain classified. Information 
determined to no longer require classi-
fication shall not be withheld from a 
requester on the basis of Exemption 
(k)(1) of the Privacy Act. On receipt of 
any appeal involving classified infor-
mation, the Associate General Counsel 
(General Law), shall take appropriate 
action to ensure compliance with part 
7 of this title. 

§ 5.25 Appeals. 
(a) Appeals. If you are dissatisfied 

with a component’s response to your 
request for access to records, you may 
appeal an adverse determination deny-
ing your request in any respect to the 
Associate General Counsel (General 
Law), Department of Homeland Secu-
rity, Washington, DC 20528. You must 
make your appeal in writing and it 
must be received by the Associate Gen-
eral Counsel (General Law) within 60 
days of the date of the letter denying 
your request. Your appeal letter may 
include as much or as little related in-
formation as you wish, as long as it 
clearly identifies the component deter-
mination (including the assigned re-
quest number, if known) that you are 
appealing. For the quickest possible 
handling, you should mark both your 
appeal letter and the envelope ‘‘Pri-
vacy Act Appeal.’’ 

(b) Responses to appeals. The decision 
on your appeal will be made in writing. 
A decision affirming an adverse deter-
mination in whole or in part will in-
clude a brief statement of the reason(s) 
for the affirmance, including any Pri-
vacy Act exemption applied, and will 
inform you of the Privacy Act provi-
sions for court review of the decision. 
If the adverse determination is re-
versed or modified on appeal in whole 
or in part, you will be notified in a 
written decision and your request will 
be reprocessed in accordance with that 
appeal decision. An adverse determina-
tion by the Associate General Counsel 
(General Law) will be the final action 
of the Department. 

(c) When appeal is required. If you 
wish to seek review by a court of any 
adverse determination or denial of a 
request, you must first appeal it under 
this section. An appeal will not be 
acted on if the request becomes a mat-
ter of litigation. 

§ 5.26 Requests for amendment or cor-
rection of records. 

(a) How made and addressed. Unless 
the record is not subject to amendment 
or correction as stated in paragraph (f) 
of this section, you may make a re-
quest for amendment or correction of a 
record of the Department about you by 
writing directly to the Department 
component that maintains the record, 
following the procedures in § 5.21. Your 
request should identify each particular 
record in question, state the amend-
ment or correction that you want, and 
state why you believe that the record 
is not accurate, relevant, timely, or 
complete. You may submit any docu-
mentation that you think would be 
helpful. If you believe that the same 
record is in more than one system of 
records, you should state that and ad-
dress your request to each component 
that maintains a system of records 
containing the record. 

(b) Component responses. Within ten 
working days of receiving your request 
for amendment or correction of 
records, a component shall send you a 
written acknowledgment of its receipt 
of your request, and it shall promptly 
notify you whether your request is 
granted or denied. If the component 
grants your request in whole or in part, 
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it shall describe the amendment or cor-
rection made and shall advise you of 
your right to obtain a copy of the cor-
rected or amended record, in 
disclosable form. If the component de-
nies your request in whole or in part, it 
shall send you a letter signed by the 
head of the component, or the compo-
nent head’s designee, that shall state: 

(1) The reason(s) for the denial; and 
(2) The procedure for appeal of the 

denial under paragraph (c) of this sec-
tion, including the name and business 
address of the official who will act on 
your appeal. 

(c) Appeals. You may appeal a denial 
of a request for amendment or correc-
tion to the Associate General Counsel 
(General Law) in the same manner as a 
denial of a request for access to records 
(see § 5.25) and the same procedures 
shall be followed. If your appeal is de-
nied, you shall be advised of your right 
to file a Statement of Disagreement as 
described in paragraph (d) of this sec-
tion and of your right under the Pri-
vacy Act for court review of the deci-
sion. 

(d) Statements of Disagreement. If your 
appeal under this section is denied in 
whole or in part, you have the right to 
file a Statement of Disagreement that 
states your reason(s) for disagreeing 
with the Department’s denial of your 
request for amendment or correction. 
Statements of Disagreement must be 
concise, must clearly identify each 
part of any record that is disputed, and 
should be no longer than one typed 
page for each fact disputed. Your 
Statement of Disagreement must be 
sent to the component involved, which 
shall place it in the system of records 
in which the disputed record is main-
tained and shall mark the disputed 
record to indicate that a Statement of 
Disagreement has been filed and where 
in the system of records it may be 
found. 

(e) Notification of amendment/correction 
or disagreement. Within 30 working days 
of the amendment or correction of a 
record, the component that maintains 
the record shall notify all persons, or-
ganizations, or agencies to which it 
previously disclosed the record, if an 
accounting of that disclosure was 
made, that the record has been amend-
ed or corrected. If an individual has 

filed a Statement of Disagreement, the 
component shall append a copy of it to 
the disputed record whenever the 
record is disclosed and may also append 
a concise statement of its reason(s) for 
denying the request to amend or cor-
rect the record. 

(f) Records not subject to amendment or 
correction. The following records are 
not subject to amendment or correc-
tion: 

(1) Transcripts of testimony given 
under oath or written statements made 
under oath; 

(2) Transcripts of grand jury pro-
ceedings, judicial proceedings, or 
quasi-judicial proceedings, which are 
the official record of those proceedings; 

(3) Presentence records that origi-
nated with the courts; and 

(4) Records in systems of records that 
have been exempted from amendment 
and correction under Privacy Act (5 
U.S.C. 552a(j) or (k)) by notice pub-
lished in the FEDERAL REGISTER. 

§ 5.27 Requests for an accounting of 
record disclosures. 

(a) How made and addressed. Except 
where accountings of disclosures are 
not required to be kept (as stated in 
paragraph (b) of this section), you may 
make a request for an accounting of 
any disclosure that has been made by 
the Department to another person, or-
ganization, or agency of any record 
about you. This accounting contains 
the date, nature, and purpose of each 
disclosure, as well as the name and ad-
dress of the person, organization, or 
agency to which the disclosure was 
made. Your request for an accounting 
should identify each particular record 
in question and should be made by 
writing directly to the Department 
component that maintains the record, 
following the procedures in § 5.21. 

(b) Where accountings are not required. 
Components are not required to pro-
vide accountings to you where they re-
late to: 

(1) Disclosures for which accountings 
are not required to be kept, such as dis-
closures that are made to employees 
within the agency and disclosures that 
are made under the FOIA; 

(2) Disclosures made to law enforce-
ment agencies for authorized law en-
forcement activities in response to 
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written requests from those law en-
forcement agencies specifying the law 
enforcement activities for which the 
disclosures are sought; or 

(3) Disclosures made from law en-
forcement systems of records that have 
been exempted from accounting re-
quirements. 

(c) Appeals. You may appeal a denial 
of a request for an accounting to the 
Associate General Counsel (General 
Law) in the same manner as a denial of 
a request for access to records (see 
§ 5.25) and the same procedures will be 
followed. 

§ 5.28 Preservation of records. 
Each component will preserve all 

correspondence pertaining to the re-
quests that it receives under this sub-
part, as well as copies of all requested 
records, until disposition or destruc-
tion is authorized by title 44 of the 
United States Code or the National Ar-
chives and Records Administration’s 
General Records Schedule 14. Records 
will not be disposed of while they are 
the subject of a pending request, ap-
peal, or lawsuit under the Act. 

§ 5.29 Fees. 
(a) Components shall charge fees for 

duplication of records under the Pri-
vacy Act in the same way in which 
they charge duplication fees under 
§ 5.11. 

(b) The Department shall not process 
a request under the Privacy Act from 
persons with an unpaid fee from any 
previous Privacy Act request to any 
Federal agency until that outstanding 
fee has been paid in full to the agency. 

§ 5.30 Notice of court-ordered and 
emergency disclosures. 

(a) Court-ordered disclosures. When a 
record pertaining to an individual is re-
quired to be disclosed by a court order, 
the component shall make reasonable 
efforts to provide notice of this to the 
individual. Notice shall be given within 
a reasonable time after the compo-
nent’s receipt of the order, except that 
in a case in which the order is not a 
matter of public record, the notice 
shall be given only after the order be-
comes public. This notice shall be 
mailed to the individual’s last known 
address and shall contain a copy of the 

order and a description of the informa-
tion disclosed. Notice shall not be 
given if disclosure is made from a 
criminal law enforcement system of 
records that has been exempted from 
the notice requirement. 

(b) Emergency disclosures. Upon dis-
closing a record pertaining to an indi-
vidual made under compelling cir-
cumstances affecting health or safety, 
the component shall notify that indi-
vidual of the disclosure. This notice 
shall be mailed to the individual’s last 
known address and shall state the na-
ture of the information disclosed; the 
person, organization, or agency to 
which it was disclosed; the date of dis-
closure; and the compelling cir-
cumstances justifying the disclosure. 

§ 5.31 Security of systems of records. 

(a) In general. Each component shall 
establish administrative and physical 
controls to prevent unauthorized ac-
cess to its systems of records, to pre-
vent unauthorized disclosure of 
records, and to prevent physical dam-
age to or destruction of records. The 
stringency of these controls shall cor-
respond to the sensitivity of the 
records that the controls protect. At a 
minimum, each component’s adminis-
trative and physical controls shall en-
sure that: 

(1) Records are protected from public 
view; 

(2) The area in which records are 
kept is supervised during business 
hours to prevent unauthorized persons 
from having access to them; 

(3) Records are inaccessible to unau-
thorized persons outside of business 
hours; and 

(4) Records are not disclosed to unau-
thorized persons or under unauthorized 
circumstances in either oral or written 
form. 

(b) Procedures required. Each compo-
nent shall have procedures that re-
strict access to records to only those 
individuals within the Department who 
must have access to those records in 
order to perform their duties and that 
prevent inadvertent disclosure of 
records. 
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§ 5.32 Contracts for the operation of 
record systems. 

Under 5 U.S.C. 552a(m), any approved 
contract for the operation of a record 
system will contain the standard con-
tract requirements issued by the Gen-
eral Services Administration to ensure 
compliance with the requirements of 
the Privacy Act for that record system. 
The contracting component will be re-
sponsible for ensuring that the con-
tractor complies with these contract 
requirements. 

§ 5.33 Use and collection of social secu-
rity numbers. 

Each component shall ensure that 
employees authorized to collect infor-
mation are aware: 

(a) That individuals may not be de-
nied any right, benefit, or privilege as 
a result of refusing to provide their so-
cial security numbers, unless the col-
lection is authorized either by a stat-
ute or by a regulation issued prior to 
1975; and 

(b) That individuals requested to pro-
vide their social security numbers 
must be informed of: 

(1) Whether providing social security 
numbers is mandatory or voluntary; 

(2) Any statutory or regulatory au-
thority that authorizes the collection 
of social security numbers; and 

(3) The uses that will be made of the 
numbers. 

§ 5.34 Standards of conduct for admin-
istration of the Privacy Act. 

Each component will inform its em-
ployees of the provisions of the Privacy 
Act, including the Act’s civil liability 
and criminal penalty provisions. Unless 
otherwise permitted by law, the De-
partment shall: 

(a) Collect from individuals only the 
information that is relevant and nec-
essary to discharge the responsibilities 
of the Department; 

(b) Collect information about an indi-
vidual directly from that individual 
whenever practicable and when the in-
formation may result in adverse deter-
minations about an individual’s rights, 
benefits, and privileges under federal 
programs; 

(c) Inform each individual from 
whom information is collected of: 

(1) The legal authority to collect the 
information and whether providing it 
is mandatory or voluntary; 

(2) The principal purpose for which 
the Department intends to use the in-
formation; 

(3) The routine uses the Department 
may make of the information; and 

(4) The effects on the individual, if 
any, of not providing the information; 

(d) Ensure that the component main-
tains no system of records without 
public notice and that it notifies appro-
priate Department officials of the ex-
istence or development of any system 
of records that is not the subject of a 
current or planned public notice; 

(e) Maintain all records that are used 
by the Department in making any de-
termination about an individual with 
such accuracy, relevance, timeliness, 
and completeness as is reasonably nec-
essary to ensure fairness to the indi-
vidual in the determination; 

(f) Except as to disclosures made to 
an agency or made under the FOIA, 
make reasonable efforts, prior to dis-
seminating any record about an indi-
vidual, to ensure that the record is ac-
curate, relevant, timely, and complete; 

(g) Maintain no record describing 
how an individual exercises his or her 
First Amendment rights, unless it is 
expressly authorized by statute or by 
the individual about whom the record 
is maintained, or is pertinent to and 
within the scope of an authorized law 
enforcement activity; 

(h) When required by the Privacy 
Act, maintain an accounting in the 
specified form of all disclosures of 
records by the Department to persons, 
organizations, or agencies; 

(i) Maintain and use records with 
care to prevent the unauthorized or in-
advertent disclosure of a record to any-
one. 

§ 5.35 Sanctions and penalties. 
Under the provisions of the Privacy 

Act, 5 U.S.C. 552a, civil and criminal 
penalties may be assessed. 

§ 5.36 Other rights and services. 
Nothing in this subpart shall be con-

strued to entitle any person, as of 
right, to any service or to the disclo-
sure of any record to which such person 
is not entitled under the Privacy Act. 

VerDate Sep<11>2014 12:23 Jan 30, 2020 Jkt 250011 PO 00000 Frm 00041 Fmt 8010 Sfmt 8002 Q:\06\6V1.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B



32 

6 CFR Ch. I (1–1–20 Edition) § 5.41 

Subpart C—Disclosure of 
Information in Litigation 

SOURCE: 68 FR 4070, Jan. 27, 2003, unless 
otherwise noted. 

§ 5.41 Purpose and scope; definitions. 
(a) This subpart C sets forth the pro-

cedures to be followed with respect to: 
(1) Service of summonses and com-

plaints or other requests or demands 
directed to the Department of Home-
land Security (Department) or to any 
Department employee or former em-
ployee in connection with federal or 
state litigation arising out of or in-
volving the performance of official ac-
tivities of the Department; and 

(2) The oral or written disclosure, in 
response to subpoenas, orders, or other 
requests or demands of federal or state 
judicial or quasi-judicial or adminis-
trative authority as well as state legis-
lative authorities (collectively, ‘‘de-
mands’’), whether civil or criminal in 
nature, or in response to requests for 
depositions, affidavits, admissions, re-
sponses to interrogatories, document 
production, interviews, or other litiga-
tion-related matters, including pursu-
ant to the Federal Rules of Civil Proce-
dure, the Federal Rules of Criminal 
Procedure, or applicable state rules 
(collectively, ‘‘requests’’), of any mate-
rial contained in the files of the De-
partment, any information relating to 
material contained in the files of the 
Department, or any information ac-
quired while the subject of the demand 
or request is or was employed by the 
Department, or served as Secretary of 
the Department, as part of the per-
formance of that person’s duties or by 
virtue of that person’s official status. 

(b) The provisions established by this 
subpart shall apply to all Department 
components that are transferred to the 
Department. Except to the extent a De-
partment component has adopted sepa-
rate guidance governing the subject 
matter of a provision of this subpart, 
the provisions of this subpart shall 
apply to each component of the Depart-
ment. Departmental components may 
issue their own guidance under this 
subpart subject to the approval of the 
General Counsel of the Department. 

(c) For purposes of this subpart, and 
except as the Department may other-

wise determine in a particular case, the 
term employee includes all former Sec-
retaries of Homeland Security and all 
employees of the Department of Home-
land Security or other federal agencies 
who are or were appointed by, or sub-
ject to the supervision, jurisdiction, or 
control of the Secretary of Homeland 
Security, whether residing or working 
in the United States or abroad, includ-
ing United States nationals, foreign 
nationals, and contractors. The proce-
dures established within this subpart 
also apply to former employees of the 
Department where specifically noted. 

(d) For purposes of this subpart, the 
term litigation encompasses all pre- 
trial, trial, and post-trial stages of all 
judicial or administrative actions, 
hearings, investigations, or similar 
proceedings before courts, commis-
sions, boards (including the Board of 
Appellate Review), grand juries, or 
other judicial or quasi-judicial bodies 
or tribunals, whether criminal, civil, or 
administrative in nature. This subpart 
governs, inter alia, responses to dis-
covery requests, depositions, and other 
pre-trial, trial, or post-trial pro-
ceedings, as well as responses to infor-
mal requests by attorneys or others in 
situations involving litigation. How-
ever, this subpart shall not apply to 
any claims against the Department by 
Department of Homeland Security em-
ployees (present or former), or appli-
cants for Department employment, for 
which jurisdiction resides with the U.S. 
Equal Employment Opportunity Com-
mission; the U.S. Merit Systems Pro-
tection Board; the Office of Special 
Counsel; the Federal Labor Relations 
Authority; the Foreign Service Labor 
Relations Board; the Foreign Service 
Grievance Board; or a labor arbitrator 
operating under a collective bargaining 
agreement between the Department 
and a labor organization representing 
Department employees; or their suc-
cessor agencies or entities. 

(e) For purposes of this subpart, offi-
cial information means all information 
of any kind, however stored, that is in 
the custody and control of the Depart-
ment, relates to information in the 
custody and control of the Department, 
or was acquired by Department em-
ployees, or former employees, as part 
of their official duties or because of 
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their official status within the Depart-
ment while such individuals were em-
ployed by or served on behalf of the De-
partment. 

(f) Nothing in this subpart affects 
disclosure of information under the 
Freedom of Information Act (FOIA), 5 
U.S.C. 552, the Privacy Act, 5 U.S.C. 
552a, Executive Order 12958 on national 
security information (3 CFR, 1995 
Comp., p. 333), the Government in the 
Sunshine Act, 5 U.S.C. 552b, the De-
partment’s implementing regulations 
or pursuant to congressional subpoena. 
Nothing in this subpart permits disclo-
sure of information by the Department, 
its present and former employees, or 
the Secretary, that is protected or pro-
hibited by statute or other applicable 
law. 

(g) This subpart is intended only to 
inform the public about Department 
procedures concerning the service of 
process and responses to demands or 
requests and is not intended to and 
does not create, and may not be relied 
upon to create any right or benefit, 
substantive or procedural, enforceable 
at law by a party against the Depart-
ment or the United States. 

(h) Nothing in this subpart affects 
the rules and procedures, under appli-
cable U.S. law and international con-
ventions, governing diplomatic and 
consular immunity. 

(i) Nothing in this subpart affects the 
disclosure of official information to 
other federal agencies or Department 
of Justice attorneys in connection with 
litigation conducted on behalf or in de-
fense of the United States, its agencies, 
officers, and employees, or litigation in 
which the United States has an inter-
est; or to federal, state, local, or for-
eign prosecuting and law enforcement 
authorities in conjunction with crimi-
nal law enforcement investigations, 
prosecutions, or other proceedings, 
e.g., extradition, deportation. 

§ 5.42 Service of summonses and com-
plaints. 

(a) Only the Office of the General 
Counsel is authorized to receive and ac-
cept on behalf of the Department sum-
monses or complaints sought to be 
served upon the Department, the Sec-
retary, or Department employees. All 
such documents should be delivered or 

addressed to the Office of the General 
Counsel, United States Department of 
Homeland Security, Washington, DC, 
20528. The authorization for receipt 
shall in no way affect the requirements 
of service elsewhere provided in appli-
cable rules and regulations. 

(b) In the event any summons or 
complaint described in § 5.41(a) is deliv-
ered to an employee of the Department 
other than in the manner specified in 
this part, the recipient thereof shall 
decline to accept the proffered service 
and may notify the person attempting 
to make service of the Departmental 
regulations set forth herein. 

(c) Except as otherwise provided 
§§ 5.42(d) and 5.43(c), the Department is 
not an authorized agent for service of 
process with respect to civil litigation 
against Department employees purely 
in their personal, non-official capacity. 
Copies of summonses or complaints di-
rected to Department employees in 
connection with legal proceedings aris-
ing out of the performance of official 
duties may, however, be served upon 
the Office of the General Counsel. 

(d) Although the Department is not 
an agent for the service of process upon 
its employees with respect to purely 
personal, non-official litigation, the 
Department recognizes that its em-
ployees should not use their official po-
sitions to evade their personal obliga-
tions and will, therefore, counsel and 
encourage Department employees to 
accept service of process in appropriate 
cases. 

(e) Documents for which the Office of 
the General Counsel accepts service in 
official capacity only shall be stamped 
‘‘Service Accepted in Official Capacity 
Only’’. Acceptance of service shall not 
constitute an admission or waiver with 
respect to jurisdiction, propriety of 
service, improper venue, or any other 
defense in law or equity available 
under applicable laws or rules. 

§ 5.43 Service of subpoenas, court or-
ders, and other demands or re-
quests for official information or 
action. 

(a) Except in cases in which the De-
partment is represented by legal coun-
sel who have entered an appearance or 
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otherwise given notice of their rep-
resentation, only the Office of the Gen-
eral Counsel is authorized to receive 
and accept subpoenas, or other de-
mands or requests directed to the Sec-
retary, the Department, or any compo-
nent thereof, or its employees, whether 
civil or criminal in nature, for: 

(1) Material, including documents, 
contained in the files of the Depart-
ment; 

(2) Information, including testimony, 
affidavits, declarations, admissions, re-
sponses to interrogatories, or informal 
statements, relating to material con-
tained in the files of the Department or 
which any Department employee ac-
quired in the course and scope of the 
performance of his official duties; 

(3) Garnishment or attachment of 
compensation of current or former em-
ployees; or 

(4) The performance or non-perform-
ance of any official Department duty. 

(b) In the event that any subpoena, 
demand, or request is sought to be de-
livered to a Department employee 
other than in the manner prescribed in 
paragraph (a) of this section, such em-
ployee shall, after consultation with 
the Office of the General Counsel, de-
cline service and direct the server of 
process to the Departmental regula-
tions. If the subpoena, demand, or 
other request is nonetheless delivered 
to the employee, the employee shall 
immediately forward a copy of that 
document to the Office of the General 
Counsel. 

(c) Except as otherwise provided in 
this subpart, the Department is not an 
agent for service, or otherwise author-
ized to accept on behalf of its employ-
ees, any subpoenas, show-cause orders, 
or similar compulsory process of fed-
eral or state courts, or requests from 
private individuals or attorneys, which 
are not related to the employees’ offi-
cial duties except upon the express, 
written authorization of the individual 
Department employee to whom such 
demand or request is directed. 

(d) Acceptance of such documents by 
the Office of the General Counsel does 
not constitute a waiver of any defenses 
that might otherwise exist with re-
spect to service under the Federal 
Rules of Civil or Criminal Procedure or 
other applicable rules. 

(e) Copies of any subpoenas, show 
cause orders, or similar compulsory 
process of federal or state courts, or re-
quests from private individuals or at-
torneys, directed to former employees 
of the Department in connection with 
legal proceedings arising out of the 
performance of official duties shall also 
be served upon the Office of the Gen-
eral Counsel. The Department shall 
not, however, serve as an agent for 
service for the former employee, nor is 
the Department otherwise authorized 
to accept service on behalf of its 
former employees. If the demand in-
volves their official duties, former em-
ployees who receive subpoenas, show 
cause orders, or similar compulsory 
process of federal or state courts 
should also notify in the component of 
the Department in which they were 
employed if the service involves their 
official duties while so employed. 

(f) If the subpoena, demand, or other 
request is nonetheless delivered to the 
employee, the employee shall imme-
diately forward a copy of that docu-
ment to the Office of the General Coun-
sel. 

§ 5.44 Testimony and production of 
documents prohibited unless ap-
proved by appropriate Department 
officials. 

(a) No employee, or former employee, 
of the Department shall, in response to 
a demand or request, including in con-
nection with any litigation, provide 
oral or written testimony by deposi-
tion, declaration, affidavit, or other-
wise concerning any information ac-
quired while such person is or was an 
employee of the Department as part of 
the performance of that person’s offi-
cial duties or by virtue of that person’s 
official status, unless authorized to do 
so by the Office of the General Counsel, 
or as authorized in § 5.44(b). 

(b) No employee, or former employee, 
shall, in response to a demand or re-
quest, including in connection with 
any litigation, produce any document 
or any material acquired as part of the 
performance of that employee’s duties 
or by virtue of that employee’s official 
status, unless authorized to do so by 
the Office of the General Counsel or the 
delegates thereof, as appropriate. 
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§ 5.45 Procedure when testimony or 
production of documents is sought; 
general. 

(a) If official information is sought, 
through testimony or otherwise, by a 
request or demand, the party seeking 
such release or testimony must (except 
as otherwise required by federal law or 
authorized by the Office of the General 
Counsel) set forth in writing, and with 
as much specificity as possible, the na-
ture and relevance of the official infor-
mation sought. Where documents or 
other materials are sought, the party 
should provide a description using the 
types of identifying information sug-
gested in § 5.3(b). Subject to § 5.47, De-
partment employees may only produce, 
disclose, release, comment upon, or 
testify concerning those matters which 
were specified in writing and properly 
approved by the appropriate Depart-
ment official designated in § 5.44. See 
United States ex rel. Touhy v. Ragen, 340 
U.S. 462 (1951). The Office of the Gen-
eral Counsel may waive the require-
ment of this subsection in appropriate 
circumstances. 

(b) To the extent it deems necessary 
or appropriate, the Department may 
also require from the party seeking 
such testimony or documents a plan of 
all reasonably foreseeable demands, in-
cluding but not limited to the names of 
all employees and former employees 
from whom discovery will be sought, 
areas of inquiry, expected duration of 
proceedings requiring oral testimony, 
and identification of potentially rel-
evant documents. 

(c) The appropriate Department offi-
cial designated in § 5.42 will notify the 
Department employee and such other 
persons as circumstances may warrant 
of its decision regarding compliance 
with the request or demand. 

(d) The Office of the General Counsel 
will consult with the Department of 
Justice regarding legal representation 
for Department employees in appro-
priate cases. 

§ 5.46 Procedure when response to de-
mand is required prior to receiving 
instructions. 

(a) If a response to a demand is re-
quired before the appropriate Depart-
ment official designated in § 5.44 ren-
ders a decision, the Department, if nec-

essary, will request that the Depart-
ment of Justice or the appropriate De-
partment attorney take appropriate 
steps to stay, postpone, or obtain relief 
from the demand pending decision. If 
necessary, the attorney will: 

(1) Appear with the employee upon 
whom the demand has been made; 

(2) Furnish the court or other author-
ity with a copy of the regulations con-
tained in this subpart; 

(3) Inform the court or other author-
ity that the demand has been, or is 
being, as the case may be, referred for 
the prompt consideration of the appro-
priate Department official; and 

(4) Respectfully request the court or 
authority to stay the demand pending 
receipt of the requested instructions. 

(b) In the event that an immediate 
demand for production or disclosure is 
made in circumstances which would 
preclude the proper designation or ap-
pearance of a Department of Justice or 
appropriate Department attorney on 
the employee’s behalf, the employee, if 
necessary, shall respectfully request 
from the demanding court or authority 
for a reasonable stay of proceedings for 
the purpose of obtaining instructions 
from the Department. 

§ 5.47 Procedure in the event of an ad-
verse ruling. 

If a stay of, or other relief from, the 
effect of the demand in response to a 
request made pursuant to § 5.46 is de-
clined or not obtained, or if the court 
or other judicial or quasi-judicial au-
thority declines to stay the effect of 
the demand in response to a request 
made pursuant to § 5.46, or if the court 
or other authority rules that the de-
mand must be complied with irrespec-
tive of the Department’s instructions 
not to produce the material or disclose 
the information sought, the employee 
upon whom the demand has been made 
shall respectfully decline to comply 
with the demand, citing this subpart 
and United States ex rel. Touhy v. Ragen, 
340 U.S. 462 (1951). 

§ 5.48 Considerations in determining 
whether the Department will com-
ply with a demand or request. 

(a) In deciding whether to comply 
with a demand or request, Department 
officials and attorneys shall consider, 
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among any other pertinent consider-
ations: 

(1) Whether such compliance would 
be unduly burdensome or otherwise in-
appropriate under the applicable rules 
of discovery or the rules of procedure 
governing the case or matter in which 
the demand arose; 

(2) Whether compliance is appro-
priate under the relevant substantive 
law concerning privilege or disclosure 
of information; 

(3) The public interest; 
(4) The need to conserve the time of 

Department employees for the conduct 
of official business; 

(5) The need to avoid spending the 
time and money of the United States 
for private purposes; 

(6) The need to maintain impartiality 
between private litigants in cases 
where a substantial government inter-
est is not implicated; 

(7) Whether compliance would have 
an adverse effect on performance by 
the Department of its mission and du-
ties; and 

(8) The need to avoid involving the 
Department in controversial issues not 
related to its mission. 

(b) Among those demands and re-
quests in response to which compliance 
will not ordinarily be authorized are 
those with respect to which any of the 
following factors, inter alia, exist: 

(1) Compliance would violate a stat-
ute or a rule of procedure; 

(2) Compliance would violate a spe-
cific regulation or Executive order; 

(3) Compliance would reveal informa-
tion properly classified in the interest 
of national security; 

(4) Compliance would reveal con-
fidential commercial or financial infor-
mation or trade secrets without the 
owner’s consent; 

(5) Compliance would reveal the in-
ternal deliberative processes of the Ex-
ecutive Branch; or 

(6) Compliance would potentially im-
pede or prejudice an on-going law en-
forcement investigation. 

§ 5.49 Prohibition on providing expert 
or opinion testimony. 

(a) Except as provided in this section, 
and subject to 5 CFR 2635.805, Depart-
ment employees shall not provide opin-
ion or expert testimony based upon in-

formation which they acquired in the 
scope and performance of their official 
Department duties, except on behalf of 
the United States or a party rep-
resented by the Department of Justice. 

(b) Any expert or opinion testimony 
by a former employee of the Depart-
ment shall be excepted from 5.49(a) 
where the testimony involves only gen-
eral expertise gained while employed 
at the Department. 

(c) Upon a showing by the requestor 
of exceptional need or unique cir-
cumstances and that the anticipated 
testimony will not be adverse to the in-
terests of the United States, the appro-
priate Department official designated 
in § 5.44 may, consistent with 5 CFR 
2635.805, in their discretion and with 
the concurrence of the Office of the 
General Counsel, grant special, written 
authorization for Department employ-
ees, or former employees, to appear and 
testify as expert witnesses at no ex-
pense to the United States. 

(d) If, despite the final determination 
of the appropriate Department official 
designated in § 5.44, a court of com-
petent jurisdiction or other appro-
priate authority orders the appearance 
and expert or opinion testimony of a 
current or former Department em-
ployee, that person shall immediately 
inform the Office of the General Coun-
sel of such order. If the Office of the 
General Counsel determines that no 
further legal review of or challenge to 
the court’s order will be made, the De-
partment employee, or former em-
ployee, shall comply with the order. If 
so directed by the Office of the General 
Counsel, however, the employee, or 
former employee, shall respectfully de-
cline to testify. 

APPENDIX A TO PART 5—FOIA/PRIVACY 
ACT OFFICES OF THE DEPARTMENT 
OF HOMELAND SECURITY 

I. For the following Headquarters compo-
nents of the Department of Homeland Secu-
rity, FOIA and Privacy Act requests should 
be sent to the Departmental Disclosure Of-
fice, Department of Homeland Security, 
Washington, DC 20528. The Headquarters 
components are: 
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A 

Office of the Secretary 
Office of the Deputy Secretary 
Office of the Under Secretary for Manage-

ment 

B 

Office of the General Counsel 
Office of the Inspector General 
Office of International Affairs 
Office of Legislative Affairs 
Office of Public Affairs 
Office of National Capital Region Coordina-

tion 
Office of Professional Responsibility 
Office for State and Local Government Co-

ordination 

C 

Directorate of Border and Transportation 
Security 

Directorate of Emergency Preparedness and 
Response 

Directorate of Information Analysis and In-
frastructure Protection 

Directorate of Science and Technology 
II. Requests made to components that have 

transferred or will transfer into the Depart-
ment of Homeland Security, should be sent 
as follows: 

A. Former components of the Department 
of Agriculture: 

1. Animal and Plant Health Inspection Serv-
ice, USDA, APHIS, LPA, FOIA, 4700 River 
Road, Unit 50, Riverdale, MD 20737–1232 

2. Plum Island Animal Disease Center; Sub-
mit request to the APHIS address above or, 
FOIA Coordinator, USDA-REE-ARS-Infor-
mation Staff, 5601 Sunnyside Avenue, Bldg. 
1, Room 2248, Mail Stop 5128, Beltsville, 
MD 20705–5128 

B. Former components of the Department 
of Commerce: 

1. Critical Infrastructure Assurance Office (A 
former office of the Bureau of Industry and 
Security); Freedom of Information Coordi-
nator, Bureau of Industry and Security, 
Room 6883, U.S. Department of Commerce, 
Washington, DC 20230 

2. FIRESTAT (formerly the Integrated Haz-
ard Information System of the National 
Oceanic and Atmospheric Administration), 
National Oceanic and Atmospheric Admin-
istration, Public Reference Facility 
(OFAx2), 1315 East-West Highway (SSMC3), 
Room 10703, Silver Spring, MD 20910 
C. Former components of the Department 

of Defense: 

1. National Communications Service (A 
former component of the Defense Informa-
tion Systems Agency), Defense Informa-
tion Systems Agency, ATTN: RGC/FOIA 
Officer, 701 S. Courthouse Rd., Arlington, 
VA 22204–2199 

D. Former components and programs of 
the Department of Energy: 

The address for each component and pro-
gram listed below is: U.S. Department of En-
ergy, 1000 Independence Avenue, SW., Wash-
ington, DC 20585 

1. Energy Assurance Office 
2. Environmental Measurements Labora-

tory 
3. Nuclear Incident Response Team 
4. The chemical and biological national se-

curity and supporting programs and activi-
ties of the non-proliferation and verification 
research and development program. 

5. The life sciences activities related to mi-
crobial pathogens of Biological and Environ-
mental Research Program. 

6. The nuclear smuggling programs and ac-
tivities within the proliferation detection 
program of the non-proliferation and 
verification research and development pro-
gram. 

7. The nuclear assessment program and ac-
tivities of the assessment, detection, and co-
operation program of the international ma-
terials protection and cooperation program, 
and the advanced scientific computing re-
search program and activities at Lawrence 
Livermore National Laboratory. 

8. National Infrastructure Simulation and 
Analysis Center 

E. Former components of the Department 
of Health and Human Services: 

1. The address for each component and pro-
gram listed below is: Department of Health 
and Human Services, Freedom of Informa-
tion Officer, Room 645–F, Hubert H. Hum-
phrey Building, Independence Avenue, SW., 
Washington, DC 20201; 

a. Metropolitan Medical Response System, 
b. National Disaster Medical System, and 
c. Office of Emergency Preparedness 
d. Strategic National Stockpile 
2. Centers for Disease Control and Agency 

for Toxic Substances and Disease Registry, 
Attn: FOI Office, MS-D54, 1600 Clifton Road, 
NE., Atlanta, GA 30333. 

F. Former components of the Department 
of Justice: 

1. Immigration and Naturalization Service, 
Director, Freedom of Information/Privacy 
Act Program, Department of Justice, 425 Eye 
Street, NW., 2nd Floor, ULLICO Building, 
Washington, DC 20536 (for field offices, con-
sult your phone book). 

2. The address for each component and pro-
gram listed below is: Federal Bureau of In-
vestigation, Chief, FOIPA Section, 935 Penn-
sylvania Avenue, NW., Department of Jus-
tice, Washington, DC 20535–0001; 

a. National Infrastructure Protection Cen-
ter, 

b. National Domestic Preparedness Office, 
and 

c. Domestic Emergency Support Team. 
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3. Office of Domestic Preparedness, U.S. 
Department of Justice, Office of Justice Pro-
grams, Office of the General Counsel, Atten-
tion: FOIA Staff, 810 7th Street, NW., Room 
5400, Washington, DC 20531. 

G. Former components of the Department 
of State: 

Visa Office, Information and Privacy Coordi-
nator, Office of Information Resources, 
Management Programs and Services, A/ 
RPS/IPS, SA–2, Department of State, 
Washington, DC 20522–6001, Re: Freedom of 
Information Act Request. 
H. Former components of the Department 

of Transportation: 

1. Federal Aviation Administration, National 
Freedom of Information Act Staff, ARC–40, 
800 Independence Avenue, SW., Wash-
ington, DC 20591 (for regional centers, con-
sult your phone book). 

2. Transportation Security Administration, 
TSA–1, FOIA Division, 400 Seventh Street, 
SW., Washington, DC 20590 

3. United States Coast Guard, HQ USCG 
Commandant, G-CIM, 2100 Second Street, 
SW., Washington, DC 20593–0001 (for dis-
trict offices, consult your phone book). 

I. Former components of the Department 
of Treasury: 

1. Federal Law Enforcement Training Cen-
ter, Freedom of Information Act Officer, 
Townhouse 389, Glynco, GA 31524 

2. U.S. Customs Service, Freedom of Infor-
mation Act Request, Mint Annex, 1300 
Pennsylvania Avenue, NW., Washington, 
DC 20229 (for field offices, consult your 
phone book). 

3. U.S. Secret Service, Freedom of Informa-
tion Act Request, 950 H Street, NW., Suite 
3000, Washington, DC 20223, e-mail 
FOIA@USSS.Treas.gov. Appeals should be 
addressed to the Deputy Director, United 
States Secret Service, Freedom of Infor-
mation and Privacy Act Appeal Officer, at 
these same contact points. 

J. Federal Emergency Management Agen-
cy: Federal Emergency Management Agency, 
Office of General Counsel, 500 C Street, SW., 
Room 840, Washington, DC 20472 (for regional 
offices, consult your phone book). 

K. Former components of the General 
Services Administration: 

1. For the Federal Computer Incident Re-
sponse Center and the Federal Protective 
Service: Chief, FOIA Information Manage-
ment Branch, GSA (CAIM), 1800 F Street, 
NW., Washington, DC 20405 (for regional of-
fices, consult your phone book). 

APPENDIX B TO PART 5 [RESERVED] 

APPENDIX C TO PART 5—DHS SYSTEMS 
OF RECORDS EXEMPT FROM THE PRI-
VACY ACT 

This appendix implements provisions of 
the Privacy Act of 1974 that permit the De-
partment of Homeland Security (DHS) to ex-
empt its systems of records from provisions 
of the Act. During the course of normal 
agency operations, exempt materials from 
other systems of records may become part of 
the records in these and other DHS systems. 
To the extent that copies of records from 
other exempt systems of records are entered 
into any DHS system, DHS hereby claims 
the same exemptions for those records that 
are claimed for the original primary systems 
of records from which they originated and 
claims any additional exemptions in accord-
ance with this rule. 

Portions of the following DHS systems of 
records are exempt from certain provisions 
of the Privacy Act pursuant to 5 U.S.C. 552(j) 
and (k): 

1. The DHS/ALL—001 Freedom of Informa-
tion Act and Privacy Act Records System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ALL—001 Freedom of In-
formation Act and Privacy Act Records Sys-
tem of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; national secu-
rity and intelligence activities; and protec-
tion of the President of the United States or 
other individuals pursuant to section 3056 
and 3056A of Title 18. The DHS/ALL—001 
Freedom of Information Act and Privacy Act 
Records System of Records contains infor-
mation that is collected by, on behalf of, in 
support of, or in cooperation with DHS and 
its components and may contain personally 
identifiable information collected by other 
federal, state, local, tribal, foreign, or inter-
national government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3) and (4): (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), 
(e)(5), (e)(8), (e)(12); (f); (g)(1); and (h) pursu-
ant to 5 U.S.C. 552a(j)(2). Additionally, the 
Secretary of Homeland Security has exempt-
ed this system from the following provisions 
of the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3): (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. § 552a(k)(1), (k)(2), (k)(3), (k)(5), 
and (k)(6). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 
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(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-

tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Computer 
Matching) if the agency is a recipient agency 
or a source agency in a matching program 
with a non-Federal agency, with respect to 
any establishment or revision of a matching 
program, at least 30 days prior to conducting 
such program, publish in the FEDERAL REG-
ISTER notice of such establishment or revi-
sion. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

(k) From subsection (h) (Legal Guardians) 
the parent of any minor, or the legal guard-
ian of any individual who has been declared 
to be incompetent due to physical or mental 
incapacity or age by a court of competent ju-
risdiction, may act on behalf of the indi-
vidual. 

2. The DHS/ALL–029 Civil Rights and Civil 
Liberties Records System of Records con-
sists of electronic and paper records and will 
be used by DHS and its components. The 
DHS/ALL–029 Civil Rights and Civil Liberties 
Records System of Records is a repository of 
information held by DHS in connection with 
its several and varied missions and func-
tions, including, but not limited to the en-
forcement of civil and criminal laws; inves-
tigations, inquiries, and proceedings there-
under; national security and intelligence ac-
tivities; and protection of the President of 
the United States or other individuals pursu-
ant to Section 3056 and 3056A of Title 18. The 
DHS/ALL–029 Civil Rights and Civil Liberties 
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Records System of Records contains infor-
mation that is collected by, on behalf of, in 
support of, or in cooperation with DHS and 
its components and may contain personally 
identifiable information collected by other 
Federal, state, local, Tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. § 552a(k)(1), (k)(2), (k)(3), and 
(k)(5). Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the individual 
who is the subject of an investigation of an 
actual or potential criminal, civil, or regu-
latory violation to the existence of that in-
vestigation and reveal investigative interest 
on the part of DHS as well as the recipient 
agency. Disclosure of the accounting would, 
therefore, present a serious impediment to 
law enforcement efforts and/or efforts to pre-
serve national security. Disclosure of the ac-
counting would also permit the individual 
who is the subject of a record to impede the 
investigation, to tamper with witnesses or 
evidence, and to avoid detection or appre-
hension, which would undermine the entire 
investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the indi-
vidual who is the subject of an investigation 
of an actual or potential criminal, civil, or 
regulatory violation to the existence of that 
investigation and reveal investigative inter-
est on the part of DHS or another agency. 
Access to the records could permit the indi-
vidual who is the subject of a record to im-
pede the investigation, to tamper with wit-
nesses or evidence, and to avoid detection or 
apprehension. Amendment of the records 
could interfere with ongoing investigations 
and law enforcement activities and would 
impose an unreasonable administrative bur-
den by requiring investigations to be contin-
ually reinvestigated. In addition, permitting 
access and amendment to such information 
could disclose security-sensitive information 
that could be detrimental to homeland secu-
rity. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 

all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

3. DHS–ALL–005, Redress and Response 
Records System. A portion of the following 
system of records is exempt from 5 U.S.C. 
552a(c)(3) and (4); (d)(1), (2), (3), and (4); (e)(1), 
(2), (3), (4)(G) through (I), (5), and (8); (f), and 
(g); however, these exemptions apply only to 
the extent that information in this system 
records is recompiled or is created from in-
formation contained in other systems of 
records subject to such exemptions pursuant 
to 5 U.S.C. 552a(j)(2), (k)(1), (k)(2), and (k)(5). 
Further, no exemption shall be asserted with 
respect to information submitted by and col-
lected from the individual or the individual’s 
representative in the course of any redress 
process associated with this system of 
records. After conferring with the appro-
priate component or agency, DHS may waive 
applicable exemptions in appropriate cir-
cumstances and where it would not appear to 
interfere with or adversely affect the law en-
forcement or national security purposes of 
the systems from which the information is 
recompiled or in which it is contained. Ex-
emptions from the above particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, when information in this system 
records is recompiled or is created from in-
formation contained in other systems of 
records subject to exemptions for the fol-
lowing reasons: 

(a) From subsection (c)(3) because making 
available to a record subject the accounting 
of disclosures from records concerning him 
or her would specifically reveal any inves-
tigative interest in the individual. Revealing 
this information could reasonably be ex-
pected to compromise ongoing efforts to in-
vestigate a known or suspected terrorist by 
notifying the record subject that he or she is 
under investigation. This information could 
also permit the record subject to take meas-
ures to impede the investigation, e.g., de-
stroy evidence, intimidate potential wit-
nesses, or flee the area to avoid or impede 
the investigation. 
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(b) From subsection (c)(4) because portions 
of this system are exempt from the access 
and amendment provisions of subsection (d). 

(c) From subsections (d)(1), (2), (3), and (4) 
because these provisions concern individual 
access to and amendment of certain records 
contained in this system, including law en-
forcement counterterrorism, investigatory, 
and intelligence records. Compliance with 
these provisions could alert the subject of an 
investigation of the fact and nature of the 
investigation, and/or the investigative inter-
est of intelligence or law enforcement agen-
cies; compromise sensitive information re-
lated to national security; interfere with the 
overall law enforcement process by leading 
to the destruction of evidence, improper in-
fluencing of witnesses, fabrication of testi-
mony, and/or flight of the subject; could 
identify a confidential source or disclose in-
formation which would constitute an unwar-
ranted invasion of another’s personal pri-
vacy; reveal a sensitive investigative or in-
telligence technique; or constitute a poten-
tial danger to the health or safety of law en-
forcement personnel, confidential inform-
ants, and witnesses. Amendment of these 
records would interfere with ongoing 
counterterrorism, law enforcement, or intel-
ligence investigations and analysis activities 
and impose an impossible administrative 
burden by requiring investigations, analyses, 
and reports to be continuously reinves-
tigated and revised. 

(d) From subsection (e)(1) because it is not 
always possible for DHS or other agencies to 
know in advance what information is rel-
evant and necessary for it to complete an 
identity comparison between the individual 
seeking redress and a known or suspected 
terrorist. Also, because DHS and other agen-
cies may not always know what information 
about an encounter with a known or sus-
pected terrorist will be relevant to law en-
forcement for the purpose of conducting an 
operational response. 

(e) From subsection (e)(2) because applica-
tion of this provision could present a serious 
impediment to counterterrorism, law en-
forcement, or intelligence efforts in that it 
would put the subject of an investigation, 
study, or analysis on notice of that fact, 
thereby permitting the subject to engage in 
conduct designed to frustrate or impede that 
activity. The nature of counterterrorism, 
law enforcement, or intelligence investiga-
tions is such that vital information about an 
individual frequently can be obtained only 
from other persons who are familiar with 
such individual and his/her activities. In 
such investigations it is not feasible to rely 
upon information furnished by the individual 
concerning his own activities. 

(f) From subsection (e)(3), to the extent 
that this subsection is interpreted to require 
DHS to provide notice to an individual if 
DHS or another agency receives or collects 

information about that individual during an 
investigation or from a third party. Should 
the subsection be so interpreted, exemption 
from this provision is necessary to avoid im-
peding counterterrorism, law enforcement, 
or intelligence efforts by putting the subject 
of an investigation, study, or analysis on no-
tice of that fact, thereby permitting the sub-
ject to engage in conduct intended to frus-
trate or impede that activity. 

(g) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements) because portions of 
this system are exempt from the access and 
amendment provisions of subsection (d). 

(h) From subsection (e)(5) because many of 
the records in this system coming from other 
system of records are derived from other do-
mestic and foreign agency record systems 
and therefore it is not possible for DHS to 
vouch for their compliance with this provi-
sion; however, the DHS has implemented in-
ternal quality assurance procedures to en-
sure that data used in the redress process is 
as thorough, accurate, and current as pos-
sible. In addition, in the collection of infor-
mation for law enforcement, counterter-
rorism, and intelligence purposes, it is im-
possible to determine in advance what infor-
mation is accurate, relevant, timely, and 
complete. With the passage of time, seem-
ingly irrelevant or untimely information 
may acquire new significance as further in-
vestigation brings new details to light. The 
restrictions imposed by (e)(5) would limit the 
ability of those agencies’ trained investiga-
tors and intelligence analysts to exercise 
their judgment in conducting investigations 
and impede the development of intelligence 
necessary for effective law enforcement and 
counterterrorism efforts. The DHS has, how-
ever, implemented internal quality assur-
ance procedures to ensure that the data used 
in the redress process is as thorough, accu-
rate, and current as possible. 

(i) From subsection (e)(8) because to re-
quire individual notice of disclosure of infor-
mation due to compulsory legal process 
would pose an impossible administrative 
burden on DHS and other agencies and could 
alert the subjects of counterterrorism, law 
enforcement, or intelligence investigations 
to the fact of those investigations when not 
previously known. 

(j) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). 

(k) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act. 

4. The Department of Homeland Security 
Automated Biometric Identification System 
(IDENT) consists of electronic and paper 
records and will be used by DHS and its com-
ponents. IDENT is the primary repository of 
biometric information held by DHS in con-
nection with its several and varied missions 
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and functions, including, but not limited to: 
The enforcement of civil and criminal laws 
(including the immigration law); investiga-
tions, inquiries, and proceedings thereunder; 
and national security and intelligence ac-
tivities. IDENT is a centralized and dynamic 
DHS-wide biometric database that also con-
tains limited biographic and encounter his-
tory information needed to place the biomet-
ric information in proper context. The infor-
mation is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. 

Pursuant to exemptions 5 U.S.C. 552a(j)(2) 
of the Privacy Act, portions of this system 
are exempt from 5 U.S.C. 552a(c)(3) and (4); 
(d); (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(5) and (e)(8); (f)(2) through (5); and (g). 
Pursuant to 5 U.S.C. 552a(k)(2), this system 
is exempt from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in those subsections: 5 U.S.C. 552a 
(c)(3), (d), (e)(1), (e)(4)(G), and (e)(4)(H). Ex-
emptions from these particular subsections 
are justified, on a case-by-case basis to be 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation; 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 

disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise the existence of a 
confidential investigation or reveal the iden-
tity of witnesses or confidential informants. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f)(2 through 5) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) and thereby 
would not require DHS to establish require-
ments or rules for records which are exempt-
ed from access. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act. 

5. The DHS/OIG–002 Investigative Records 
System of Records consists of electronic and 
paper records used by the DHS OIG. The 
DHS/OIG–002 Investigative Records System 
of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; and national 
security and intelligence activities. The 
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DHS/OIG–002 Investigative Records System 
of Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS components and may 
contain personally identifiable information 
collected by other federal, state, local, trib-
al, foreign, or international government 
agencies. The Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to limitations set forth in 5 U.S.C. 552a(c)(3) 
and (c)(4); (d); (e)(1), (e)(2), (e)(3), (e)(4)(G), 
(e)(4)(H), (e)(5) and (e)(8); (f); and (g) pursuant 
to 5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H); and (f) pursuant to 5 
U.S.C. 552a(k)(1), (k)(2) and (k)(5). Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (c)(4) (Ac-
counting for Disclosures) because release of 
the accounting of disclosures could alert the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola-
tion, to the existence of the investigation; 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, tamper with witnesses or evidence, and 
avoid detection or apprehension, which 
would undermine the entire investigative 
process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, tamper with witnesses or evidence, 
and avoid detection or apprehension. Amend-
ment of the records could interfere with on-
going investigations and law enforcement 
activities and would impose an impossible 
administrative burden by requiring inves-
tigations to be continuously reinvestigated. 
In addition, permitting access and amend-
ment to such information could disclose se-
curity-sensitive information that could be 
detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-

tion obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject as to the nature or existence of an 
investigation, thereby interfering with the 
related investigation and law enforcement 
activities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby providing 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; revealing the 
identity of witnesses in investigations there-
by providing an opportunity for the subjects 
of the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or revealing the iden-
tity of confidential informants, which would 
negatively affect the informants’ usefulness 
in any ongoing or future investigations and 
discourage members of the public from co-
operating as confidential informants in any 
future investigations. 

(f) From subsections (e)(4)(G) and (e)(4)(H) 
(Agency Requirements) and (f) (Agency 
Rules), because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish rules or procedures with respect to such 
access. Providing notice to individuals with 
respect to existence of records pertaining to 
them in this system of records or otherwise 
setting up procedures pursuant to which in-
dividuals may access and view records per-
taining to themselves in the system would 
undermine investigative efforts and reveal 
the identities of witnesses, potential wit-
nesses, and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
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subpoenas, warrants and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act 
relating to individuals’ rights to access and 
amend their records contained in the system. 
Therefore, DHS is not required to establish 
rules or procedures pursuant to which indi-
viduals may seek a civil remedy for the 
agency’s refusals to amend a record; refusal 
to comply with a request for access to 
records; failure to maintain accurate, rel-
evant, timely, and complete records; or fail-
ure to otherwise comply with an individual’s 
right to access or amend records. 

6. The Immigration and Customs Enforce-
ment (ICE) Pattern Analysis and Informa-
tion Collection (ICEPIC) System consists of 
electronic and paper records and will be used 
by DHS and its components. ICEPIC is a re-
pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including, but not limited to: 
The enforcement of civil and criminal laws 
(including the immigration law); investiga-
tions, inquiries, and proceedings there under; 
and national security and intelligence ac-
tivities. ICEPIC contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. 

Pursuant to exemption 5 U.S.C. 552a(j)(2) of 
the Privacy Act, portions of this system are 
exempt from 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5) 
and (e)(8); (f), and (g). Pursuant to 5 U.S.C. 
552a(k)(2), this system is exempt from the 
following provisions of the Privacy Act, sub-
ject to the limitations set forth in those sub-
sections: 5 U.S.C. 552a(c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), and (f). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 

and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
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Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; Refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

7. The Office of Intelligence and Analysis 
(I&A) Enterprise Records System (ERS) con-
sists of records including intelligence infor-
mation and other properly acquired informa-
tion received from agencies and components 
of the federal government, foreign govern-
ments, organizations or entities, inter-
national organizations, state and local gov-
ernment agencies (including law enforce-
ment agencies), and private sector entities, 
as well as information provided by individ-
uals, regardless of the medium used to sub-
mit the information or the agency to which 
it was submitted. This system also contains: 
Information regarding persons on watch lists 
with known or suspected links to terrorism; 
the results of intelligence analysis and re-
porting; ongoing law enforcement investiga-
tive information, information systems secu-
rity analysis and reporting; active immigra-

tion, customs, border and transportation, se-
curity related records; historical law en-
forcement, operational, immigration, cus-
toms, border and transportation security, 
and other administrative records; relevant 
and appropriately acquired financial infor-
mation; and public-source data such as that 
contained in media reports and commer-
cially available databases, as appropriate. 
Data about the providers of information, in-
cluding the means of transmission of the 
data, is also retained. 

(a) Pursuant to 5 U.S.C. 552a(k)(1), (2), (3), 
and (5), this system of records is exempt 
from 5 U.S.C. 552a(c)(3), (d)(1), (2), (3), (4), and 
(5), (e)(1), (e)(4)(G), (H), and (I), and (f). These 
exemptions apply only to the extent that in-
formation in this system is subject to ex-
emption. Where compliance would not ap-
pear to interfere with or adversely affect the 
intelligence, counterterrorism, homeland se-
curity, and related law enforcement purposes 
of this system, the applicable exemption 
may be waived by DHS. 

(b) Exemptions from the particular sub-
sections are justified for the following rea-
sons: 

(1) From subsection (c)(3) (Accounting for 
Disclosures) because making available to a 
record subject the accounting of disclosures 
from records concerning him/her would spe-
cifically reveal any interest in the individual 
of an intelligence, counterterrorism, home-
land security, or related investigative na-
ture. Revealing this information could rea-
sonably be expected to compromise ongoing 
efforts of the Department to identify, under-
stand, analyze, investigate, and counter the 
activities of: 

(i) Known or suspected terrorists and ter-
rorist groups; 

(ii) Groups or individuals known or be-
lieved to be assisting or associated with 
known or suspected terrorists or terrorist 
groups; 

(iii) Individuals known, believed to be, or 
suspected of being engaged in activities con-
stituting a threat to homeland security, in-
cluding (1) activities which impact or con-
cern the security, safety, and integrity of 
our international borders, including any ille-
gal activities that either cross our borders or 
are otherwise in violation of the immigra-
tion or customs laws and regulations of the 
United States; (2) activities which could rea-
sonably be expected to assist in the develop-
ment or use of a weapon of mass effect; (3) 
activities meant to identify, create, or ex-
ploit the vulnerabilities of, or undermine, 
the ‘‘key resources’’ (as defined in section 
2(9) of the Homeland Security Act of 2002) 
and ‘‘critical infrastructure’’ (as defined in 
42 U.S.C. 5195c(c)) of the United States, in-
cluding the cyber and national telecommuni-
cations infrastructure and the availability of 
a viable national security and emergency 
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preparedness communications infrastruc-
ture; (4) activities detrimental to the secu-
rity of transportation and transportation 
systems; (5) activities which violate or are 
suspected of violating the laws relating to 
counterfeiting of obligations and securities 
of the United States and other financial 
crimes, including access device fraud, finan-
cial institution fraud, identity theft, com-
puter fraud; and computer-based attacks on 
our nation’s financial, banking, and tele-
communications infrastructure; (6) activi-
ties, not wholly conducted within the United 
States, which violate or are suspected of vio-
lating the laws which prohibit the produc-
tion, transfer, or sale of narcotics or sub-
stances controlled in accordance with Title 
21 of the United States Code, or those associ-
ated activities otherwise prohibited by Ti-
tles 21 and 46 of the United States Code; (7) 
activities which impact, concern, or other-
wise threaten the safety and security of the 
President and Vice President, their families, 
heads of state, and other designated individ-
uals; the White House, Vice President’s resi-
dence, foreign missions, and other designated 
buildings within the United States; (8) ac-
tivities which impact, concern, or otherwise 
threaten domestic maritime safety and secu-
rity, maritime mobility and navigation, or 
the integrity of the domestic maritime envi-
ronment; (9) activities which impact, con-
cern, or otherwise threaten the national 
operational capability of the Department to 
respond to natural and manmade major dis-
asters and emergencies, including acts of ter-
rorism; (10) activities involving the importa-
tion, possession, storage, development, or 
transportation of nuclear or radiological ma-
terial without authorization or for use 
against the United States; 

(iv) Foreign governments, organizations, 
or persons (foreign powers); and 

(v) Individuals engaging in intelligence ac-
tivities on behalf of a foreign power or ter-
rorist group. 

Thus, by notifying the record subject that 
he/she is the focus of such efforts or interest 
on the part of DHS, or other agencies with 
whom DHS is cooperating and to whom the 
disclosures were made, this information 
could permit the record subject to take 
measures to impede or evade such efforts, in-
cluding the taking of steps to deceive DHS 
personnel and deny them the ability to ade-
quately assess relevant information and ac-
tivities, and could inappropriately disclose 
to the record subject the sensitive methods 
and/or confidential sources used to acquire 
the relevant information against him/her. 
Moreover, where the record subject is the ac-
tual target of a law enforcement investiga-
tion, this information could permit him/her 
to take measures to impede the investiga-
tion, for example, by destroying evidence, in-
timidating potential witnesses, or avoiding 
detection or apprehension. 

(2) From subsections (d)(1), (2), (3), and (4) 
(Access to Records) because these provisions 
concern individual rights of access to and 
amendment of records (including the review 
of agency denials of either) contained in this 
system, which consists of intelligence, 
counterterrorism, homeland security, and re-
lated investigatory records concerning ef-
forts of the Department, as described more 
fully in subsection (b)(1), above. Compliance 
with these provisions could inform or alert 
the subject of an intelligence, counterter-
rorism, homeland security, or investigatory 
effort undertaken on behalf of the Depart-
ment, or by another agency with whom DHS 
is cooperating, of the fact and nature of such 
efforts, and/or the relevant intelligence, 
counterterrorism, homeland security, or in-
vestigatory interest of DHS and/or other in-
telligence, counterterrorism, or law enforce-
ment agencies. Moreover, compliance could 
also compromise sensitive information ei-
ther classified in the interest of national se-
curity, or which otherwise requires, as ap-
propriate, safeguarding and protection from 
unauthorized disclosure; identify a confiden-
tial source or disclose information which 
would constitute an unwarranted invasion of 
another individual’s personal privacy; reveal 
a sensitive intelligence or investigative tech-
nique or method, including interfering with 
intelligence or law enforcement investiga-
tive processes by permitting the destruction 
of evidence, improper influencing or intimi-
dation of witnesses, fabrication of state-
ments or testimony, and flight from detec-
tion or apprehension; or constitute a poten-
tial danger to the health or safety of intel-
ligence, counterterrorism, homeland secu-
rity, and law enforcement personnel, con-
fidential sources and informants, and poten-
tial witnesses. Amendment of the records 
would interfere with ongoing intelligence, 
counterterrorism, homeland security, and 
law enforcement investigations and activi-
ties, including incident reporting and anal-
ysis activities, and impose an impossible ad-
ministrative burden by requiring investiga-
tions, reports, and analyses to be continu-
ously reinvestigated and revised. 

(3) From subsection (e)(1) (Relevant and 
Necessary) because it is not always possible 
for DHS to know in advance of its receipt the 
relevance and necessity of each piece of in-
formation it acquires in the course of an in-
telligence, counterterrorism, or investiga-
tory effort undertaken on behalf of the De-
partment, or by another agency with whom 
DHS is cooperating. In the context of the au-
thorized intelligence, counterterrorism, and 
investigatory activities undertaken by DHS 
personnel, relevance and necessity are ques-
tions of analytic judgment and timing, such 
that what may appear relevant and nec-
essary when acquired ultimately may be 
deemed unnecessary upon further analysis 
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and evaluation. Similarly, in some situa-
tions, it is only after acquired information is 
collated, analyzed, and evaluated in light of 
other available evidence and information 
that its relevance and necessity can be es-
tablished or made clear. Constraining the 
initial acquisition of information included 
within the ERS in accordance with the rel-
evant and necessary requirement of sub-
section (e)(1) could discourage the appro-
priate receipt of and access to information 
which DHS and I&A are otherwise authorized 
to receive and possess under law, and there-
by impede efforts to detect, deter, prevent, 
disrupt, or apprehend terrorists or terrorist 
groups, and/or respond to terrorist or other 
activities which threaten homeland security. 
Notwithstanding this claimed exemption, 
which would permit the acquisition and tem-
porary maintenance of records whose rel-
evance to the purpose of the ERS may be less 
than fully clear, DHS will only disclose such 
records after determining whether such dis-
closures are themselves consistent with the 
published ERS routine uses. Moreover, it 
should be noted that, as concerns the receipt 
by I&A, for intelligence purposes, of informa-
tion in any record which identifies a U.S. 
Person, as defined in Executive Order 12333, 
as amended, such receipt, and any subse-
quent use or dissemination of that identi-
fying information, is undertaken consistent 
with the procedures established and adhered 
to by I&A pursuant to that Executive Order. 
Specifically, I&A intelligence personnel may 
acquire information which identifies a par-
ticular U.S. Person, retain it within or dis-
seminate it from ERS, as appropriate, only 
when it is determined that the personally 
identifying information is necessary for the 
conduct of I&A’s functions, and otherwise 
falls into one of a limited number of author-
ized categories, each of which reflects dis-
crete activities for which information on in-
dividuals would be utilized by the Depart-
ment in the overall execution of its statu-
tory mission. 

(4) From subsections (e)(4) (G), (H) and (I) 
(Access), and (f) (Agency Rules), inasmuch as 
it is unnecessary for the publication of rules 
and procedures contemplated therein since 
the ERS, pursuant to subsections (1) and (2), 
above, will be exempt from the underlying 
duties to provide to individuals notification 
about, access to, and the ability to amend or 
correct the information pertaining to them 
in, this system of records. Furthermore, to 
the extent that subsection (e)(4)(I) is con-
strued to require more detailed disclosure 
than the information accompanying the sys-
tem notice for ERS, as published in today’s 
FEDERAL REGISTER, exemption from it is also 
necessary to protect the confidentiality, pri-
vacy, and physical safety of sources of infor-
mation, as well as the methods for acquiring 
it. Finally, greater specificity concerning 
the description of categories of sources of 

properly classified records could also com-
promise or otherwise cause damage to the 
national or homeland security. 

8. The information in MAGNET establishes 
Maritime Domain Awareness. Maritime Do-
main Awareness is the collection of as much 
information as possible about the maritime 
world. In other words, MAGNET establishes 
a full awareness of the entities (people, 
places, things) and their activities within 
the maritime industry. MAGNET collects 
the information and connects the informa-
tion in order to fulfill this need. 

Coast Guard Intelligence (through MAG-
NET) will provide awareness to the field as 
well as to strategic planners by aggregating 
data from existing sources internal and ex-
ternal to the Coast Guard or DHS. MAGNET 
will correlate and provide the medium to dis-
play information such as ship registry, cur-
rent ship position, crew background, pas-
senger lists, port history, cargo, known 
criminal vessels, and suspect lists. Coast 
Guard Intelligence (CG–2) will serve as 
MAGNET’s executive agent and will share 
appropriate aggregated data to other law en-
forcement and intelligence agencies. 

(a) Pursuant to 5 U.S.C. 522a(j)(2), (k)(1), 
and (k)(2) this system of records is exempt 
from 5 U.S.C. 552a(c)(3) and (4), (d)(1), (d)(2), 
(d)(3), (d)(4), (e)(1), (e)(2), (e)(3), (e)(4) (G), (H), 
and (I), e(5), e(8), e(12), (f), and (g). These ex-
emptions apply only to the extent that infor-
mation in this system is subject to exemp-
tion. Where compliance would not appear to 
interfere with or adversely affect the intel-
ligence, counterterrorism, homeland secu-
rity, and related law enforcement purposes 
of this system, the applicable exemption 
may be waived by DHS. 

(b) Exemptions from the particular sub-
sections are justified for the following rea-
sons: 

(1) From subsection (c)(3) (Accounting of 
Certain Disclosures) because making avail-
able to a record subject the accounting of 
disclosures from records concerning him/her 
would specifically reveal any interest in the 
individual of an intelligence, counterter-
rorism, homeland security, law enforcement 
or related investigative nature. Revealing 
this information could reasonably be ex-
pected to compromise ongoing efforts of the 
Department to identify, understand, analyze, 
investigate, and counter the activities of: 

(i) Known or suspected terrorists and ter-
rorist groups; 

(ii) Groups or individuals known or be-
lieved to be assisting or associated with 
known or suspected terrorists or terrorist 
groups; 

(iii) Individuals known, believed to be, or 
suspected of being engaged in activities con-
stituting a threat to homeland security, in-
cluding (1) activities which impact or con-
cern the security, safety, and integrity of 
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our international borders, including any ille-
gal activities that either cross our borders or 
are otherwise in violation of the immigra-
tion or customs laws and regulations of the 
United States; (2) activities which could rea-
sonably be expected to assist in the develop-
ment or use of a weapon of mass effect; (3) 
activities meant to identify, create, or ex-
ploit the vulnerabilities of, or undermine, 
the ‘‘key resources’’ (as defined in section 
2(9) of the Homeland Security Act of 2002) 
and ‘‘critical infrastructure’’ (as defined in 
42 U.S.C. 5195c(c)) of the United States, in-
cluding the cyber and national telecommuni-
cations infrastructure and the availability of 
a viable national security and emergency 
preparedness communications infrastruc-
ture; (4) activities detrimental to the secu-
rity of transportation and transportation 
systems; (5) activities which violate or are 
suspected of violating the laws relating to 
counterfeiting of obligations and securities 
of the United States and other financial 
crimes, including access device fraud, finan-
cial institution fraud, identity theft, com-
puter fraud; and computer-based attacks on 
our nation’s financial, banking, and tele-
communications infrastructure; (6) activi-
ties, not wholly conducted within the United 
States, which violate or are suspected of vio-
lating the laws which prohibit the produc-
tion, transfer, or sale of narcotics or sub-
stances controlled in accordance with Title 
21 of the United States Code, or those associ-
ated activities otherwise prohibited by Ti-
tles 21 and 46 of the United States Code; (7) 
activities which impact, concern, or other-
wise threaten the safety and security of the 
President and Vice President, their families, 
heads of state, and other designated individ-
uals; the White House, Vice President’s resi-
dence, foreign missions, and other designated 
buildings within the United States; (8) ac-
tivities which impact, concern, or otherwise 
threaten domestic maritime safety and secu-
rity, maritime mobility and navigation, or 
the integrity of the domestic maritime envi-
ronment; (9) activities which impact, con-
cern, or otherwise threaten the national 
operational capability of the Department to 
respond to natural and manmade major dis-
asters and emergencies, including acts of ter-
rorism; (10) activities involving the importa-
tion, possession, storage, development, or 
transportation of nuclear or radiological ma-
terial without authorization or for use 
against the United States; 

(iv) Foreign governments, organizations, 
or persons (foreign powers); and 

(v) Individuals engaging in intelligence ac-
tivities on behalf of a foreign power or ter-
rorist group. 

Thus, by notifying the record subject that 
he/she is the focus of such efforts or interest 
on the part of DHS, or other agencies with 
whom DHS is cooperating and to whom the 
disclosures were made, this information 

could permit the record subject to take 
measures to impede or evade such efforts, in-
cluding the taking of steps to deceive DHS 
personnel and deny them the ability to ade-
quately assess relevant information and ac-
tivities, and could inappropriately disclose 
to the record subject the sensitive methods 
and/or confidential sources used to acquire 
the relevant information against him/her. 
Moreover, where the record subject is the ac-
tual target of a law enforcement investiga-
tion, this information could permit him/her 
to take measures to impede the investiga-
tion, for example, by destroying evidence, in-
timidating potential witnesses, or avoiding 
detection or apprehension. 

(2) From subsection (c)(4) (Accounting for 
Disclosure, notice of dispute) because certain 
records in this system are exempt from the 
access and amendment provisions of sub-
section (d), this requirement to inform any 
person or other agency about any correction 
or notation of dispute that the agency made 
with regard to those records, should not 
apply. 

(3) From subsections (d)(1), (2), (3), and (4) 
(Access to Records) because these provisions 
concern individual rights of access to and 
amendment of records (including the review 
of agency denials of either) contained in this 
system, which consists of intelligence, 
counterterrorism, homeland security, and re-
lated investigatory records concerning ef-
forts of the Department, as described more 
fully in subsection (b)(1), above. Compliance 
with these provisions could inform or alert 
the subject of an intelligence, counterter-
rorism, homeland security, or investigatory 
effort undertaken on behalf of the Depart-
ment, or by another agency with whom DHS 
is cooperating, of the fact and nature of such 
efforts, and/or the relevant intelligence, 
counterterrorism, homeland security, or in-
vestigatory interest of DHS and/or other in-
telligence, counterterrorism, or law enforce-
ment agencies. Moreover, compliance could 
also compromise sensitive information ei-
ther classified in the interest of national se-
curity, or which otherwise requires, as ap-
propriate, safeguarding and protection from 
unauthorized disclosure; identify a confiden-
tial source or disclose information which 
would constitute an unwarranted invasion of 
another individual’s personal privacy; reveal 
a sensitive intelligence or investigative tech-
nique or method, including interfering with 
intelligence or law enforcement investiga-
tive processes by permitting the destruction 
of evidence, improper influencing or intimi-
dation of witnesses, fabrication of state-
ments or testimony, and flight from detec-
tion or apprehension; or constitute a poten-
tial danger to the health or safety of intel-
ligence, counterterrorism, homeland secu-
rity, and law enforcement personnel, con-
fidential sources and informants, and poten-
tial witnesses. Amendment of the records 
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would interfere with ongoing intelligence, 
counterterrorism, homeland security, and 
law enforcement investigations and activi-
ties, including incident reporting and anal-
ysis activities, and impose an impossible ad-
ministrative burden by requiring investiga-
tions, reports, and analyses to be continu-
ously reinvestigated and revised. 

(4) From subsection (e)(1) (Relevant and 
Necessary) because it is not always possible 
for DHS to know in advance of its receipt the 
relevance and necessity of each piece of in-
formation it acquires in the course of an in-
telligence, counterterrorism, or investiga-
tory effort undertaken on behalf of the De-
partment, or by another agency with whom 
DHS is cooperating. In the context of the au-
thorized intelligence, counterterrorism, and 
investigatory activities undertaken by DHS 
personnel, relevance and necessity are ques-
tions of analytic judgment and timing, such 
that what may appear relevant and nec-
essary when acquired ultimately may be 
deemed unnecessary upon further analysis 
and evaluation. Similarly, in some situa-
tions, it is only after acquired information is 
collated, analyzed, and evaluated in light of 
other available evidence and information 
that its relevance and necessity can be es-
tablished or made clear. Constraining the 
initial acquisition of information included 
within the MAGNET in accordance with the 
relevant and necessary requirement of sub-
section (e)(1) could discourage the appro-
priate receipt of and access to information 
which DHS and MAGNET are otherwise au-
thorized to receive and possess under law, 
and thereby impede efforts to detect, deter, 
prevent, disrupt, or apprehend terrorists or 
terrorist groups, and/or respond to terrorist 
or other activities which threaten homeland 
security. Notwithstanding this claimed ex-
emption, which would permit the acquisition 
and temporary maintenance of records whose 
relevance to the purpose of the MAGNET 
may be less than fully clear, DHS will only 
disclose such records after determining 
whether such disclosures are themselves con-
sistent with the published MAGNET routine 
uses. Moreover, it should be noted that, as 
concerns the receipt by USCG, for intel-
ligence purposes, of information in any 
record which identifies a U.S. Person, as de-
fined in Executive Order 12333, as amended, 
such receipt, and any subsequent use or dis-
semination of that identifying information, 
is undertaken consistent with the procedures 
established and adhered to by USCG pursu-
ant to that Executive Order. Specifically, 
USCG intelligence personnel may acquire in-
formation which identifies a particular U.S. 
Person, retain it within or disseminate it 
from MAGNET, as appropriate, only when it 
is determined that the personally identifying 
information is necessary for the conduct of 
USCG’s functions, and otherwise falls into 
one of a limited number of authorized cat-

egories, each of which reflects discrete ac-
tivities for which information on individuals 
would be utilized by the Department in the 
overall execution of its statutory mission. 

(5) From subsection (e)(2) (Collection of In-
formation from Individuals) because applica-
tion of this provision could present a serious 
impediment to counterterrorism or law en-
forcement efforts in that it would put the 
subject of an investigation, study or analysis 
on notice of that fact, thereby permitting 
the subject to engage in conduct designed to 
frustrate or impede that activity. The nature 
of counterterrorism and law enforcement in-
vestigations is such that vital information 
about an individual frequently can be ob-
tained only from other persons who are fa-
miliar with such individual and his/her ac-
tivities. In such investigations it is not fea-
sible to rely solely upon information fur-
nished by the individual concerning his own 
activities. 

(6) From subsection (e)(3) (Notice to Sub-
jects), to the extent that this subsection is 
interpreted to require DHS to provide notice 
to an individual if DHS or another agency re-
ceives or collects information about that in-
dividual during an investigation or from a 
third party. Should the subsection be so in-
terpreted, exemption from this provision is 
necessary to avoid impeding counterter-
rorism or law enforcement efforts by putting 
the subject of an investigation, study or 
analysis on notice of that fact, thereby per-
mitting the subject to engage in conduct in-
tended to frustrate or impede that activity. 

(7) From subsections (e)(4) (G), (H) and (I) 
(Access), and (f) (Agency Rules), inasmuch as 
it is unnecessary for the publication of rules 
and procedures contemplated therein since 
the MAGNET, pursuant to subsections (3), 
above, will be exempt from the underlying 
duties to provide to individuals notification 
about, access to, and the ability to amend or 
correct the information pertaining to them 
in, this system of records. Furthermore, to 
the extent that subsection (e)(4)(I) is con-
strued to require more detailed disclosure 
than the information accompanying the sys-
tem notice for MAGNET, as published in to-
day’s FEDERAL REGISTER, exemption from it 
is also necessary to protect the confiden-
tiality, privacy, and physical safety of 
sources of information, as well as the meth-
ods for acquiring it. Finally, greater speci-
ficity concerning the description of cat-
egories of sources of properly classified 
records could also compromise or otherwise 
cause damage to the national or homeland 
security. 

(8) From subsection (e)(5) (Collection of In-
formation) because many of the records in 
this system coming from other system of 
records are derived from other domestic and 
foreign agency record systems and therefore 
it is not possible for DHS to vouch for their 
compliance with this provision; however, the 
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DHS has implemented internal quality as-
surance procedures to ensure that data used 
in its screening processes is as complete, ac-
curate, and current as possible. In addition, 
in the collection of information for law en-
forcement and counterterrorism purposes, it 
is impossible to determine in advance what 
information is accurate, relevant, timely, 
and complete. With the passage of time, 
seemingly irrelevant or untimely informa-
tion may acquire new significance as further 
investigation brings new details to light. The 
restrictions imposed by (e)(5) would limit the 
ability of those agencies’ trained investiga-
tors and intelligence analysts to exercise 
their judgment in conducting investigations 
and impede the development of intelligence 
necessary for effective law enforcement and 
counterterrorism efforts. 

(9) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
then not previously known. 

(10) From subsection (e)(12) (Matching 
Agreements) because requiring DHS to pro-
vide notice of alterations to existing match-
ing agreements would impair DHS oper-
ations by indicating which data elements 
and information are valuable to DHS’s ana-
lytical functions, thereby providing harmful 
disclosure of information to individuals who 
would seek to circumvent or interfere with 
DHS’s missions. 

(11) From subsection (g) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

9. The Law Enforcement Information Data 
Base (LEIDB)/Pathfinder is a historical re-
pository of selected Coast Guard message 
traffic. LEIDB/Pathfinder supports law en-
forcement intelligence activities. LEIDB/ 
Pathfinder users can query archived message 
traffic and link relevant information across 
multiple data records within LEIDB/Path-
finder. Users have system tools enabling the 
user to identify potential relationships be-
tween information contained in otherwise 
unrelated documents. These tools allow the 
analysts to build high precision and low re-
turn queries, which minimize false hits and 
maximize analyst productivity while work-
ing with unstructured, unformatted, free 
test documents. 

(a) Pursuant to 5 U.S.C. 552a(j)(2), (k)(1), 
and (k)(2) certain records or information in 
the above mentioned system of records are 
exempt from 5 U.S.C. 552a(c)(3) and (4); (d)(1), 
(2), (3), and (4); (e)(1), (2), (3), (4)(G) through 
(I), (e)(5), and (8); (f), and (g). These exemp-
tions apply only to the extent that informa-
tion in this system is subject to exemption. 
Where compliance would not appear to inter-

fere with or adversely affect the intelligence, 
counterterrorism, homeland security, and re-
lated law enforcement purposes of this sys-
tem, the applicable exemption may be 
waived by DHS. 

(b) Exemptions from the particular sub-
sections are justified for the following rea-
sons: 

(1) From subsection (c)(3) (Accounting for 
Disclosures) because making available to a 
record subject the accounting of disclosures 
from records concerning him/her would spe-
cifically reveal any interest in the individual 
of an intelligence, counterterrorism, home-
land security, or related investigative na-
ture. Revealing this information could rea-
sonably be expected to compromise ongoing 
efforts of the Department to identify, under-
stand, analyze, investigate, and counter the 
activities of: 

(i) Known or suspected terrorists and ter-
rorist groups; 

(ii) Groups or individuals known or be-
lieved to be assisting or associated with 
known or suspected terrorists or terrorist 
groups; 

(iii) Individuals known, believed to be, or 
suspected of being engaged in activities con-
stituting a threat to homeland security, in-
cluding (1) activities which impact or con-
cern the security, safety, and integrity of 
our international borders, including any ille-
gal activities that either cross our borders or 
are otherwise in violation of the immigra-
tion or customs laws and regulations of the 
United States; (2) activities which could rea-
sonably be expected to assist in the develop-
ment or use of a weapon of mass effect; (3) 
activities meant to identify, create, or ex-
ploit the vulnerabilities of, or undermine, 
the ‘‘key resources’’ (as defined in section 
2(9) of the Homeland Security Act of 2002) 
and ‘‘critical infrastructure’’ (as defined in 
42 U.S.C. 5195c(c)) of the United States, in-
cluding the cyber and national telecommuni-
cations infrastructure and the availability of 
a viable national security and emergency 
preparedness communications infrastruc-
ture; (4) activities detrimental to the secu-
rity of transportation and transportation 
systems; (5) activities which violate or are 
suspected of violating the laws relating to 
counterfeiting of obligations and securities 
of the United States and other financial 
crimes, including access device fraud, finan-
cial institution fraud, identity theft, com-
puter fraud; and computer-based attacks on 
our nation’s financial, banking, and tele-
communications infrastructure; (6) activi-
ties, not wholly conducted within the United 
States, which violate or are suspected of vio-
lating the laws which prohibit the produc-
tion, transfer, or sale of narcotics or sub-
stances controlled in accordance with Title 
21 of the United States Code, or those associ-
ated activities otherwise prohibited by Ti-
tles 21 and 46 of the United States Code; (7) 
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activities which impact, concern, or other-
wise threaten the safety and security of the 
President and Vice President, their families, 
heads of state, and other designated individ-
uals; the White House, Vice President’s resi-
dence, foreign missions, and other designated 
buildings within the United States; (8) ac-
tivities which impact, concern, or otherwise 
threaten domestic maritime safety and secu-
rity, maritime mobility and navigation, or 
the integrity of the domestic maritime envi-
ronment; (9) activities which impact, con-
cern, or otherwise threaten the national 
operational capability of the Department to 
respond to natural and manmade major dis-
asters and emergencies, including acts of ter-
rorism; (10) activities involving the importa-
tion, possession, storage, development, or 
transportation of nuclear or radiological ma-
terial without authorization or for use 
against the United States; 

(iv) Foreign governments, organizations, 
or persons (foreign powers); and 

(v) Individuals engaging in intelligence ac-
tivities on behalf of a foreign power or ter-
rorist group. 

Thus, by notifying the record subject that 
he/she is the focus of such efforts or interest 
on the part of DHS, or other agencies with 
whom DHS is cooperating and to whom the 
disclosures were made, this information 
could permit the record subject to take 
measures to impede or evade such efforts, in-
cluding the taking of steps to deceive DHS 
personnel and deny them the ability to ade-
quately assess relevant information and ac-
tivities, and could inappropriately disclose 
to the record subject the sensitive methods 
and/or confidential sources used to acquire 
the relevant information against him/her. 
Moreover, where the record subject is the ac-
tual target of a law enforcement investiga-
tion, this information could permit him/her 
to take measures to impede the investiga-
tion, for example, by destroying evidence, in-
timidating potential witnesses, or avoiding 
detection or apprehension. 

(2) From subsection (c)(4) (Accounting for 
Disclosure, notice of dispute) because certain 
records in this system are exempt from the 
access and amendment provisions of sub-
section (d), this requirement to inform any 
person or other agency about any correction 
or notation of dispute that the agency made 
with regard to those records, should not 
apply. 

(3) From subsections (d)(1), (2), (3), and (4) 
(Access to Records) because these provisions 
concern individual rights of access to and 
amendment of records (including the review 
of agency denials of either) contained in this 
system, which consists of intelligence, 
counterterrorism, homeland security, and re-
lated investigatory records concerning ef-
forts of the Department, as described more 
fully in subsection (b)(1), above. Compliance 
with these provisions could inform or alert 

the subject of an intelligence, counterter-
rorism, homeland security, or investigatory 
effort undertaken on behalf of the Depart-
ment, or by another agency with whom DHS 
is cooperating, of the fact and nature of such 
efforts, and/or the relevant intelligence, 
counterterrorism, homeland security, or in-
vestigatory interest of DHS and/or other in-
telligence, counterterrorism, or law enforce-
ment agencies. Moreover, compliance could 
also compromise sensitive information ei-
ther classified in the interest of national se-
curity, or which otherwise requires, as ap-
propriate, safeguarding and protection from 
unauthorized disclosure; identify a confiden-
tial source or disclose information which 
would constitute an unwarranted invasion of 
another individual’s personal privacy; reveal 
a sensitive intelligence or investigative tech-
nique or method, including interfering with 
intelligence or law enforcement investiga-
tive processes by permitting the destruction 
of evidence, improper influencing or intimi-
dation of witnesses, fabrication of state-
ments or testimony, and flight from detec-
tion or apprehension; or constitute a poten-
tial danger to the health or safety of intel-
ligence, counterterrorism, homeland secu-
rity, and law enforcement personnel, con-
fidential sources and informants, and poten-
tial witnesses. Amendment of the records 
would interfere with ongoing intelligence, 
counterterrorism, homeland security, and 
law enforcement investigations and activi-
ties, including incident reporting and anal-
ysis activities, and impose an impossible ad-
ministrative burden by requiring investiga-
tions, reports, and analyses to be continu-
ously reinvestigated and revised. 

(4) From subsection (e)(1) (Relevant and 
Necessary) because it is not always possible 
for DHS to know in advance of its receipt the 
relevance and necessity of each piece of in-
formation it acquires in the course of an in-
telligence, counterterrorism, or investiga-
tory effort undertaken on behalf of the De-
partment, or by another agency with whom 
DHS is cooperating. In the context of the au-
thorized intelligence, counterterrorism, and 
investigatory activities undertaken by DHS 
personnel, relevance and necessity are ques-
tions of analytic judgment and timing, such 
that what may appear relevant and nec-
essary when acquired ultimately may be 
deemed unnecessary upon further analysis 
and evaluation. Similarly, in some situa-
tions, it is only after acquired information is 
collated, analyzed, and evaluated in light of 
other available evidence and information 
that its relevance and necessity can be es-
tablished or made clear. Constraining the 
initial acquisition of information included 
within the LEIDB in accordance with the 
relevant and necessary requirement of sub-
section (e)(1) could discourage the appro-
priate receipt of and access to information 
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which DHS and USCG are otherwise author-
ized to receive and possess under law, and 
thereby impede efforts to detect, deter, pre-
vent, disrupt, or apprehend terrorists or ter-
rorist groups, and/or respond to terrorist or 
other activities which threaten homeland se-
curity. Notwithstanding this claimed exemp-
tion, which would permit the acquisition and 
temporary maintenance of records whose rel-
evance to the purpose of the LEIDB may be 
less than fully clear, DHS will only disclose 
such records after determining whether such 
disclosures are themselves consistent with 
the published LEIDB routine uses. Moreover, 
it should be noted that, as concerns the re-
ceipt by USCG, for intelligence purposes, of 
information in any record which identifies a 
U.S. Person, as defined in Executive Order 
12333, as amended, such receipt, and any sub-
sequent use or dissemination of that identi-
fying information, is undertaken consistent 
with the procedures established and adhered 
to by USCG pursuant to that Executive 
Order. Specifically, USCG intelligence per-
sonnel may acquire information which iden-
tifies a particular U.S. Person, retain it 
within or disseminate it from LEIDB, as ap-
propriate, only when it is determined that 
the personally identifying information is 
necessary for the conduct of USCG’s func-
tions, and otherwise falls into one of a lim-
ited number of authorized categories, each of 
which reflects discrete activities for which 
information on individuals would be utilized 
by the Department in the overall execution 
of its statutory mission. 

(5) From subsection (e)(2) (Collection of In-
formation from Individuals) because applica-
tion of this provision could present a serious 
impediment to counterterrorism or law en-
forcement efforts in that it would put the 
subject of an investigation, study or analysis 
on notice of that fact, thereby permitting 
the subject to engage in conduct designed to 
frustrate or impede that activity. The nature 
of counterterrorism, and law enforcement in-
vestigations is such that vital information 
about an individual frequently can be ob-
tained only from other persons who are fa-
miliar with such individual and his/her ac-
tivities. In such investigations it is not fea-
sible to rely solely upon information fur-
nished by the individual concerning his own 
activities. 

(6) From subsection (e)(3) (Notice to Sub-
jects), to the extent that this subsection is 
interpreted to require DHS to provide notice 
to an individual if DHS or another agency re-
ceives or collects information about that in-
dividual during an investigation or from a 
third party. Should the subsection be so in-
terpreted, exemption from this provision is 
necessary to avoid impeding counterter-
rorism or law enforcement efforts by putting 
the subject of an investigation, study or 
analysis on notice of that fact, thereby per-

mitting the subject to engage in conduct in-
tended to frustrate or impede that activity. 

(7) From subsections (e)(4) (G), (H) and (I) 
(Access), inasmuch as it is unnecessary for 
the publication of rules and procedures con-
templated therein since the LEIDB, pursuant 
to subsections (2) and (3), above, will be ex-
empt from the underlying duties to provide 
to individuals notification about, access to, 
and the ability to amend or correct the in-
formation pertaining to them in, this system 
of records. Furthermore, to the extent that 
subsection (e)(4)(I) is construed to require 
more detailed disclosure than the informa-
tion accompanying the system notice for 
LEIDB, as published in today’s FEDERAL 
REGISTER, exemption from it is also nec-
essary to protect the confidentiality, pri-
vacy, and physical safety of sources of infor-
mation, as well as the methods for acquiring 
it. Finally, greater specificity concerning 
the description of categories of sources of 
properly classified records could also com-
promise or otherwise cause damage to the 
national or homeland security. 

(8) From subsection (e)(5) (Collection of In-
formation) because many of the records con-
tained in this system are derived from other 
domestic and foreign sources, it is not pos-
sible for DHS to vouch for those records’ 
compliance with this provision; however, the 
DHS has implemented internal quality as-
surance procedures to ensure that data used 
in its screening processes is as complete, ac-
curate, and current as possible. In addition, 
in the collection of information for law en-
forcement and counterterrorism purposes, it 
is impossible to determine in advance what 
information is accurate, relevant, timely, 
and complete. With the passage of time, 
seemingly irrelevant or untimely informa-
tion may acquire new significance as further 
investigation brings new details to light. The 
restrictions imposed by (e)(5) would limit the 
ability of those agencies’ trained investiga-
tors and intelligence analysts to exercise 
their judgment in conducting investigations 
and impede the development of intelligence 
necessary for effective law enforcement and 
counterterrorism efforts. 

(9) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
then not previously known. 

(10) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). Access to, and amendment 
of, system records that are not exempt or for 
which exemption is waived may be obtained 
under procedures described in the related 
SORN or subpart B of this part. 
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(11) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

10. DHS–ICE–001, The Immigration and 
Customs Enforcement (ICE) Student and Ex-
change Visitor Information System (SEVIS) 
collects and maintains pertinent informa-
tion on nonimmigrant students and ex-
change visitors and the schools and exchange 
visitor program sponsors that host them 
while in the United States. The system per-
mits DHS to monitor compliance by these 
individuals with the terms of their admission 
into the United States. Pursuant to exemp-
tions (j)(2), (k)(1), (k)(2) and (k)(5) of the Pri-
vacy Act, portions of this system are exempt 
from 5 U.S.C. 552a(c)(3); (d); (e)(1); (e)(4)(G), 
(H) and (I). Exemptions from the particular 
subsections are justified, on a case by case 
basis, to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation, of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation and avoid 
detection or apprehension, which undermines 
the entire system. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation, of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation and 
reveal investigative interest on the part of 
DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation and avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and impose an impos-
sible administrative burden by requiring in-
vestigations to be continuously reinves-
tigated. In addition, permitting access and 
amendment to such information also could 

disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
enforcement of federal laws, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements), and (f) (Agency 
Rules), because portions of this system are 
exempt from the access provisions of sub-
section (d). 

11. The General Counsel Electronic Man-
agement System (GEMS) consists of records 
and information created or collected by at-
torneys for U.S. Immigration and Customs 
Enforcement, which will be used in the prep-
aration and presentation of cases before a 
court or other adjudicative body. ICE attor-
neys work closely with ICE law enforcement 
personnel throughout the process of adjudi-
cating immigration cases. GEMS allows ICE 
attorneys to store all the materials per-
taining to immigration adjudications, in-
cluding documents related to investigations, 
case notes and other hearing related infor-
mation, and briefs and memoranda of law re-
lated to cases. Having this information in 
one system should not only facilitate the 
work of the ICE attorneys involved in the 
particular case, but also will provide a legal 
resource for other attorneys who are adjudi-
cating similar cases. The system will also 
provide management capabilities for track-
ing time and effort expended in the prepara-
tion and presentation of cases. Pursuant to 
exemptions 5 U.S.C. 552a(j)(2) of the Privacy 
Act, portions of this system are exempt from 
5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and (e)(8); 
(f)(2) through (5); and (g). Pursuant to 5 
U.S.C. 552a (k)(1) and (k)(2), this system is 
exempt from the following provisions of the 
Privacy Act, subject to the limitations set 
forth in those subsections: 5 U.S.C. 552a 
(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), and (f). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation, to 
the existence of the investigation, which in 
some cases may be classified, and reveal in-
vestigative interest on the part of DHS or 
ICE. Disclosure of the accounting would 
therefore present a serious impediment to 
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law enforcement efforts and/or efforts to pre-
serve national security. Disclosure of the ac-
counting would also permit the individual 
who is the subject of a record to impede the 
investigation, tamper with witnesses or evi-
dence, and avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation pertaining to an im-
migration matter, which in some cases may 
be classified, and prematurely reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, tamper 
with witnesses or evidence, and avoid detec-
tion or apprehension. Amendment of the 
records could interfere with ongoing inves-
tigations and law enforcement activities and 
would impose an impossible administrative 
burden by requiring investigations to be con-
tinuously reinvestigated. In addition, per-
mitting access and amendment to such infor-
mation could disclose security-sensitive in-
formation that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal immigration law, the accu-
racy of information obtained or introduced 
occasionally may be unclear or the informa-
tion may not be strictly relevant or nec-
essary to a specific investigation. In the in-
terests of effective law enforcement and for 
the protection of national security, it is ap-
propriate to retain all information that may 
aid in establishing patterns of unlawful ac-
tivity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject of the nature or existence of an in-
vestigation, which could cause interference 
with the investigation, a related inquiry or 
other law enforcement activities, some of 
which may be classified. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise the existence of a 
confidential investigation or reveal the iden-
tity of witnesses or confidential informants. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), (f) (Agency Rules), 
and (g) (Civil Remedies) because portions of 
this system are exempt from the individual 
access provisions of subsection (d). 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-

formation is accurate, relevant, timely, and 
complete. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with ICE’s ability to obtain, serve, and issue 
subpoenas, warrants and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act. 

12. DHS/CBP–005, Advanced Passenger In-
formation System. A portion of the following 
system of records is exempt from 5 U.S.C. 
552a(c)(3) and (4); (d)(1), (2), (3), and (4); (e)(1), 
(2), (3), (4)(G) through (I), (5), and (8); (f), and 
(g); however, these exemptions apply only to 
the extent that information in this system 
records is recompiled or is created from in-
formation contained in other systems of 
records subject to such exemptions pursuant 
to 5 U.S.C. 552a(j)(2), and (k)(2). Further, no 
exemption shall be asserted with respect to 
information submitted by and collected from 
the individual or the individual’s representa-
tive in the course of any redress process as-
sociated with this system of records. After 
conferring with the appropriate component 
or agency, DHS may waive applicable exemp-
tions in appropriate circumstances and 
where it would not appear to interfere with 
or adversely affect the law enforcement or 
national security purposes of the systems 
from which the information is recompiled or 
in which it is contained. Exemptions from 
the above particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, when informa-
tion in this system records is recompiled or 
is created from information contained in 
other systems of records subject to exemp-
tions for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosure) because making available to a 
record subject the accounting of disclosures 
from records concerning him or her would 
specifically reveal any investigative interest 
in the individual. Revealing this information 
could reasonably be expected to compromise 
ongoing efforts to investigate a known or 
suspected terrorist by notifying the record 
subject that he or she is under investigation. 
This information could also permit the 
record subject to take measures to impede 
the investigation, e.g., destroy evidence, in-
timidate potential witnesses, or flee the area 
to avoid or impede the investigation. 

(b) From subsection (c)(4) (Accounting for 
Disclosure, notice of dispute) because por-
tions of this system are exempt from the ac-
cess and amendment provisions of subsection 
(d). 

(c) From subsections (d)(1), (2), (3), and (4) 
(Access to Records) because these provisions 
concern individual access to and amendment 
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of certain records contained in this system, 
including law enforcement counterterrorism, 
investigatory, and intelligence records. Com-
pliance with these provisions could alert the 
subject of an investigation of the fact and 
nature of the investigation, and/or the inves-
tigative interest of intelligence or law en-
forcement agencies; compromise sensitive 
information related to national security; 
interfere with the overall law enforcement 
process by leading to the destruction of evi-
dence, improper influencing of witnesses, 
fabrication of testimony, and/or flight of the 
subject; could identify a confidential source 
or disclose information which would con-
stitute an unwarranted invasion of another’s 
personal privacy; reveal a sensitive inves-
tigative or intelligence technique; or con-
stitute a potential danger to the health or 
safety of law enforcement personnel, con-
fidential informants, and witnesses. Amend-
ment of these records would interfere with 
ongoing counterterrorism, law enforcement, 
or intelligence investigations and analysis 
activities and impose an impossible adminis-
trative burden by requiring investigations, 
analyses, and reports to be continuously re-
investigated and revised. 

(d) From subsection (e)(1) (Relevancy and 
Necessity of Information) because it is not 
always possible for DHS or other agencies to 
know in advance what information is rel-
evant and necessary for it to complete an 
identity comparison between the individual 
seeking redress and a known or suspected 
terrorist. Also, because DHS and other agen-
cies may not always know what information 
about an encounter with a known or sus-
pected terrorist will be relevant to law en-
forcement for the purpose of conducting an 
operational response. 

(e) From subsection (e)(2) (Collection of In-
formation from Individuals) because applica-
tion of this provision could present a serious 
impediment to counterterrorism, law en-
forcement, or intelligence efforts in that it 
would put the subject of an investigation, 
study, or analysis on notice of that fact, 
thereby permitting the subject to engage in 
conduct designed to frustrate or impede that 
activity. The nature of counterterrorism, 
law enforcement, or intelligence investiga-
tions is such that vital information about an 
individual frequently can be obtained only 
from other persons who are familiar with 
such individual and his/her activities. In 
such investigations it is not feasible to rely 
upon information furnished by the individual 
concerning his own activities. 

(f) From subsection (e)(3) (Notice to Sub-
jects), to the extent that this subsection is 
interpreted to require DHS to provide notice 
to an individual if DHS or another agency re-
ceives or collects information about that in-
dividual during an investigation or from a 
third party. Should the subsection be so in-
terpreted, exemption from this provision is 

necessary to avoid impeding counterter-
rorism, law enforcement, or intelligence ef-
forts by putting the subject of an investiga-
tion, study, or analysis on notice of that 
fact, thereby permitting the subject to en-
gage in conduct intended to frustrate or im-
pede that activity. 

(g) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements) because portions of 
this system are exempt from the access and 
amendment provisions of subsection (d). 

(h) From subsection (e)(5) (Collection of In-
formation) because many of the records in 
this system coming from other system of 
records are derived from other domestic and 
foreign agency record systems and therefore 
it is not possible for DHS to vouch for their 
compliance with this provision; however, the 
DHS has implemented internal quality as-
surance procedures to ensure that data used 
in the redress process is as thorough, accu-
rate, and current as possible. In addition, in 
the collection of information for law enforce-
ment, counterterrorism, and intelligence 
purposes, it is impossible to determine in ad-
vance what information is accurate, rel-
evant, timely, and complete. With the pas-
sage of time, seemingly irrelevant or un-
timely information may acquire new signifi-
cance as further investigation brings new de-
tails to light. The restrictions imposed by 
(e)(5) would limit the ability of those agen-
cies’ trained investigators and intelligence 
analysts to exercise their judgment in con-
ducting investigations and impede the devel-
opment of intelligence necessary for effec-
tive law enforcement and counterterrorism 
efforts. The DHS has, however, implemented 
internal quality assurance procedures to en-
sure that the data used in the redress process 
is as thorough, accurate, and current as pos-
sible. 

(i) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism, law enforcement, or intel-
ligence investigations to the fact of those in-
vestigations when not previously known. 

(j) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). 

(k) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

13. The Department of Homeland Security 
General Training Records system of records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
Department of Homeland Security General 
Training Records system of records consists 
of electronic and paper records and will be 
used by DHS and its components and offices 

VerDate Sep<11>2014 12:23 Jan 30, 2020 Jkt 250011 PO 00000 Frm 00065 Fmt 8010 Sfmt 8002 Q:\06\6V1.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B



56 

6 CFR Ch. I (1–1–20 Edition) Pt. 5, App. C 

to maintain records about individual train-
ing, including enrollment and participation 
information, information pertaining to class 
schedules, programs, and instructors, train-
ing trends and needs, testing and examina-
tion materials, and assessments of training 
efficacy. The data will be collected by em-
ployee name or other unique identifier. The 
collection and maintenance of this informa-
tion will assist DHS in meeting its obliga-
tion to train its personnel and contractors in 
order to ensure that the agency mission can 
be successfully accomplished. Pursuant to 
exemptions 5 U.S.C. 552a(k)(6) of the Privacy 
Act, portions of this system are exempt from 
5 U.S.C. 552a(d) to the extent that records in 
this system relate to testing or examination 
materials used solely to determine indi-
vidual qualifications for appointment in the 
Federal service. Access to or amendment of 
this information by the data subject would 
compromise the objectivity and fairness of 
the testing and examination process. 

14. The U.S. ICE–005 Trade Transparency 
Analysis and Research (TTAR) System con-
sists of electronic and paper records and will 
be used by the Department of Homeland Se-
curity (DHS). TTAR is a repository of infor-
mation held by DHS in connection with its 
several and varied missions and functions, 
including, but not limited to: The enforce-
ment of civil and criminal laws; investiga-
tions, inquiries, and proceedings there under; 
and national security and intelligence ac-
tivities. TTAR contains information that is 
collected by other federal and foreign gov-
ernment agencies and may contain person-
ally identifiable information. Pursuant to 
exemption 5 U.S.C. 552a(j)(2) of the Privacy 
Act, portions of this system are exempt from 
5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and (e)(8); (f), 
and (g). Pursuant to 5 U.S.C. 552a(k)(2), this 
system is exempt from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in those subsections: 5 
U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), 
and (f). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 

which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
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exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
potential witnesses, and confidential inform-
ants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

15. The DHS/ALL—013 Claims Records sys-
tem of records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/ALL—013 Claims 
Records system is a repository of informa-
tion held by DHS in connection with its sev-
eral and varied missions and functions, in-
cluding, but not limited to: the enforcement 
of civil and criminal laws; investigations, in-
quiries, and proceedings there under; and na-
tional security, intelligence activities; and 
protection of the President of the United 
States or other individuals pursuant to sec-
tion 3056 and 3056A of Title 18. The DHS/ 
ALL—013 Claims Records system contains 
information that is collected by, on behalf 
of, in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other Federal, State, local, Tribal, foreign, 
or international government agencies. The 

Secretary of Homeland Security has exempt-
ed this system from the following provisions 
of the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) 
and (e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to limitations set forth in 
5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(3). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 
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(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 

subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

16. [Reserved] 
17. The DHS/ALL—006 Accident Records 

system of records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/ALL—006 Accident 
Records system is a repository of informa-
tion held by DHS in connection with its sev-
eral and varied missions and functions, in-
cluding, but not limited to: the enforcement 
of civil and criminal laws; investigations, in-
quiries, and proceedings thereunder; national 
security and intelligence activities; and pro-
tection of the President of the United States 
or other individuals pursuant to section 3056 
and 3056A of Title 18. The DHS/ALL—006 Ac-
cident Records system contains information 
that is collected by, on behalf of, in support 
of, or in cooperation with DHS and its com-
ponents and may contain personally identifi-
able information collected by other Federal, 
State, local, tribal, foreign, or international 
government agencies. The Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(d) pursuant to 5 U.S.C. 
552a(k)(3). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: From sub-
section (d) (Access to Records) because ac-
cess to the records contained in this system 
of records could inform the subject of infor-
mation related to the protection of a Presi-
dent of the United States or other individ-
uals pursuant to section 3056 and 3056A of 
Title 18. Permitting access and amendment 
to such information could disclose security- 
sensitive information that could be detri-
mental to homeland security. 

18. The DHS/ALL—020 Internal Affairs 
Records system of records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/ALL—020 
Internal Affairs Records system is a reposi-
tory of information held by DHS in connec-
tion with its several and varied missions and 
functions, including, but not limited to: The 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
thereunder; national security and intel-
ligence activities; and protection of the 
President of the United States or other indi-
viduals pursuant to section 3056 and 3056A of 
Title 18. The DHS/ALL—020 Internal Affairs 
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Records system contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), (k)(3), and (k)(5). Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-

mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training, and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 

VerDate Sep<11>2014 12:23 Jan 30, 2020 Jkt 250011 PO 00000 Frm 00069 Fmt 8010 Sfmt 8002 Q:\06\6V1.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B



60 

6 CFR Ch. I (1–1–20 Edition) Pt. 5, App. C 

subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

19. The DHS/ALL—024 Facility and Perim-
eter Access Control and Visitor Management 
system of records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/ALL—024 Facility 
and Perimeter Access Control and Visitor 
Management system is a repository of infor-
mation held by DHS in connection with its 
several and varied missions and functions, 
including, but not limited to: the enforce-
ment of civil and criminal laws; investiga-
tions, inquiries, and proceedings there under; 
and national security and intelligence ac-
tivities. The DHS/ALL—024 Facility and Pe-
rimeter Access Control and Visitor Manage-
ment system contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(5). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 

detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

20. The DHS/CBP—009 Electronic System 
for Travel Authorization system of records 
consists of electronic and paper records and 
will be used by DHS and it’s Components. 
The DHS/CBP—009 Electronic System for 
Travel Authorization system is a repository 
of information held by DHS in connection 
with its several and varied missions and 
functions, including, but not limited to: The 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. The DHS/CBP—009 Elec-
tronic System for Travel Authorization sys-
tem contains information that is collected 
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by, on behalf of, in support of, or in coopera-
tion with DHS and its components and may 
contain personally identifiable information 
collected by other Federal, State, local, trib-
al, foreign, or international government 
agencies. The Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to the limitations set forth in 5 U.S.C. 
552a(c)(3), (e)(8), and (g) pursuant to 5 U.S.C. 
552a(j)(2), and (k)(2). Further, no exemption 
shall be asserted with respect to information 
maintained in the system as it relates to 
data submitted by or on behalf of a person 
who travels to visit the United States and 
crosses the border, nor shall an exemption be 
asserted with respect to the resulting deter-
mination (approval or denial). After confer-
ring with the appropriate component or 
agency, DHS may waive applicable exemp-
tions in appropriate circumstances and 
where it would not appear to interfere with 
or adversely affect the law enforcement pur-
poses of the systems from which the infor-
mation is recompiled or in which it is con-
tained. Exemptions from the above par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, when information in this 
system of records may impede a law enforce-
ment or national security investigation: 

(a) From subsection (c)(3) (Accounting for 
Disclosure) because making available to a 
record subject the accounting of disclosures 
from records concerning him or her would 
specifically reveal any investigative interest 
in the individual. Revealing this information 
could reasonably be expected to compromise 
ongoing efforts to investigate a violation of 
U.S. law, including investigations of a 
known or suspected terrorist, by notifying 
the record subject that he or she is under in-
vestigation. This information could also per-
mit the record subject to take measures to 
impede the investigation, e.g., destroy evi-
dence, intimidate potential witnesses, or flee 
the area to avoid or impede the investiga-
tion. 

(b) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
when not previously known. 

(c) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

21. The DHS/CBP—010 Persons Engaged in 
International Trade in CBP Licensed/Regu-
lated Activities system of records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/CBP— 
010 Persons Engaged in International Trade 
in CBP Licensed/Regulated Activities is a re-

pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including, but not limited to: 
The enforcement of civil and criminal laws; 
investigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. The DHS/CBP—010 Per-
sons Engaged in International Trade in CBP 
Licensed/Regulated Activities contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5) and (e)(8); (f), and (g) pursuant 
to 5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a (c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pursuant 
to 5 U.S.C. 552a(k)(2). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
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impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to national security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 

impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

22. The DHS/CBP—011 TECS system of 
records consists of electronic and paper 
records and will be used by DHS, its Compo-
nents, and other Federal agencies. The DHS/ 
CBP–011 TECS is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to: The enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; and national se-
curity and intelligence activities. The DHS/ 
CBP–011 TECS contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, Tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
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accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to national security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation or subject of in-
terest would alert the subject to the nature 
or existence of an investigation, thereby 
interfering with the related investigation 
and law enforcement activities or national 
security matter. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-

tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

23. The DHS/CBP—012 Closed Circuit Tele-
vision system of records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/CBP—012 
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Closed Circuit Television system is a reposi-
tory of information held by DHS in connec-
tion with its several and varied missions and 
functions, including, but not limited to: The 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. The DHS/CBP—012 Closed 
Circuit Television system contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5) and (e)(8); (f), and (g) pursuant 
to 5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pursuant 
to 5 U.S.C. 552a(k)(2). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-

investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
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complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

24. The DHS/CBP—013 Seized Assets and 
Case Tracking System (SEACATS) consists 
of electronic and paper records and will be 
used by DHS and its components. The DHS/ 
CBP—013 Seized Assets and Case Tracking 
System is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to: The enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and national secu-
rity and intelligence activities. The DHS/ 
CBP—013 Seized Assets and Case Tracking 
System contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (I), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-

tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to national security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
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the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude the officers and agents of DHS compo-
nents’ from using their investigative train-
ing and exercise of good judgment to both 
conduct and report on investigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

25. The Department of Homeland Security 
(DHS)/U.S. Customs and Border Protection- 
014 Regulatory Audit Archive System 
(RAAS) System of Records consists of elec-
tronic and paper records and will be used by 
DHS and its Components. The DHS/CBP–014 
RAAS System of Records is a repository of 
information held by DHS in connection with 

its several and varied missions and func-
tions, including, but not limited to: the en-
forcement of civil and criminal laws; inves-
tigations; inquiries; and proceedings there 
under. The DHS/CBP–014 RAAS System of 
Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its Components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security, pursuant to 5 U.S.C. 
552a(k)(2), has exempted this system from 
the following provisions of the Privacy Act: 
5 U.S.C. 552a(c)(3). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
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all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

26. DHS/CBP–001, Import Information Sys-
tem (IIS). A portion of the following system 
of records is exempt from 5 U.S.C. 552a(c)(3), 
(e)(8), and (g)(1) pursuant to 5 U.S.C. 
552a(j)(2), and from 5 U.S.C. 552a(c)(3) pursu-
ant to 5 U.S.C. 552a(k)(2). Further, no exemp-
tion shall be asserted with respect to infor-
mation maintained in the system as it re-
lates to data submitted by or on behalf of a 
person who travels to visit the United States 
and crosses the border, nor shall an exemp-
tion be asserted with respect to the resulting 
determination (approval or denial). After 
conferring with the appropriate component 
or agency, DHS may waive applicable exemp-
tions in appropriate circumstances and 
where it would not appear to interfere with 
or adversely affect the law enforcement pur-
poses of the systems from which the infor-
mation is recompiled or in which it is con-
tained. Exemptions from the above par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, when information in this 
system of records is may impede a law en-
forcement, intelligence activities and na-
tional security investigation: 

(a) From subsection (c)(3) (Accounting for 
Disclosure) because making available to a 
record subject the accounting of disclosures 
from records concerning him or her would 
specifically reveal any investigative interest 
in the individual. Revealing this information 
could reasonably be expected to compromise 
ongoing efforts to investigate a violation of 
U.S. law, including investigations of a 
known or suspected terrorist, by notifying 
the record subject that he or she is under in-
vestigation. This information could also per-
mit the record subject to take measures to 
impede the investigation, e.g., destroy evi-
dence, intimidate potential witnesses, or flee 
the area to avoid or impede the investiga-
tion. 

(b) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 

administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
when not previously known. 

(c) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

27. The DHS/CBP–009 Nonimmigrant Infor-
mation system of records consists of elec-
tronic and paper records and will be used by 
DHS and it’s Components. The DHS/CBP–009 
Nonimmigrant Information System is a re-
pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including, but not limited to: 
The enforcement of civil and criminal laws; 
Investigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. The DHS/CBP–009 Non-
immigrant Information System contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other Federal, State, local, Tribal, foreign, 
or international government agencies. This 
system may contain records or information 
pertaining to the accounting of disclosures 
made from the Nonimmigrant Information 
System to other law enforcement and 
counterterrorism agencies (Federal, State, 
Local, Foreign, International or Tribal) in 
accordance with the published routine uses. 
The Secretary of Homeland Security has ex-
empted this system from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in 5 U.S.C. 522(c)(3), (e) (8), 
and (g) of the Privacy Act of 1974, as amend-
ed, as necessary and appropriate to protect 
accounting of these disclosures only, pursu-
ant to 5 U.S.C. 552a (j)(2), and (k)(2). Further, 
no exemption shall be asserted with respect 
to biographical or travel information sub-
mitted by, and collected from, a person’s 
travel documents or submitted from a gov-
ernment computer system to support or to 
validate those travel documents. After con-
ferring with the appropriate component or 
agency, DHS may waive applicable exemp-
tions in appropriate circumstances and 
where it would not appear to interfere with 
or adversely affect the law enforcement pur-
poses of the systems from which the infor-
mation is recompiled or in which it is con-
tained. Exemptions from the above par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, when information in this 
system of records is recompiled or is created 
from information contained in other systems 
of records subject to exemptions for the fol-
lowing reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosure) because making available to a 
record subject the accounting of disclosures 
from records concerning him or her would 
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specifically reveal any investigative interest 
in the individual. Revealing this information 
could reasonably be expected to compromise 
ongoing efforts to investigate a violation of 
U.S. law, including investigations of a 
known or suspected terrorist, by notifying 
the record subject that he or she is under in-
vestigation. This information could also per-
mit the record subject to take measures to 
impede the investigation, e.g., destroy evi-
dence, intimidate potential witnesses, or flee 
the area to avoid or impede the investiga-
tion. 

(b) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 
administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
when not previously known. 

(c) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

28. The DHS/ICE—007 Law Enforcement 
Support Center (LESC) Alien Criminal Re-
sponse Information Management (ACRIMe) 
system of records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/ICE—007 Law En-
forcement Support Center Alien Criminal 
Response Information Management system 
is a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; investigations, inquiries, and pro-
ceedings thereunder; and national security 
and intelligence activities. The DHS/ICE— 
007 Law Enforcement Support Center Alien 
Criminal Response Information Management 
system contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system of 
records from the following provisions of the 
Privacy Act, subject to the limitations set 
forth in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), and (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 

accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in identifying 
or establishing patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
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providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H) (Agency 
Requirements), and (f) (Agency Rules) be-
cause portions of this system are exempt 
from the individual access provisions of sub-
section (d) for the reasons noted above, and 
therefore DHS is not required to establish re-
quirements, rules, or procedures with respect 
to such access. Providing notice to individ-
uals with respect to existence of records per-
taining to them in the system of records or 
otherwise setting up procedures pursuant to 
which individuals may access and view 
records pertaining to themselves in the sys-
tem would undermine investigative efforts 
and reveal the identities of witnesses, and 
potential witnesses, and confidential inform-
ants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

29. The DHS/ICE—008 Search, Arrest, and 
Seizure system of records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/ICE—008 
Search, Arrest, and Seizure system is a re-
pository of information held by DHS in con-
nection with its several and varied missions 

and functions, including, but not limited to: 
The enforcement of civil and criminal laws; 
investigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. The DHS/ICE—008 Search, 
Arrest, and Seizure system contains infor-
mation that is collected by, on behalf of, in 
support of, or in cooperation with DHS and 
its components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5) 
and (e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 
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(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 

to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

30. The DHS/ICE—009 External Investiga-
tions system of records consists of electronic 
and paper records and will be used by DHS 
and its components. The DHS/ICE—009 Ex-
ternal Investigations system is a repository 
of information held by DHS in connection 
with its several and varied missions and 
functions, including, but not limited to: The 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
there under; and national security and intel-
ligence activities. The DHS/ICE—009 Exter-
nal Investigations system contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), and 
(e)(5) and (e)(8); (f), and (g) pursuant to 5 
U.S.C. 552a(j)(2). Additionally, the Secretary 
of Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
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of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 

confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

31. The DHS/ICE—010 Confidential and 
Other Sources of Information (COSI) system 
of records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ICE—010 Confidential and 
Other Sources of Information system is a re-
pository of information held by DHS in con-
nection with its several and varied missions 
and functions, including, but not limited to: 
the enforcement of civil and criminal laws; 
and investigations, inquiries, and pro-
ceedings there under; and national security 
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and intelligence activities. The DHS/ICE— 
010 Confidential and Other Sources of Infor-
mation system contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and (e)(8); (f), 
and (g) pursuant to 5 U.S.C. 552a(j)(2). Addi-
tionally, the Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to the limitations set forth in 5 U.S.C. 552a 
(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), and (f) 
pursuant to 5 U.S.C. 552a(k)(2). Exemptions 
from these particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, for the fol-
lowing reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-

tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
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with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

32. The DHS/USCIS—006 Fraud Detection 
and National Security Data System (FDNS– 
DS) system of records consists of a stand 
alone database and paper files that will be 
used by DHS and its components. The DHS/ 
USCIS—006 Fraud Detection and National 
Security Data System is a case management 
system used to record, track, and manage 
immigration inquiries, investigative refer-
rals, law enforcement requests, and case de-
terminations involving benefit fraud, crimi-
nal activity, public safety and national secu-
rity concerns. The Secretary of Homeland 
Security has exempted this system from the 
following provisions of the Privacy Act, sub-
ject to the limitations set forth in 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), and (f) pursuant to 5 U.S.C. 552a 
(k)(2). These exemptions apply only to the 
extent that records in the system are subject 
to exemption pursuant to 5 U.S.C. 552a (k)(2). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation; and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-

tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G) and (e)(4)(H) 
(Agency Requirements) because portions of 
this system are exempt from the individual 
access provisions of subsection (d) which ex-
empts providing access because it could alert 
a subject to the nature or existence of an in-
vestigation, and thus there could be no pro-
cedures for that particular data. Procedures 
do exist for access for those portions of the 
system that are not exempted. 

(e) From subsection (e)(4)(I) (Agency Re-
quirements) because providing such source 
information would impede law enforcement 
or intelligence by compromising the nature 
or existence of a confidential investigation. 

(f) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). 

33. The DHS/USCG—028 Family Advocacy 
Case Records system of records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/ 
USCG—028 Family Advocacy Case Records is 
a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: the enforcement of civil and criminal 
laws; investigations, inquiries, and pro-
ceedings there under. The DHS/USCG—028 
Family Advocacy Case Records contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
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set forth in 5 U.S.C. 552a (c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pursuant 
to 5 U.S.C. 552a(k)(2). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 

pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

34. The DHS/USCG–029 Notice of Arrival 
and Departure System of Records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/USCG– 
029 Notice of Arrival and Departure System 
of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under. The DHS/ 
USCG–029 Notice of Arrival and Departure 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. 

The Secretary of Homeland Security, pur-
suant to 5 U.S.C. 552a(j)(2), exempted this 
system from the following provisions of the 
Privacy Act: Sections (c)(3), (e)(8), and (g) of 
the Privacy Act of 1974, as amended, as is 
necessary and appropriate to protect this in-
formation. Further, DHS has exempted sec-
tion (c)(3) of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(k)(2), as 
is necessary and appropriate to protect this 
information. 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 
When an investigation has been completed, 
information on disclosures made may con-
tinue to be exempted if the fact that an in-
vestigation occurred remains sensitive after 
completion. 

(b) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
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seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(c) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

35. The DHS/Secret Service—001 Criminal 
Investigation Information system of records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
DHS/Secret Service—001 Criminal Investiga-
tion Information system is a repository of 
information held by DHS in connection with 
its several and varied missions and func-
tions, including, but not limited to: The en-
forcement of civil and criminal laws; inves-
tigations, inquiries, and proceedings there 
under; the protection of the President of the 
United States or other individuals and loca-
tions pursuant to section 3056 and 3056A of 
Title 18. The DHS/Secret Service—001 Crimi-
nal Investigation Information system con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other Federal, State, local, tribal, for-
eign, international government agencies, as 
well as private corporate, education and 
other entities. The Secretary of Homeland 
Security has exempted this system from the 
following provisions of the Privacy Act, sub-
ject to the limitations set forth in 5 U.S.C. 
552a(c)(3) and (4); (d); (e)(1), (e)(2), (e)(3), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and (e)(8); 
(f), and (g) pursuant to 5 U.S.C. 552a(j)(2). Ad-
ditionally, the Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to the limitations set forth in 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), (I), 
and (f) pursuant to 5 U.S.C. 552a(k)(1), (k)(2), 
and (k)(3). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, or 
protective inquiry, and reveal investigative 
interest on the part of DHS as well as the re-
cipient agency. Disclosure of the accounting 
would therefore present a serious impedi-
ment to law enforcement efforts and/or the 
Secret Service’s protective mission. Disclo-
sure of the accounting would also permit the 
individual who is the subject of a record to 
impede the investigation, or inquiry, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative or inquiry 
process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 

this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, or protective inquiry to the existence 
of the investigation or inquiry, and reveal 
investigative interest on the part of DHS or 
another agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation or in-
quiry, to tamper with witnesses or evidence, 
and to avoid detection or apprehension. 
Amendment of the records could interfere 
with ongoing investigations and law enforce-
ment or protective activities and/or could 
disclose security-sensitive information that 
could be detrimental to homeland security 
or the protective mission of the Secret Serv-
ice. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law or protective inquiries, 
the accuracy of information obtained or in-
troduced occasionally may be unclear or the 
information may not be strictly relevant or 
necessary to a specific investigation or pro-
tective inquiry. In the interests of effective 
law enforcement, and/or the protective mis-
sion of the Secret Service, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity, or a 
threat to an individual, location or event 
protected or secured by the Secret Service. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation or protective in-
quiry would alert the subject to the nature 
or existence of an investigation or inquiry, 
thereby interfering with the related inves-
tigation or inquiry and law enforcement or 
protective activities. 

(e) From subsection (e)(3) (Notice to Indi-
viduals Providing Information) because pro-
viding such detailed information would im-
pede law enforcement or protective activi-
ties in that it could compromise investiga-
tions or inquires by: Revealing the existence 
of an otherwise confidential investigation or 
inquiry and thereby provide an opportunity 
for the subject of an investigation or inquiry 
to conceal evidence, alter patterns of behav-
ior, or take other actions that could thwart 
investigative or protective efforts; reveal the 
identity of witnesses in investigations or in-
quiries, thereby providing an opportunity for 
the subjects of the investigations or inquir-
ies or others to harass, intimidate, or other-
wise interfere with the collection of evidence 
or other information from such witnesses; or 
reveal the identity of confidential inform-
ants, which would negatively affect the in-
formant’s usefulness in any ongoing or fu-
ture investigations or protective activities 
and discourage members of the public from 
cooperating as confidential informants in 
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any future investigations or protective ac-
tivities. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to the existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative or 
protective efforts and reveal the identities of 
witnesses, and potential witnesses, and con-
fidential informants. 

(g) From subsection (e)(5) (Maintenance of 
Information Used in Making any Determina-
tion) because in the collection of informa-
tion for law enforcement and protective pur-
poses it is impossible to determine in ad-
vance what information is accurate, rel-
evant, timely, and complete. Compliance 
with (e)(5) would preclude Secret Service 
DHS agents from using their investigative 
and protective training and exercising good 
judgment to both conduct and report on in-
vestigations or other protective activities. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, or/and could result in disclosure of in-
vestigative or protective techniques, proce-
dures, and evidence. 

(i) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act 
relating to individuals’ rights to access and 
amend their records contained in the system. 
Therefore DHS is not required to establish 
rules or procedures pursuant to which indi-
viduals may seek a civil remedy for the 
agency’s: Refusal to amend a record; refusal 
to comply with a request for access to 
records; failure to maintain accurate, rel-
evant, timely and complete records; or fail-
ure to otherwise comply with an individual’s 
right to access or amend records. 

36. The DHS/Secret Service—003 Non- 
Criminal Investigation Information system 
of records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/Secret Service—003 Non- 
Criminal Investigation Information system 
is a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; criminal, civil, protective and 
background investigations and inquiries, and 
proceedings thereunder; the protection of the 
President of the United States or other indi-

viduals and locations pursuant to section 
3056 and 3056A of Title 18; and the hiring of 
employees through an application process 
which includes the use of polygraph exami-
nations. The DHS/Secret Service—003 Non- 
Criminal Investigation Information system 
contains information that is collected by, on 
behalf of, in support of, or in cooperation 
with DHS and its components and may con-
tain personally identifiable information col-
lected by other Federal, State, local, tribal, 
foreign, or international government agen-
cies, as well as private corporate, edu-
cational and other entities. The Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), (k)(3), (k)(5), and (k)(6). Ex-
emptions from these particular subsections 
are justified, on a case-by-case basis to be 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, or 
protective inquiry, and reveal investigative 
interest on the part of DHS as well as the re-
cipient agency. Disclosure of the accounting 
would therefore present a serious impedi-
ment to law enforcement efforts and/or the 
Secret Service’s protective mission. Disclo-
sure of the accounting would also permit the 
individual who is the subject of a record to 
impede the investigation or inquiry, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative or inquiry 
process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, or protective inquiry to the existence 
of the investigation or inquiry, and reveal 
investigative interest on the part of DHS or 
another agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation or in-
quiry, to tamper with witnesses or evidence, 
and to avoid detection or apprehension. 
Amendment of the records could interfere 
with ongoing investigations and law enforce-
ment or protective activities and/or could 
disclose security-sensitive information that 
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could be detrimental to homeland security 
or the protective mission of the Secret Serv-
ice. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law or protective inquiries, 
the accuracy of information obtained or in-
troduced occasionally may be unclear or the 
information may not be strictly relevant or 
necessary to a specific investigation or pro-
tective inquiry. In the interests of effective 
law enforcement and/or the protective mis-
sion of the Secret Service, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity, or a 
threat to an individual, location or event 
protected or secured by the Secret Service. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation or protective in-
quiry would alert the subject to the nature 
or existence of an investigation or inquiry, 
thereby interfering with the related inves-
tigation or inquiry and law enforcement or 
protective activities. 

(e) From subsection (e)(3) (Notice to Indi-
viduals Providing Information) because pro-
viding such detailed information would im-
pede law enforcement or protective activi-
ties in that it could compromise investiga-
tions or inquiries by: Revealing the existence 
of an otherwise confidential investigation or 
inquiry and thereby provide an opportunity 
for the subject of an investigation or inquiry 
to conceal evidence, alter patterns of behav-
ior, or take other actions that could thwart 
investigative or protective efforts; reveal the 
identity of witnesses in investigations or in-
quiries, thereby providing an opportunity for 
the subjects of the investigations or inquir-
ies or others to harass, intimidate, or other-
wise interfere with the collection of evidence 
or other information from such witnesses; or 
reveal the identity of confidential inform-
ants, which would negatively affect the in-
formant’s usefulness in any ongoing or fu-
ture investigations or protective activities 
and discourage members of the public from 
cooperating as confidential informants in 
any future investigations or protective ac-
tivities. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to the existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative or 

protective efforts and reveal the identities of 
witnesses, and potential witnesses, and con-
fidential informants. 

(g) From subsection (e)(5) (Maintenance of 
Information Used in Making any Determina-
tion) because in the collection of informa-
tion for law enforcement and protective pur-
poses it is impossible to determine in ad-
vance what information is accurate, rel-
evant, timely, and complete. Compliance 
with (e)(5) would preclude Secret Service 
agents from using their investigative and 
protective training, and exercising good 
judgment to both conduct and report on in-
vestigations or other protective activities. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, or could result in disclosure of inves-
tigative or protective techniques, proce-
dures, and evidence. 

(i) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act 
relating to individuals’ rights to access and 
amend their records contained in the system. 
Therefore DHS is not required to establish 
rules or procedures pursuant to which indi-
viduals may seek a civil remedy for the 
agency’s: Refusal to amend a record; refusal 
to comply with a request for access to 
records; failure to maintain accurate, rel-
evant, timely and complete records; or fail-
ure to otherwise comply with an individual’s 
right to access or amend records. 

37. The DHS/Secret Service—004 Protection 
Information system of records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/Secret 
Service—004 Protection Information system 
is a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: the enforcement of civil and criminal 
laws; investigations, inquiries, and pro-
ceedings thereunder; and the protection of 
the President of the United States or other 
individuals and locations pursuant to Sec-
tions 3056 and 3056A of Title 18. The DHS/Se-
cret Service—004 Protection Information 
system contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, Tribal, foreign, or international gov-
ernment agencies, as well as private cor-
porate or other entities. The Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f), and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
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Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(3). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion or a protective inquiry to the existence 
of the investigation or inquiry, and reveal 
investigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or the Secret Service’s protective mis-
sion. Disclosure of the accounting would also 
permit the individual who is the subject of a 
record to impede the investigation or in-
quiry, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive or inquiry process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, or protective inquiry to the existence 
of the investigation or inquiry, and reveal 
investigative interest on the part of DHS or 
another agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, or in-
quiry to tamper with witnesses or evidence, 
and to avoid detection or apprehension. 
Amendment of the records could interfere 
with ongoing investigations, law enforce-
ment or protective activities and/or could 
disclose security-sensitive information that 
could be detrimental to homeland security 
or the protective mission of the Secret Serv-
ice. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law or protective inquiries, 
the accuracy of information obtained or in-
troduced occasionally may be unclear or the 
information may not be strictly relevant or 
necessary to a specific investigation or pro-
tective inquiry. In the interests of effective 
law enforcement and/or the protective mis-
sion of the Secret Service, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity, or a 
possible threat to an individual, location or 
event protected or secured by the Secret 
Service. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-

ing that information be collected from the 
subject of an investigation or protective in-
quiry would alert the subject to the nature 
or existence of an investigation or inquiry, 
thereby interfering with the related inves-
tigation or inquiry and law enforcement or 
protective activities. 

(e) From subsection (e)(3) (Notice to Indi-
viduals Providing Information) because pro-
viding such detailed information would im-
pede law enforcement or protective activi-
ties in that it could compromise investiga-
tions or inquiries by: Revealing the existence 
of an otherwise confidential investigation or 
inquiry and thereby provide an opportunity 
for the subject of an investigation or inquiry 
to conceal evidence, alter patterns of behav-
ior, or take other actions that could thwart 
investigative or protective efforts; reveal the 
identity of witnesses, thereby providing an 
opportunity for the subjects of the investiga-
tions or inquiries or others to harass, intimi-
date, or otherwise interfere with the collec-
tion of evidence or other information from 
such witnesses; or reveal the identity of con-
fidential informants, which would negatively 
affect the informant’s usefulness in any on-
going or future investigations or protective 
activities and discourage members of the 
public from cooperating as confidential in-
formants in any future investigations or pro-
tective activities. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to the existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
and protective efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Maintenance of 
Information Used in Making any Determina-
tion) because in the collection of informa-
tion for law enforcement and protective pur-
poses it is impossible to determine in ad-
vance what information is accurate, rel-
evant, timely, and complete. Compliance 
with (e)(5) would preclude Secret Service 
agents from using their investigative and 
protective training and exercising good judg-
ment to both conduct and report on inves-
tigations or other protective activities. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
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seal, and could result in disclosure of inves-
tigative or protective techniques, proce-
dures, and evidence. 

(i) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act 
relating to individuals’ rights to access and 
amend their records contained in the system. 
Therefore DHS is not required to establish 
rules or procedures pursuant to which indi-
viduals may seek a civil remedy for the 
agency’s: refusal to amend a record; refusal 
to comply with a request for access to 
records; failure to maintain accurate, rel-
evant, timely and complete records; or fail-
ure to otherwise comply with an individual’s 
right to access or amend records. 

38. The DHS/ALL—025 Law Enforcement 
Authority in Support of the Protection of 
Property Owned or Occupied by the Depart-
ment of Homeland Security system of 
records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ALL—025 Law Enforce-
ment Authority in Support of the Protection 
of Property Owned or Occupied by the De-
partment of Homeland Security system is a 
repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; investigations, inquiries, and pro-
ceedings there under; and national security 
and intelligence activities. The DHS/ALL— 
025 Law Enforcement Authority in Support 
of the Protection of Property Owned or Oc-
cupied by the Department of Homeland Secu-
rity system contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), and (k)(5). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 

record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

39. The DHS/ALL—017 General Legal 
Records system of records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/ALL—017 
General Legal Records system of records is a 
repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; investigations, inquiries, and pro-
ceedings thereunder; national security and 
intelligence activities; and protection of the 
President of the United States or other indi-
viduals pursuant to section 3056 and 3056A of 
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Title 18. The DHS/ALL—017 General Legal 
Records system of records contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5) and (e)(8); (f), and (g), pursuant 
to exemption 5 U.S.C. 552a(j)(2). Addition-
ally, the Secretary of Homeland Security has 
exempted this system from the following 
provisions of the Privacy Act, subject to the 
limitations set forth in 5 U.S.C. 552a (c)(3), 
(d), (e)(1), (e)(4)(G), (e)(4)(H), (I), and (f), pur-
suant to 5 U.S.C. 552a(k)(1), (k)(2), (k)(3) and 
(k)(5). Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-

tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
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with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

40. The DHS/ALL—023 Personnel Security 
Management system of records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/ALL— 
023 Personnel Security Management system 
is a repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including, but not lim-
ited to: The enforcement of civil and crimi-
nal laws; investigations, inquiries, and pro-
ceedings thereunder; national security and 
intelligence activities; and protection of the 
President of the United States or other indi-
viduals pursuant to section 3056 and 3056A of 
Title 18. The DHS/ALL—023 Personnel Secu-
rity Management system contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a (c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pursuant 
to 5 U.S.C. 552a(k)(1), (k)(2), (k)(3), and (k)(5). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 

detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

41. The DHS/NPPD/US–VISIT—001 Arrival 
and Departure Information system of records 
notice is a system for the storage and use of 
biographic, biometric indicator, and encoun-
ter data consolidated from various systems 
regarding aliens who have applied for entry, 
entered, or departed the United States. In-
formation in the DHS/NPPD/US–VISIT—001 
Arrival and Departure Information system of 
records notice is used primarily to facilitate 
the investigation of subjects of interest who 
may have violated their immigration status 
by remaining in the United States beyond 
their authorized stay; thereby supporting 
the several and varied missions and func-
tions of DHS, including but not limited to: 
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the enforcement of civil and criminal laws 
(including the immigration law); investiga-
tions, inquiries; national security and intel-
ligence activities in support of the DHS mis-
sion to identify and prevent acts of terrorism 
against the United States. The information 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and (e)(8); (f); 
and (g) pursuant to 5 U.S.C. 552a(j)(2). Addi-
tionally, the Secretary of Homeland Secu-
rity has exempted this system from the fol-
lowing provisions of the Privacy Act, subject 
to the limitations set forth in 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H); and 
(f) pursuant to 5 U.S.C. 552a(k)(1), (k)(2), 
(k)(3) and (k)(5). Exemptions from these par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation; 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tities of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency Re-
quirements) because portions of this system 
are exempt from the individual access provi-
sions of subsection (d) for the reasons noted 
above, and therefore DHS is not required to 
establish requirements, rules, or procedures 
with respect to such access. Providing notice 
to individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
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to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act 
relating to individuals’ rights to access and 
amend their records contained in the system. 
Therefore DHS is not required to establish 
rules or procedures pursuant to which indi-
viduals may seek a civil remedy for the 
agency’s: refusal to amend a record; refusal 
to comply with a request for access to 
records; failure to maintain accurate, rel-
evant, timely and complete records; or fail-
ure to otherwise comply with an individual’s 
right to access or amend records. 

42. The DHS/NPPD/US–VISIT—003 Tech-
nical Reconciliation Analysis Classification 
system of records (TRACS) consists of stand 
alone database and paper files that will be 
used by DHS and its components. This sys-
tem of records will be used to perform a 
range of information management and ana-
lytic functions involving collecting, 
verifying, and resolving tracking of data pri-
marily on individuals who are not United 
States citizens or legal permanent residents 
(LPRs). However, it will contain data on: (1.) 
U.S. citizens or LPRs who have a connection 
to the DHS mission (e.g., individuals who 
have submitted a visa application to the UK, 
or have made requests for a license or cre-
dential as part of a background check or se-
curity screening in connection with their 
hiring or retention, performance of a job 
function or the issuance of a license or cre-
dential for employment at DHS); (2.) U.S. 
citizens and LPRs who have an incidental 
connection to the DHS mission (e.g., individ-
uals living at the same address as individuals 
who have remained in this country beyond 
their authorized stays); and (3.) individuals 
who have, over time, changed their status 
and became U.S. citizens or LPRs. The DHS/ 
NPPD/US–VISIT—003 Technical Reconcili-
ation Analysis Classification system of 
records is managed and maintained by the 
US–VISIT Program. The data contained in 
the DHS/NPPD/US–VISIT—003 Technical 
Reconciliation Analysis Classification sys-
tem of records is primarily derived from 
DHS/NPPD/U.S–VISIT—001 Arrival and De-
parture Information System (ADIS); DHS/ 
CBP—011 TECS; DHS/ICE—001 Student and 
Exchange Visitor Information System 
(SEVIS); DHS/ICE/CBP/USCIS—001—03 En-
forcement Operational Immigration Records 
(ENFORCE/IDENT); DHS/ICE—011 Remov-
able Alien Records System (RARS); DHS/ 

USCIS—001 Alien File (A–File) and Central 
Index System (CIS); DHS/USCIS—007 Bene-
fits Information System covering Computer 
Linked Application Information Manage-
ment System 3 (Claims 3) and Computer 
Linked Application Information Manage-
ment System 4 (Claims 4); DHS/USCIS Refu-
gees, Asylum & Parole System (RAPS); and 
from the Department of State’s Consolidated 
Consular Database (CCD). The DHS/NPPD/ 
US–VISIT—003 Technical Reconciliation 
Analysis Classification system of records 
also contains data from web searches for ad-
dresses and phone numbers. This data is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components. 
The Secretary of Homeland Security has ex-
empted this system from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in 5 U.S.C. 552a(c)(3) and (4); 
(d); (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5) and (e)(8); (f); and (g) pursuant 
to 5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. 552a(k)(1), (k)(2), and (k)(5). Ex-
emptions from these particular subsections 
are justified, on a case-by-case basis to be 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
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impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), and (e)(4)(H) 
(Agency Requirements) because portions of 
this system are exempt from the individual 
access provisions of subsection (d) which ex-
empts providing access because it could alert 
a subject to the nature or existence of an in-
vestigation, and thus there could be no pro-
cedures for that particular data. Procedures 
do exist for access for those portions of the 
system that are not exempted. 

(g) From subsection (e)(4)(I) (Agency Re-
quirements) because providing such source 
information would impede enforcement or 
intelligence by compromising the nature or 
existence of a confidential investigation. 

(h) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 

complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(i) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures and evi-
dence. 

(j) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). 

(k) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act. 

43. The DHS/USCG—013 Marine Informa-
tion for Safety and Law Enforcement system 
of records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/USCG—013 Marine Infor-
mation for Safety and Law Enforcement sys-
tem of records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to: the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; national secu-
rity and intelligence activities. The DHS/ 
USCG—013 Marine Information for Safety 
and Law Enforcement system of records con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other Federal, State, local, tribal, for-
eign, or international government agencies. 
The Secretary of Homeland Security has ex-
empted this system from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in 5 U.S.C. 552a(c)(3) and (4); 
(d); (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5) and (e)(8); (f); and (g) pursuant 
to 5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H); (I); and (f) pursuant to 5 
U.S.C. 552a(k)(2). Exemptions from these par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 

VerDate Sep<11>2014 12:23 Jan 30, 2020 Jkt 250011 PO 00000 Frm 00094 Fmt 8010 Sfmt 8002 Q:\06\6V1.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B



85 

Office of the Secretary, Homeland Security Pt. 5, App. C 

present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 

any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

44. The DHS/USCG—030 Merchant Sea-
man’s Records system of records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/ 
USCG—030 Merchant Seaman’s Records sys-
tem of records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to: the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under. The DHS/ 
USCG—030 Merchant Seaman’s Records sys-
tem of records contains information that is 
collected by, on behalf of, in support of, or in 
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cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 

provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

45. The DHS/CBP—006 Automated Tar-
geting system of records performs screening 
of both inbound and outbound cargo, trav-
elers, and conveyances. As part of this 
screening function and to facilitate DHS’s 
border enforcement mission, the DHS/CBP— 
006 Automated Targeting system of records 
compares information received with CBP’s 
law enforcement databases, the Federal Bu-
reau of Investigation Terrorist Screening 
Center’s Terrorist Screening Database 
(TSDB), information on outstanding wants 
or warrants, information from other govern-
ment agencies regarding high-risk parties, 
and risk-based rules developed by analysts 
using law enforcement data, intelligence, 
and past case experience. The modules also 
facilitate analysis of the screening results of 
these comparisons. This supports the several 
and varied missions and functions of DHS, 
including but not limited to: The enforce-
ment of civil and criminal laws (including 
the immigration law); investigations, inquir-
ies; national security and intelligence activi-
ties in support of the DHS mission to iden-
tify and prevent acts of terrorism against 
the United States. The information is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. Certain records or infor-
mation in DHS/CBP—006 Automated Tar-
geting system of records are exempt from 
the Privacy Act. With respect to the ATS–P 
module, exempt records are the targeting 
rule sets, risk assessment analyses, and busi-
ness confidential information contained in 
the PNR that relates to the air and vessel 
carriers. No exemption shall be asserted re-
garding PNR data about the requester, pro-
vided by either the requester or a booking 
agent, brokers, or another person on the re-
quester’s behalf. This information, upon re-
quest, may be provided to the requester in 
the form in which it was collected from the 
respective carrier, but may not include cer-
tain business confidential information of the 
air carrier that is also contained in the 
record, such as use and application of fre-
quent flier miles, internal annotations to the 
air fare, etc. For other DHS/CBP—006 Auto-
mated Targeting system of records modules 
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the only information maintained in the sys-
tem is the targeting rule sets, risk assess-
ment analyses, and a pointer to the data 
from the source system of records. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d)(1), 
(2), (3), and (4); (e)(1), (2), (3), (4)(G) through 
(I), (e)(5), and (8); (f); and (g) pursuant to 5 
U.S.C. 552a(j)(2). Additionally, the Secretary 
of Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3) and (4); (d)(1), (2), (3), 
and (4); (e)(1), (2), (3), (4)(G) through (I), 
(e)(5), and (8); (f); and (g) pursuant to 5 U.S.C. 
552a(k)(2). These exemptions also apply to 
the extent that information in this system of 
records is recompiled or is created from in-
formation contained in other systems of 
records. After conferring with the appro-
priate component or agency, DHS may waive 
applicable exemptions in appropriate cir-
cumstances and where it would not appear to 
interfere with or adversely affect the law en-
forcement purposes of the systems from 
which the information is recompiled or in 
which it is contained. Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosure) because making available 
to a record subject the accounting of disclo-
sures from records concerning him or her 
would specifically reveal any investigative 
interest in the individual. Revealing this in-
formation could reasonably be expected to 
compromise ongoing efforts to investigate a 
known or suspected criminal or terrorist, or 
other person of interest, by notifying the 
record subject that he or she is under inves-
tigation. This information could also permit 
the record subject to take measures to im-
pede the investigation, e.g., destroy evi-
dence, intimidate potential witnesses, or flee 
the area to avoid or impede the investiga-
tion. Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: (a) From 
subsection (c)(3) (Accounting for Disclosure) 
because making available to a record subject 
the accounting of disclosures from records 
concerning him or her would specifically re-
veal any investigative interest in the indi-
vidual. Revealing this information could rea-
sonably be expected to compromise ongoing 
efforts to investigate a known or suspected 
terrorist by notifying the record subject that 
he or she is under investigation. This infor-
mation could also permit the record subject 
to take measures to impede the investiga-
tion, e.g., destroy evidence, intimidate po-

tential witnesses, or flee the area to avoid or 
impede the investigation. 

(b) From subsection (c)(4) (Accounting for 
Disclosure, notice of dispute) because certain 
records in this system are exempt from the 
access and amendment provisions of sub-
section (d), this requirement to inform any 
person or other agency about any correction 
or notation of dispute that the agency made 
with regard to those records, should not 
apply. 

(c) From subsections (d)(1), (2), (3), and (4) 
(Access to Records) because these provisions 
concern individual access to and amendment 
of certain records contained in this system, 
including law enforcement, counterter-
rorism, and investigatory records. Compli-
ance with these provisions could alert the 
subject of an investigation to the fact and 
nature of the investigation, and/or the inves-
tigative interest of intelligence or law en-
forcement agencies; compromise sensitive 
information related to law enforcement, in-
cluding matters bearing on national secu-
rity; interfere with the overall law enforce-
ment process by leading to the destruction of 
evidence, improper influencing of witnesses, 
fabrication of testimony, and/or flight of the 
subject; could identify a confidential source; 
reveal a sensitive investigative or intel-
ligence technique; or constitute a potential 
danger to the health or safety of law enforce-
ment personnel, confidential informants, and 
witnesses. Amendment of these records 
would interfere with ongoing counterter-
rorism or law enforcement investigations 
and analysis activities and impose an impos-
sible administrative burden by requiring in-
vestigations, analyses, and reports to be con-
tinuously reinvestigated and revised. 

(d) From subsection (e)(1) (Relevancy and 
Necessity of Information) because it is not 
always possible for DHS or other agencies to 
know in advance what information is rel-
evant and necessary for it to complete 
screening of cargo, conveyances, and pas-
sengers. Information relating to known or 
suspected criminals or terrorists or other 
persons of interest, is not always collected in 
a manner that permits immediate 
verification or determination of relevancy to 
a DHS purpose. For example, during the 
early stages of an investigation, it may not 
be possible to determine the immediate rel-
evancy of information that is collected— 
only upon later evaluation or association 
with further information, obtained subse-
quently, may it be possible to establish par-
ticular relevance to a law enforcement pro-
gram. Lastly, this exemption is required be-
cause DHS and other agencies may not al-
ways know what information about an en-
counter with a known or suspected criminal 
or terrorist or other person of interest will 
be relevant to law enforcement for the pur-
pose of conducting an operational response. 
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(e) From subsection (e)(2) (Collection of In-
formation from Individuals) because applica-
tion of this provision could present a serious 
impediment to counterterrorism or other 
law enforcement efforts in that it would put 
the subject of an investigation, study or 
analysis on notice of that fact, thereby per-
mitting the subject to engage in conduct de-
signed to frustrate or impede that activity. 
The nature of counterterrorism, and law en-
forcement investigations is such that vital 
information about an individual frequently 
can be obtained only from other persons who 
are familiar with such individual and his/her 
activities. In such investigations it is not 
feasible to rely solely upon information fur-
nished by the individual concerning his own 
activities. 

(f) From subsection (e)(3) (Notice to Sub-
jects), to the extent that this subsection is 
interpreted to require DHS to provide notice 
to an individual if DHS or another agency re-
ceives or collects information about that in-
dividual during an investigation or from a 
third party. Should the subsection be so in-
terpreted, exemption from this provision is 
necessary to avoid impeding counterter-
rorism or other law enforcement efforts by 
putting the subject of an investigation, 
study or analysis on notice of that fact, 
thereby permitting the subject to engage in 
conduct intended to frustrate or impede that 
activity. 

(g) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements) because portions of 
this system are exempt from the access and 
amendment provisions of subsection (d). 

(h) From subsection (e)(5) (Collection of In-
formation) because many of the records in 
this system coming from other systems of 
records are derived from other domestic and 
foreign agency record systems and therefore 
it is not possible for DHS to vouch for their 
compliance with this provision; however, the 
DHS has implemented internal quality as-
surance procedures to ensure that data used 
in its screening processes is as complete, ac-
curate, and current as possible. In addition, 
in the collection of information for law en-
forcement and counterterrorism purposes, it 
is impossible to determine in advance what 
information is accurate, relevant, timely, 
and complete. With the passage of time, 
seemingly irrelevant or untimely informa-
tion may acquire new significance as further 
investigation brings new details to light. The 
restrictions imposed by (e)(5) would limit the 
ability of those agencies’ trained investiga-
tors and intelligence analysts to exercise 
their judgment in conducting investigations 
and impede the development of intelligence 
necessary for effective law enforcement and 
counterterrorism efforts. 

(i) From subsection (e)(8) (Notice on Indi-
viduals) because to require individual notice 
of disclosure of information due to compul-
sory legal process would pose an impossible 

administrative burden on DHS and other 
agencies and could alert the subjects of 
counterterrorism or law enforcement inves-
tigations to the fact of those investigations 
when not previously known. 

(j) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). Access to, and amendment 
of, system records that are not exempt or for 
which exemption is waived may be obtained 
under procedures described in the related 
SORN or subpart B of this part. 

(k) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

46. The DHS/CBP–007 Border Crossing In-
formation System of Records consists of 
electronic and paper records and will be used 
by DHS and its Components. The DHS/CBP– 
007 Border Crossing Information System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and law enforce-
ment, border security, and intelligence ac-
tivities. The DHS/CBP–007 Border Crossing 
Information System of Records contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its Components and may contain person-
ally identifiable information collected by 
other Federal, State, local, tribal, foreign, or 
international government agencies. At the 
time of border crossing and during the proc-
ess of determining admissibility, CBP col-
lects two types of data for which it claims 
different exemptions. 

(a) CBP will not assert any exemption to 
limit an individual from accessing or amend-
ing his or her record with respect to informa-
tion maintained in the system that is col-
lected from a person at the time of crossing 
and submitted by that person’s air, sea, bus, 
or rail carriers. The Privacy Act requires 
DHS to maintain an accounting of the dis-
closures made pursuant to all routine uses. 
Pursuant to 5 U.S.C. 552a(j)(2), CBP will not 
disclose the fact that a law enforcement or 
intelligence agency has sought particular 
records because it may affect ongoing law 
enforcement activities. The Secretary of 
Homeland Security has exempted this sys-
tem from subsections (c)(3), (e)(8), and (g) of 
the Privacy Act of 1974, as amended, as is 
necessary and appropriate to protect this in-
formation. Further, DHS will claim exemp-
tion from subsection (c)(3) of the Privacy Act 
of 1974, as amended, pursuant to 5 U.S.C. 
552a(k)(2) as is necessary and appropriate to 
protect this information. Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 
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(i) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(ii) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(iii) From subsection (g) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

(b) Additionally, this system contains 
records or information recompiled from or 
created from information contained in other 
systems of records that are exempt from cer-
tain provisions of the Privacy Act. For these 
records or information only, the Secretary of 
Homeland Security, pursuant to 5 U.S.C. 
552a(j)(2), has exempted this system from the 
following provisions of the Privacy Act: 5 
U.S.C. 552a(c)(3), (c)(4); (d)(1)–(4); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5) and 
(e)(8); (f); and (g). Additionally, the Sec-
retary of Homeland Security, pursuant to 5 
U.S.C. 552a(k)(2), has exempted this system 
from the following provisions of the Privacy 
Act, 5 U.S.C. 552a(c)(3); (d)(1)–(4); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(i) From subsection (c)(3) and (c)(4) (Ac-
counting for Disclosures) because release of 
the accounting of disclosures could alert the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(ii) From subsection (d) (Access to 
Records) because access to the 6records con-
tained in this system of records could inform 
the subject of an investigation of an actual 
or potential criminal, civil, or regulatory 
violation to the existence of that investiga-
tion and reveal investigative interest on the 
part of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(iii) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(iv) From subsection (e)(2) (Collection of 
Information from Individuals) because re-
quiring that information be collected from 
the subject of an investigation would alert 
the subject to the nature or existence of the 
investigation, thereby interfering with that 
investigation and related law enforcement 
activities. 

(v) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(vi) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, potential witnesses, and 
confidential informants. 

(vii) From subsection (e)(5) (Collection of 
Information) because with the collection of 
information for law enforcement purposes, it 
is impossible to determine in advance what 
information is accurate, relevant, timely, 
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and complete. Compliance with subsection 
(e)(5) would preclude DHS agents from using 
their investigative training and exercise of 
good judgment to both conduct and report on 
investigations. 

(viii) From subsection (e)(8) (Notice on In-
dividuals) because compliance would inter-
fere with DHS’s ability to obtain, serve, and 
issue subpoenas, warrants, and other law en-
forcement mechanisms that may be filed 
under seal and could result in disclosure of 
investigative techniques, procedures, and 
evidence. 

(ix) From subsection (g) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

47. The Visa Security Program Records 
(VSPR) system of records consists of elec-
tronic and paper records and will be used by 
the Department of Homeland Security (DHS) 
U.S. Immigration and Customs Enforcement 
(ICE). VSPR consists of information created 
in support of the Visa Security Program, the 
purpose of which is to identify persons who 
may be ineligible for a U.S. visa because of 
criminal history, terrorism association, or 
other factors and convey that information to 
the State Department, which decides wheth-
er to issue the visa. VSPR contains records 
on visa applicants for whom a visa security 
review is conducted. VSPR contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
Federal, State, local, Tribal, foreign, or 
international government agencies. Pursu-
ant to exemption 5 U.S.C. 552a(j)(2) of the 
Privacy Act, portions of this system are ex-
empt from 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), and (e)(4)(H), 
(e)(5) and (e)(8); (f); and (g). Pursuant to 5 
U.S.C. 552a(k)(1) and (k)(2), this system is ex-
empt from the following provisions of the 
Privacy Act, subject to the limitations set 
forth in those subsections: 5 U.S.C. 552a(c)(3), 
(d), (e)(1), (e)(4)(G), (e)(4)(H), and (f). Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the in-
dividual to the existence of an investigation 
in the form of a visa security review predi-
cated on classified, national security, law 
enforcement, foreign government, or other 
sensitive information. Disclosure of the ac-
counting would therefore present a serious 
impediment to ICE’s Visa Security Program, 
immigration enforcement efforts and/or ef-
forts to preserve national security. Disclo-
sure of the accounting would also permit the 
individual who is the subject of a record to 
impede the investigation, thereby under-
mining the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could alert the indi-
vidual to the existence of an investigation in 
the form of a visa security review predicated 
on classified, national security, law enforce-
ment, foreign government, or other sensitive 
information. Revealing the existence of an 
otherwise confidential investigation could 
also provide the visa applicant an oppor-
tunity to conceal adverse information or 
take other actions that could thwart inves-
tigative efforts; and reveal the identity of 
other individuals with information pertinent 
to the visa security review, thereby pro-
viding an opportunity for the applicant to 
interfere with the collection of adverse or 
other relevant information from such indi-
viduals. Access to the records would there-
fore present a serious impediment to the en-
forcement of Federal immigration laws, law 
enforcement efforts and/or efforts to pre-
serve national security. Amendment of the 
records could interfere with ICE’s ongoing 
investigations and law enforcement activi-
ties and would impose an impossible admin-
istrative burden by requiring investigations 
to be continuously reinvestigated. In addi-
tion, permitting access and amendment to 
such information could disclose classified 
and other security-sensitive information 
that could be detrimental to national or 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations of visa applications, 
the accuracy of information obtained or in-
troduced occasionally may be unclear or the 
information may not be strictly relevant or 
necessary to a specific investigation. In the 
interest of effective enforcement of Federal 
immigration laws, it is appropriate to retain 
all information that may be relevant to the 
determination whether an individual is eligi-
ble for a U.S. visa. 

(d) From subsection (e)(2) (Collection of In-
formation From Individuals) because requir-
ing that information be collected from the 
visa applicant would alert the subject to the 
fact of an investigation in the form of a visa 
security review, and to the existence of ad-
verse information about the individual, 
thereby interfering with the related inves-
tigation and law enforcement activities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede immigration enforce-
ment activities in that it could compromise 
investigations by: Revealing the existence of 
an otherwise confidential investigation and 
thereby provide an opportunity for the visa 
applicant to conceal adverse information, or 
take other actions that could thwart inves-
tigative efforts; Reveal the identity of other 
individuals with information pertinent to 
the visa security review, thereby providing 
an opportunity for the applicant to interfere 
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with the collection of adverse or other rel-
evant information from such individuals; or 
reveal the identity of confidential inform-
ants, which would negatively affect the in-
formant’s usefulness in any ongoing or fu-
ture investigations and discourage members 
of the public from cooperating as confiden-
tial informants in any future investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
and immigration enforcement efforts as de-
scribed above. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) because to re-
quire individual notice of disclosure of infor-
mation due to compulsory legal process 
would pose an impossible administrative 
burden on DHS and other agencies and could 
alert the subjects of counterterrorism, law 
enforcement, or intelligence investigations 
to the fact of those investigations when not 
previously known. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

48. The DHS/ICE–011 Immigration and En-
forcement Operational Records system of 
records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ICE–011 Immigration and 
Enforcement Operational Records system of 
records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to: The enforcement of civil and 

criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The DHS/ 
ICE–011 Immigration and Enforcement Oper-
ational Records system of records contains 
information that is collected by, on behalf 
of, in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other federal, state, local, tribal, foreign, or 
international government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in 5 U.S.C. 552a(c)(3) and (4); (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5), 
and (e)(8); (f); and (g) pursuant to 5 U.S.C. 
552a(j)(2). Additionally, the Secretary of 
Homeland Security has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to the limitations set forth 
in 5 U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), 
(e)(4)(H); and (f) pursuant to 5 U.S.C. 
552a(k)(2). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 
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(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
Revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 

to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: Refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

49. The DHS/USCIS—009 Compliance 
Tracking and Management System of 
Records consists of electronic and paper files 
that will be used by DHS and its compo-
nents. This system of records will be used to 
perform a range of information management 
and analytic functions involving minimizing 
misuse, abuse, discrimination, breach of pri-
vacy, and fraudulent use of SAVE and E- 
Verify. The Secretary of Homeland Security 
has exempted this system from the following 
provisions of the Privacy Act, subject to the 
limitation set forth in 5 U.S.C. 552a(c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I), and (f) pur-
suant to 5 U.S.C. 552a(k)(2). Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
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of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interest of effective law 
enforcement, it is appropriate to retain all 
information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

50. The Immigration and Customs Enforce-
ment (ICE)—006 Intelligence Records System 
(IIRS) consists of electronic and paper 
records and will be used by the Department 
of Homeland Security (DHS). IIRS is a repos-
itory of information held by DHS in connec-
tion with its several and varied missions and 
functions, including, but not limited to: the 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
thereunder; and national security and intel-
ligence activities. IIRS contains information 
that is collected by other federal and foreign 
government agencies and may contain per-
sonally identifiable information. Pursuant 
to exemption 5 U.S.C. 552a(j)(2) of the Pri-
vacy Act, portions of this system are exempt 
from 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5) and 
(e)(8); (f), and (g). Pursuant to 5 U.S.C. 
552a(k)(2), this system is exempt from the 
following provisions of the Privacy Act, sub-
ject to the limitations set forth in those sub-
sections: 5 U.S.C. 552a(c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), and (f). Exemptions from 

these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by: 
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revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G) and (H) 
(Agency Requirements), and (f) (Agency 
Rules) because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant timely and com-
plete records; or failure to otherwise comply 
with an individual’s right to access or amend 
records. 

51. The DHS/ALL—027 The History of the 
Department of Homeland Security System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/ALL—027 The History of 
the Department of Homeland Security Sys-
tem of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; national secu-
rity and intelligence activities; and protec-
tion of the President of the United States or 
other individuals pursuant to section 3056 
and 3056A of Title 18. The DHS/ALL—027 The 
History of the Department of Homeland Se-
curity System of Records contain informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
federal, state, local, tribal, foreign, or inter-
national government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3) and (4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), 
(e)(5), (e)(8), (e)(12); (f); (g)(1); and (h) pursu-
ant to 5 U.S.C. 552a(j)(2). Additionally, the 
Secretary of Homeland Security has exempt-
ed this system from the following provisions 
of the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. 552a(k)(1), (k)(2), (k)(3), and (k)(5). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
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records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 

with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Computer 
Matching) if the agency is a recipient agency 
or a source agency in a matching program 
with a non-Federal agency, with respect to 
any establishment or revision of a matching 
program, at least 30 days prior to conducting 
such program, publish in the FEDERAL REG-
ISTER notice of such establishment or revi-
sion. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

(k) From subsection (h) (Legal Guardians) 
the parent of any minor, or the legal guard-
ian of any individual who has been declared 
to be incompetent due to physical or mental 
incapacity or age by a court of competent ju-
risdiction, may act on behalf of the indi-
vidual. 

52. The DHS/ALL—031 ISE SAR Initiative 
System of Records consists of electronic 
records and will be used by DHS and its com-
ponents. The DHS/ALL—031 ISE SAR Initia-
tive System of Records is a repository of in-
formation held by DHS in connection with 
its several and varied missions and func-
tions, including, but not limited to the en-
forcement of civil and criminal laws; inves-
tigations, inquiries, and proceedings there 
under; national security and intelligence ac-
tivities; and protection of the President of 
the U.S. or other individuals pursuant to 
Section 3056 and 3056A of Title 18. The DHS/ 
ALL—031 ISE SAR Initiative System of 
Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS, its components, as 
well as other federal, state, local, tribal, or 
foreign agencies or private sector organiza-
tion and may contain personally identifiable 
information collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to the limitations set forth in 5 
U.S.C. 552a(c)(3) and (4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5), 
(e)(8), and (e)(12); (f); (g)(1); and (h) of the 
Privacy Act pursuant to 5 U.S.C. 552a(j)(2). 
Additionally, the Secretary of Homeland Se-
curity has exempted this system from the 
following provisions of the Privacy Act, sub-
ject to the limitation set forth in 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f) of the Privacy Act pursuant 
to 5 U.S.C. 552a(k)(2) and (k)(3). Exemptions 
from these particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, for the fol-
lowing reasons: 
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(a) From subsection (c)(3) and (c)(4) (Ac-
counting for Disclosures) because release of 
the accounting of disclosures could alert the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-

tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Computer 
Matching) if the agency is a recipient agency 
or a source agency in a matching program 
with a non-Federal agency, with respect to 
any establishment or revision of a matching 
program, at least 30 days prior to conducting 
such program, publish in the FEDERAL REG-
ISTER notice of such establishment or revi-
sion. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

(k) From subsection (h) (Legal Guardians) 
the parent of any minor, or the legal guard-
ian of any individual who has been declared 
to be incompetent due to physical or mental 
incapacity or age by a court of competent ju-
risdiction, may act on behalf of the indi-
vidual. 

53. The DHS/USCIS–012 CIDR System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/USCIS–012 CIDR System 
of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; national secu-
rity and intelligence activities; and protec-
tion of the President of the U.S. or other in-
dividuals pursuant to Section 3056 and 3056A 
of Title 18. The DHS/USCIS–012 CIDR System 
of Records contains information that is col-
lected by, on behalf of, in support of, or in 
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cooperation with DHS and its components 
and may contain PII collected by other fed-
eral, state, local, tribal, foreign, or inter-
national government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. 552a (k)(1) and (k)(2). Exemptions 
from these particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, for the fol-
lowing reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting could also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 

provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

54. The DHS/USCG—008 Courts Martial 
Case Files System of Records consists of 
electronic and paper records and will be used 
by DHS/USCG. The DHS/USCG—008 Courts 
Martial Case Files System of Records is a re-
pository of information held by DHS/USCG 
in connection with its several and varied 
missions and functions, including, but not 
limited to: the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and national secu-
rity and intelligence activities. The DHS/ 
USCG—008 Courts Martial Case Files System 
of Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS/USCG and may con-
tain personally identifiable information col-
lected by other federal, state, local, tribal, 
foreign, or international government agen-
cies. The Secretary of Homeland Security 
has exempted this system from the following 
provisions of the Privacy Act, subject to the 
limitations set forth in 5 U.S.C. 552a(c)(3) 
and (c)(4); (d); (e)(1), (e)(2), (e)(3), (e)(4)(G), 
(e)(4)(H), (e)(4)(I), (e)(5) and (e)(8); (f); and (g) 
pursuant to 5 U.S.C. 552a(j)(2). Additionally, 
the Secretary of Homeland Security has ex-
empted this system from the following provi-
sions of the Privacy Act, subject to the limi-
tations set forth in 5 U.S.C. 552a(c)(3); (d); 
(e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pur-
suant to 5 U.S.C. 552a(k)(1) and (k)(2). Ex-
emptions from these particular subsections 
are justified, on a case-by-case basis to be 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) and (c)(4) (Ac-
counting for Disclosures) because release of 
the accounting of disclosures could alert the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola-
tion to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 
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(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of an in-
vestigation, thereby interfering with the re-
lated investigation and law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation would impede law enforcement in 
that it could compromise investigations by 
revealing the existence of an otherwise con-
fidential investigation and thereby provide 
an opportunity for the subject of an inves-
tigation to conceal evidence, alter patterns 
of behavior, or take other actions that could 
thwart investigative efforts; reveal the iden-
tity of witnesses in investigations, thereby 
providing an opportunity for the subjects of 
the investigations or others to harass, in-
timidate, or otherwise interfere with the col-
lection of evidence or other information 
from such witnesses; or reveal the identity of 
confidential informants, which would nega-
tively affect the informant’s usefulness in 
any ongoing or future investigations and dis-
courage members of the public from cooper-
ating as confidential informants in any fu-
ture investigations. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 

noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because in the collection of infor-
mation for law enforcement purposes it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with (e)(5) would pre-
clude DHS agents from using their investiga-
tive training and exercise of good judgment 
to both conduct and report on investiga-
tions. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’ ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal, and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s: refusal 
to amend a record; refusal to comply with a 
request for access to records; failure to 
maintain accurate, relevant, timely and 
complete records; or failure to otherwise 
comply with an individual’s right to access 
or amend records. 

55. The DHS/FEMA–011 Training and Exer-
cise Program Records System of Records 
consists of electronic and paper records and 
will be used by FEMA. The DHS/FEMA–011 
Training and Exercise Program Records Sys-
tem of Records consists of electronic and 
paper records and will be used by DHS and 
its components and offices to maintain 
records about individual training, including 
enrollment and participation information, 
information pertaining to class schedules, 
programs, and instructors, training trends 
and needs, testing and examination mate-
rials, and assessments of training efficacy. 
The data will be collected by employee name 
or other unique identifier. The collection and 
maintenance of this information will assist 
DHS in meeting its obligation to train its 
personnel and contractors in order to ensure 
that the agency mission can be successfully 
accomplished. The DHS/FEMA–011 General 
Training and Exercise Program Records Sys-
tem of Records contains information that is 
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collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, State, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to limitations set forth in 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f) pursuant to 5 U.S.C. 552a 
(k)(6) where it states: ‘‘For testing or exam-
ination material used solely to determine in-
dividual qualifications for appointment or 
promotion in the Federal service the disclo-
sure of which would compromise the objec-
tivity or fairness of the testing or examina-
tion process.’’ 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 

investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

56. The DHS/TSA–023 Workplace Violence 
Prevention Program System of Records con-
sists of electronic and paper records and is 
used by the TSA in the administration of its 
Workplace Violence Prevention Program, an 
internal TSA program designed to prevent 
and respond to workplace violence. The DHS/ 
TSA–023 Workplace Violence Prevention 
Program System of Records is a repository 
of information held by TSA in connection 
with its several and varied missions and 
functions, including, but not limited to: The 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
there under. The DHS/TSA–023 Workplace 
Violence Prevention Program System of 
Records contains information collected by 
TSA, and may contain personally identifi-
able information collected by other federal, 
state, local, tribal, foreign, or international 
government agencies. The Secretary of 
Homeland Security has exempted portions of 
this system from the following provisions of 
the Privacy Act, subject to the limitations 
set forth in (c)(3); (d); (e)(1), (e)(4)(G); 
(e)(4)(H); (e)(4)(I); and (f) of the Privacy Act 
pursuant to 5 U.S.C. 552a(k)(2). Exemptions 
from these particular subsections are justi-
fied, on a case-by-case basis to be determined 
at the time a request is made, for the fol-
lowing reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
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detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

57. The DHS/OPS–002 National Operations 
Center Tracker and Senior Watch Officer 
Logs Records System of Records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/OPS– 
002 National Operations Center Tracker and 
Senior Watch Officer Logs Records System 
of Records is a repository of information 
held by DHS in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; national secu-
rity and intelligence activities; and protec-
tion of the President of the U.S. or other in-
dividuals pursuant to Section 3056 and 3056A 

of Title 18. The DHS/OPS–002 National Oper-
ations Center Tracker and Senior Watch Of-
ficer Logs Records System of Records con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. The 
Secretary of Homeland Security is exempt-
ing this system from the following provi-
sions of the Privacy Act, subject to limita-
tions set forth in 5 U.S.C. 552a(c)(3); (d); 
(e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pur-
suant to 5 U.S.C. 552a(k)(1), (k)(2), and (k)(3). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
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all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

59. The DHS/NPPD–001 NICC Records Sys-
tem of Records consists of electronic and 
paper records and will be used by DHS and 
its components. The DHS/NPPD–001 NICC 
Records System of Records is a repository of 
information held by DHS in connection with 
its several and varied missions and func-
tions, including, but not limited to the en-
forcement of civil and criminal laws; inves-
tigations, inquiries, and proceedings there 
under; national security and intelligence ac-
tivities The DHS/NPPD–001 NICC Records 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other Federal, state, 
local, Tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to limitations set forth in 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), and (f) pursuant to 5 U.S.C. 
552a(k)(1) and (k)(2). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 

this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

64. The DHS/USCIS–015 Electronic Immi-
gration System-2 Account and Case Manage-
ment System of Records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/USCIS– 
015 Electronic Immigration System-2 Ac-
count and Case Management is a repository 
of information held by USCIS to serve its 
mission of processing immigration benefits. 
This system also supports certain other DHS 
programs whose functions include, but are 
not limited to, the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The DHS/ 
USCIS–015 Electronic Immigration System-2 
Account and Case Management System of 
Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
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and may contain personally identifiable in-
formation collected by other federal, state, 
local, Tribal, foreign, or international gov-
ernment agencies. This system is exempted 
from the following provisions of the Privacy 
Act pursuant to 5 U.S.C. 552a(k)(2): 5 U.S.C. 
552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f). Additionally, many of the 
functions in this system require retrieving 
records from law enforcement systems. 
Where a record received from another sys-
tem has been exempted in that source sys-
tem under 5 U.S.C. 552a(j)(2), DHS will claim 
the same exemptions for those records that 
are claimed for the original primary systems 
of records from which they originated and 
claims any additional exemptions in accord-
ance with this rule. Exemptions from these 
particular subsections are justified, on a 
case-by-case basis determined at the time a 
request is made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and/or reveal investigative interest on the 
part of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 

law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records, or otherwise setting 
up procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system, would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

65. The DHS/USCIS–016 Electronic Immi-
gration System-3 Automated Background 
Functions System of Records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/ 
USCIS–016 Electronic Immigration System-3 
Automated Background Functions System of 
Records is a repository of information held 
by USCIS to serve its mission of processing 
immigration benefits. This system also sup-
ports certain other DHS programs whose 
functions include, but are not limited to, the 
enforcement of civil and criminal laws; in-
vestigations, inquiries, and proceedings 
there under; and national security and intel-
ligence activities. The DHS/USCIS–016 Elec-
tronic Immigration System-3 Automated 
Background Functions System of Records 
contains information that is collected by, on 
behalf of, in support of, or in cooperation 
with DHS and its components and may con-
tain personally identifiable information col-
lected by other federal, state, local, Tribal, 
foreign, or international government agen-
cies. This system is exempted from the fol-
lowing provisions of the Privacy Act pursu-
ant to 5 U.S.C. 552a(k)(2): 5 U.S.C. 552a(c)(3); 
(d); (e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 
Additionally, many of the functions in this 
system require retrieving records from law 
enforcement systems. Where a record re-
ceived from another system has been ex-
empted in that source system under 5 U.S.C. 
552a(j)(2), DHS will claim the same exemp-
tions for those records that are claimed for 
the original primary systems of records from 
which they originated and claims any addi-
tional exemptions in accordance with this 
rule. Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
determined at the time a request is made, for 
the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
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existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and/or reveal investigative interest on the 
part of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records, or otherwise setting 
up procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system, would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

66. The DHS/ALL–030 Use of the Terrorist 
Screening Database System of Records con-
sists of electronic and paper records and will 
be used by DHS and its Components. The 
DHS/ALL–030 Use of the Terrorist Screening 
Database System of Records is a repository 

of information held by DHS in connection 
with its several and varied missions and 
functions, including, the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; and national se-
curity and intelligence activities. The Ter-
rorist Screening Database belongs to the De-
partment of Justice (DOJ)/Federal Bureau of 
Investigation (FBI). DHS does not change or 
alter these records. All records within the 
DHS/ALL–030 Use of the Terrorist Screening 
Database System of Records are collected 
and disseminated by the DOJ/FBI and are 
covered by the DOJ/FBI–019, ‘‘Terrorist 
Screening Records Center System,’’ 72 FR 
77846 (Dec. 14, 2011). Because DHS does not 
make any changes to the records obtained 
from DOJ/FBI, the same exemptions outlined 
in the DOJ/FBI SORN, and reasons provided 
in its implementing regulations for use of 
such exemptions at 28 CFR 16.96, transfer and 
apply. The Secretary of Homeland Security, 
pursuant to 5 U.S.C. 552a(j)(2), has exempted 
this system from the following provisions of 
the Privacy Act: 5 U.S.C. 552a(c)(3), (c)(4), (d), 
(e)(1), (e)(2), (e)(3), (e)(5), (e)(8), and (g). When 
a record has been received from DOJ/FBI–019 
Terrorist Screening Records System of 
Records and has been exempted in that 
source system, DHS will claim the same ex-
emptions for those records that are claimed 
for that original primary system of records 
from which they originated and claims any 
additional exemptions set forth here. Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
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the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(g) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(h) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

67. The DHS/FEMA–012 Suspicious Activity 
Reporting System of Records consists of 
electronic and paper records and will be used 
by DHS/FEMA and its components. The DHS/ 
FEMA—012 Suspicious Activity Reporting 
System of Records is a repository of infor-
mation held by DHS/FEMA to serve its mis-
sion to support our citizens and first re-
sponders to ensure that as a nation we work 

together to build, sustain, and improve our 
capability to prepare for, protect against, re-
spond to, recover from, and mitigate all haz-
ards. This system also supports certain other 
DHS/FEMA programs whose functions in-
clude, but are not limited to, the enforce-
ment of civil and criminal laws; investiga-
tions, inquiries, and proceedings there under; 
and national security and intelligence ac-
tivities. The DHS/FEMA–012 Suspicious Ac-
tivity Reporting System of Records contains 
information that is collected by, on behalf 
of, in support of, or in cooperation with DHS/ 
FEMA and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. The 
Secretary of Homeland Security has exempt-
ed this system from the following provisions 
of the Privacy Act pursuant to 5 U.S.C. 
552a(k)(2); (c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f). Exemptions from these par-
ticular subsections are justified, on a case- 
by-case basis determined at the time a re-
quest is made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS/ 
FEMA as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS/FEMA or another agency. Access to 
the records could permit the individual who 
is the subject of a record to impede the in-
vestigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
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course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS/FEMA is not 
required to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

68. The DHS OPS–003 Operations Collec-
tion, Planning, Coordination, Reporting, 
Analysis, and Fusion System of Records con-
sists of electronic and paper records and will 
be used by DHS and its components. The 
DHS OPS–003 Operations Collection, Plan-
ning, Coordination, Reporting, Analysis, and 
Fusion System of Records is a repository of 
information held by DHS to serve its several 
and varied missions and functions. This sys-
tem also supports certain other DHS pro-
grams whose functions include, but are not 
limited to, the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; national security 
and intelligence activities; and protection of 
the President of the U.S. or other individuals 
pursuant to Section 3056 and 3056A of Title 
18. The DHS OPS–003 Operations Collection, 
Planning, Coordination, Reporting, Analysis, 
and Fusion System of Records contains in-
formation that is collected by, on behalf of, 
in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other federal, state, local, tribal, foreign, or 
international government agencies. This sys-
tem is exempted from the following provi-
sions of the Privacy Act pursuant to 5 U.S.C. 
552a(k)(1), (k)(2), (k)(3): 5 U.S.C. 552a(c)(3); 
(d); (e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-

vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access and 
Amendment) because access to the records 
contained in this system of records could in-
form the subject of an investigation of an ac-
tual or potential criminal, civil, or regu-
latory violation to the existence of that in-
vestigation and reveal investigative interest 
on the part of DHS or another agency. Ac-
cess to the records could permit the indi-
vidual who is the subject of a record to im-
pede the investigation, to tamper with wit-
nesses or evidence, and to avoid detection or 
apprehension. Amendment of the records 
could interfere with ongoing investigations 
and law enforcement activities and would 
impose an unreasonable administrative bur-
den by requiring investigations to be contin-
ually reinvestigated. In addition, permitting 
access and amendment to such information 
could disclose security-sensitive information 
that could be detrimental to homeland secu-
rity. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

69. The DHS/CBP—017 Analytical Frame-
work for Intelligence (AFI) System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/CBP—017 Analytical 
Framework for Intelligence (AFI) System of 
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Records is a repository of information held 
by DHS to enhance DHS’s ability to: Iden-
tify, apprehend, and/or prosecute individuals 
who pose a potential law enforcement or se-
curity risk; aid in the enforcement of the 
customs and immigration laws, and other 
laws enforced by DHS at the border; and en-
hance United States security. This system 
also supports certain other DHS programs 
whose functions include, but are not limited 
to, the enforcement of civil and criminal 
laws; investigations, inquiries, and pro-
ceedings there under; and national security 
and intelligence activities. The DHS/CBP— 
017 Analytical Framework for Intelligence 
(AFI) System of Records contains informa-
tion that is collected by, on behalf of, in sup-
port of, or in cooperation with DHS and its 
components and may contain personally 
identifiable information collected by other 
federal, state, local, tribal, foreign, or inter-
national government agencies. 

(a) The Secretary of Homeland Security 
has exempted this system from certain pro-
visions of the Privacy Act as follows: 

(1) Pursuant to 5 U.S.C. 552a(j)(2), the sys-
tem is exempt from 5 U.S.C. 552a(c)(3) and 
(c)(4), (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5), (e)(8), (f), and (g). 

(2) Pursuant to 5 U.S.C. 552a(j)(2), the sys-
tem (except for any records that were in-
gested by AFI where the source system of 
records already provides access and/or 
amendment under the Privacy Act) is ex-
empt from 5 U.S.C. 552a(d)(1), (d)(2), (d)(3), 
and (d)(4). 

(3) Pursuant to 5 U.S.C. 552a(k)(1), the sys-
tem is exempt from 5 U.S.C. 552a(c)(3); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 

(4) Pursuant to 5 U.S.C. 552a(k)(1), the sys-
tem is exempt from (d)(1), (d)(2), (d)(3), and 
(d)(4). 

(5) Pursuant to 5 U.S.C. 552a(k)(2), the sys-
tem is exempt from 5 U.S.C. 552a(c)(3); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 

(6) Pursuant to 5 U.S.C. 552a(k)(2),the sys-
tem (except for any records that were in-
gested by AFI where the source system of 
records already provides access and/or 
amendment under the Privacy Act) is ex-
empt from (d)(1), (d)(2), (d)(3), and (d)(4). 

(b) Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(1) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 

would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(2) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(3) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement and national security, it is 
appropriate to retain all information that 
may aid in establishing patterns of unlawful 
activity. 

(4) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement and 
national security activities. 

(5) From subsection (e)(3) (Notice to Indi-
viduals) because providing such detailed in-
formation could impede law enforcement and 
national security by compromising the exist-
ence of a confidential investigation or reveal 
the identity of witnesses or confidential in-
formants. 

(6) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
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themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(7) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(8) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(9) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

70. DHS/USCIS–ICE–CBP–001 Alien File, 
Index, and National File Tracking System of 
Records consists of electronic and paper 
records and will be used by USCIS, ICE, and 
CBP. DHS/USCIS–ICE–CBP–001 Alien File, 
Index, and National File Tracking System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to: The enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and national secu-
rity and intelligence activities. DHS/USCIS– 
ICE–CBP–001 Alien File, Index, and National 
File Tracking System of Records contains 
information that is collected by, on behalf 
of, in support of, or in cooperation with DHS 
and its components and may contain person-
ally identifiable information collected by 
other federal, state, local, tribal, territorial, 
foreign, or international government agen-
cies. The Secretary of Homeland Security 
has exempted this system from the following 
provisions of the Privacy Act pursuant to 5 
U.S.C. 552a(j)(2): 5 U.S.C. 552a(c)(3) and (c)(4), 
(d), (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5), (e)(8), (e)(12), (f), (g)(1), and 
(h). Additionally, the Secretary of Homeland 
Security has exempted this system from the 
following provisions of the Privacy Act pur-
suant to 5 U.S.C. 552a(k)(1) and (k)(2): 5 
U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), and (f). Exemptions from these par-
ticular subsections may be justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-

tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Indi-
viduals) because providing such detailed in-
formation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses, DHS employees, or confidential in-
formants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
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procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, potential witnesses, and 
confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would impede DHS officials’ ability to effec-
tively use their investigative training and 
exercise good judgment to both conduct and 
report on investigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (e)(12) (Computer 
Matching) if the agency is a recipient agency 
or a source agency in a matching program 
with a non-Federal agency, with respect to 
any establishment or revision of a matching 
program, at least 30 days prior to conducting 
such program, publish in the FEDERAL REG-
ISTER notice of such establishment or revi-
sion. 

(j) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 
(k) From subsection (h) (Legal Guardians) if 
the parent of any minor, or the legal guard-
ian of any individual who has been declared 
to be incompetent due to physical or mental 
incapacity or age by a court of competent ju-
risdiction, is acting on behalf of the indi-
vidual. 

71. The Department of Homeland Security 
(DHS)/Transportation Security Administra-
tion (TSA)-021 TSA Pre✓ TM Application Pro-
gram System of Records consists of elec-
tronic and paper records and will be used by 
DHS/TSA. The DHS/TSA–021 Pre✓ TM Appli-
cation Program System of Records is a re-
pository of information held by DHS/TSA on 
individuals who voluntarily provide person-
ally identifiable information (PII) to TSA in 
return for enrollment in a program that will 
make them eligible for expedited security 
screening at designated airports. This Sys-
tem of Records contains PII in biographic 
application data, biometric information, 
pointer information to law enforcement 
databases, payment tracking, and U.S. appli-
cation membership decisions that support 
the TSA Pre✓ TM Application Program mem-
bership decisions. The DHS/TSA–021 TSA 

Pre✓ TM Application Program System of 
Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain PII collected by other fed-
eral, state, local, tribal, territorial, or for-
eign government agencies. The Secretary of 
Homeland Security, pursuant to 5 U.S.C. 
552a(k)(1) and (k)(2), has exempted this sys-
tem from the following provisions of the Pri-
vacy Act: 5 U.S.C. 552a(c)(3); (d); (e)(1); 
(e)(4)(G), (H), and (I); and (f). Where a record 
received from another system has been ex-
empted in that source system under 5 U.S.C. 
552a(k)(1) and (k)(2), DHS will claim the 
same exemptions for those records that are 
claimed for the original primary systems of 
records from which they originated and 
claims any additional exemptions set forth 
here. Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting also would per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
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be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H), and (I) 
(Agency Requirements) and (f) (Agency 
Rules), because portions of this system are 
exempt from the individual access provisions 
of subsection (d) for the reasons noted above, 
and therefore DHS is not required to estab-
lish requirements, rules, or procedures with 
respect to such access. Providing notice to 
individuals with respect to the existence of 
records pertaining to them in the system of 
records or otherwise setting up procedures 
pursuant to which individuals may access 
and view records pertaining to themselves in 
the system would undermine investigative 
efforts and reveal the identities of witnesses, 
potential witnesses, and confidential inform-
ants. 

72. The DHS/ICE–014 Homeland Security 
Investigations Forensic Laboratory System 
of Records consists of electronic and paper 
records that will be used by DHS and its 
components. The DHS/ICE–014 Homeland Se-
curity Investigations Forensic Laboratory 
System of Records contains records of evi-
dence and cases submitted to the HSI–FL. 
This information will include information on 
the individual submitting the request, iden-
tify the evidence submitted, track the evi-
dence as it moves throughout the HSI–FL, 
capture case notes and results of examina-
tions, store electronic images of evidence, 
and produce reports of findings. Other case- 
related records are maintained, including de-
scriptions of expert witness testimony pro-
vided by HSI–FL employees. Records in the 
DHS/ICE–014 Homeland Security Investiga-
tions Forensic Laboratory System of 
Records also include the library of genuine, 
altered, and counterfeit travel and identity 
documents provided to the HSI–FL by inter-
national organizations, government agen-
cies, and law enforcement organizations 
from across the United States and around 
the world to research methods of document 
production and authenticate documents 
through comparative forensic examinations. 
The DHS/ICE–014 Homeland Security Inves-
tigations Forensic Laboratory System of 
Records contains information that is col-
lected by, on behalf of, in support of, or in 
cooperation with DHS and its components, 
and may contain personally identifiable in-
formation (PII) collected by other federal, 
state, local, tribal, foreign, or international 
government agencies. The Secretary of the 
Department of Homeland Security, pursuant 
to 5 U.S.C. 552a(j)(2), has exempted this sys-
tem from the following provisions of the Pri-
vacy Act, subject to limitations set forth in 
5 U.S.C. 552a(c)(3), (c)(4); (d); (e)(1), (e)(2), 
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5), 
(e)(8); (f); and (g). Additionally, the Sec-

retary of Homeland Security, pursuant to 5 
U.S.C. 552a(k)(2), has exempted this system 
from the following provisions of the Privacy 
Act, subject to limitations set forth in 5 
U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f). Where a record received 
from another system has been exempted in 
that source system under 5 U.S.C. 552a(j)(2), 
DHS will claim the same exemptions for 
those records that are claimed for the origi-
nal primary systems of records from which 
they originated and claims any additional 
exemptions set forth here. Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 
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(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

73. The DHS/NPPD—002 Chemical Facility 
Anti-Terrorism Standards Personnel Surety 
Program System of Records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/NPPD— 
002 Chemical Facility Anti-Terrorism Stand-
ards Personnel Surety Program System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings thereunder; and national secu-
rity and intelligence activities. The DHS/ 
NPPD—002 Chemical Facility Anti-Ter-

rorism Standards Personnel Surety Program 
System of Records contains information that 
is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security has exempted this system from 
the following provisions of the Privacy Act, 
subject to limitations set forth therein: 5 
U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); and (f). These exemptions are made 
pursuant to 5 U.S.C. 552a(k)(1) and (k)(2). 

In addition to records under the control of 
DHS, the DHS/NPPD—002 Chemical Facility 
Anti-Terrorism Standards Personnel Surety 
Program System of Records may include 
records originating from systems of records 
of other law enforcement and intelligence 
agencies, which may be exempt from certain 
provisions of the Privacy Act. DHS does not, 
however, assert exemption from any provi-
sions of the Privacy Act with respect to in-
formation submitted by high-risk chemical 
facilities. 

To the extent the DHS/NPPD—002 Chem-
ical Facility Anti-Terrorism Standards Per-
sonnel Surety Program System of Records 
contains records originating from other sys-
tems of records, DHS will rely on the exemp-
tions claimed for those records in the origi-
nating systems of records. Exemptions from 
these particular subsections are justified, on 
a case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest, on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
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the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, potential witnesses, and 
confidential informants. 

74. The DHS/CBP–022 Electronic Visa Up-
date System (EVUS) System of Records con-
sists of electronic and paper records and will 
be used by DHS and its components. EVUS is 
a repository of information held by DHS/CBP 
in connection with its several and varied 
missions and functions, including, but not 
limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. EVUS con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. The 
Secretary of Homeland Security, pursuant to 
5 U.S.C. 552a(j)(2), has exempted this system 
from the following provisions of the Privacy 
Act: 5 U.S.C. 552a(c)(3), (e)(8), and (g). Addi-
tionally, the Secretary of Homeland Secu-
rity, pursuant to 5 U.S.C. 552a(k)(2) has ex-
empted this system from the following provi-
sions of the Privacy Act: 5 U.S.C. 552a(c)(3). 
Exemptions from these particular sub-
sections are justified, on a case-by-case basis 

to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(c) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

75. The DHS/ICE–015 LeadTrac System of 
Records consists of electronic and paper 
records and will be used by ICE investigative 
and homeland security personnel. The DHS/ 
ICE–015 LeadTrac System of Records is a re-
pository of information held by ICE for ana-
lytical and investigative purposes. The sys-
tem is used to conduct research supporting 
the production of law enforcement activities; 
provide lead information for investigative 
inquiry and follow-up; assist in the conduct 
of ICE criminal and administrative inves-
tigations; assist in the disruption of terrorist 
or other criminal activity; and discover pre-
viously unknown connections among exist-
ing ICE investigations. The DHS/ICE–015 
LeadTrac System of Records contains aggre-
gated data from ICE and DHS law enforce-
ment and homeland security IT systems, as 
well as data uploaded by ICE personnel for 
analysis from various public, private, and 
commercial sources during the course of an 
investigation or analytical project. The Sec-
retary of Homeland Security, pursuant to 5 
U.S.C. 552a(j)(2), has exempted this system 
from the following provisions of the Privacy 
Act: 5 U.S.C. 552a(c)(3), (c)(4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), 
(e)(5), (e)(8); (f); and (g). Additionally, the 
Secretary of Homeland Security, pursuant to 
5 U.S.C. 552a(k)(2), has exempted this system 
from the following provisions of the Privacy 
Act: 5 U.S.C. 552a(c)(3), (c)(4); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). When a 
record received from another system has 
been exempted in that source system under 5 
U.S.C. 552a(j)(2) or (k)(2), DHS will claim the 
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same exemptions for those records that are 
claimed for the original primary systems of 
records from which they originated and 
claims any additional exemptions set forth 
here. 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. Disclosure of corrections or no-
tations of dispute may impede investigations 
by requiring DHS to inform each witness or 
individual contacted during the investiga-
tion of each correction or notation per-
taining to information provided them during 
the investigation. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose classified and other security-sen-
sitive information that could be detrimental 
to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise estab-
lishing procedures pursuant to which indi-
viduals may access and view records per-
taining to themselves in the system would 
undermine investigative efforts and reveal 
the identities of witnesses, potential wit-
nesses, and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

76. The DHS/CBP–023 Border Patrol En-
forcement Records (BPER) System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The DHS/CBP–023 BPER System of 
Records is a repository of information held 
by DHS/CBP in connection with its several 
and varied missions and functions, including, 
but not limited to the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings there under; and national 
security and intelligence activities. The 
DHS/CBP–023 BPER System of Records con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
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DHS and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. The 
Secretary of Homeland Security, pursuant to 
5 U.S.C. 552a(j)(2), has exempted this system 
from the following provisions of the Privacy 
Act: 5 U.S.C. 552a (c)(3), (c)(4); (d); (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5), (e)(8); 
and (g). Additionally, the Secretary of Home-
land Security, pursuant to 5 U.S.C. 
552a(k)(2), has exempted this system from 
the following provisions of the Privacy Act: 
5 U.S.C. 552a (c)(3); (d); (e)(1), (e)(4)(G), and 
(e)(4)(H). Exemptions from these particular 
subsections are justified, on a case-by-case 
basis to be determined at the time a request 
is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 

all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G) and (e)(4)(H) 
(Agency Requirements) because portions of 
this system are exempt from the individual 
access provisions of subsection (d) for the 
reasons noted above, and therefore DHS is 
not required to establish requirements, 
rules, or procedures with respect to such ac-
cess. Providing notice to individuals with re-
spect to existence of records pertaining to 
them in the system of records or otherwise 
setting up procedures pursuant to which in-
dividuals may access and view records per-
taining to themselves in the system would 
undermine investigative efforts and reveal 
the identities of witnesses, and potential 
witnesses, and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g)(1) (Civil Remedies) 
to the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

77. The DHS/USCG–031 USCG Law Enforce-
ment (ULE) System of Records consists of 
electronic and paper records and will be used 
by DHS and its components. The DHS/USCG– 
031 USCG Law Enforcement (ULE) System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The DHS/ 
USCG–031 USCG Law Enforcement (ULE) 
System of Records contains information that 
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is collected by, on behalf of, in support of, or 
in cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security, pursuant to 5 U.S.C. 552a(j)(2), 
has exempted this system from the following 
provisions of the Privacy Act: 5 U.S.C. 552a 
(c)(3–4); (d); (e)(1–3), (e)(5), (e)(8); and (g). Ad-
ditionally, the Secretary of Homeland Secu-
rity, pursuant to 5 U.S.C. 552a(k)(2) has ex-
empted this system from the following provi-
sions of the Privacy Act: 5 U.S.C. 552a (c)(3); 
(d); (e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). 
When a record received from another system 
has been exempted in that source system 
under 5 U.S.C. 552a(j)(2), DHS will claim the 
same exemptions for those records that are 
claimed for the original primary systems of 
records from which they originated and 
claims any additional exemptions set forth 
here. 

Exemptions from these particular sub-
sections are justified, on a case-by-case basis 
to be determined at the time a request is 
made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
unreasonable administrative burden by re-
quiring investigations to be continually re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(g) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(h) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

78. The DHS/ALL–039 Foreign Access Man-
agement System of Records consists of elec-
tronic and paper records and will be used by 
DHS and its components. The DHS/ALL–039 
Foreign Access Management System of 
Records is a repository of information held 
by DHS in connection with its several and 
varied missions and functions, including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The DHS/ 
ALL–039 Foreign Access Management Sys-
tem of Records contains information that is 
collected by, on behalf of, in support of, or in 
cooperation with DHS and its components 
and may contain personally identifiable in-
formation collected by other federal, state, 
local, tribal, foreign, or international gov-
ernment agencies. The Secretary of Home-
land Security, pursuant to 5 U.S.C. 
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552a(k)(1), (k)(2), and (k)(5), has exempted 
this system from the following provisions of 
the Privacy Act: 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f). When a 
record received from another system has 
been exempted in that source system under 5 
U.S.C. 552a(j)(2), DHS will claim the same ex-
emptions for those records that are claimed 
for the original primary systems of records 
from which they originated and claims any 
additional exemptions set forth here. Exemp-
tions from these particular subsections are 
justified, on a case-by-case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of that investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 
When an investigation has been completed, 
information on disclosures made may con-
tinue to be exempted if the fact that an in-
vestigation occurred remains sensitive after 
completion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 

law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

79. The DHS/CBP–024 CBP Intelligence 
Records System (CIRS) System of Records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
CIRS is a repository of information held by 
DHS in connection with its several and var-
ied missions and functions, including, but 
not limited to the enforcement of civil and 
criminal laws; investigations, inquiries, and 
proceedings there under; and national secu-
rity and intelligence activities. The CIRS 
contains information that is collected by, on 
behalf of, in support of, or in cooperation 
with DHS and its components and may con-
tain personally identifiable information col-
lected by other Federal, state, local, tribal, 
foreign, or international government agen-
cies. The Secretary of Homeland Security, 
pursuant to 5 U.S.C. 552a(j)(2), has exempted 
this system from the following provisions of 
the Privacy Act: 5 U.S.C. 552a(c)(3) and (4); 
(d); (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I); (e)(5), and (e)(8); (f); and (g). Addi-
tionally, the Secretary of Homeland Secu-
rity, pursuant to 5 U.S.C. 552a(k)(1) and 
(k)(2), has exempted this system from the 
following provisions of the Privacy Act, 5 
U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), and (f). When this system receives a 
record from another system exempted in 
that source system under 5 U.S.C. 552a(k)(1), 
(k)(2), or (j)(2), DHS will claim the same ex-
emptions for those records that are claimed 
for the original primary systems of records 
from which they originated and claims any 
additional exemptions set forth here. Exemp-
tions from these particular subsections are 
justified, on a case by case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
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of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. Information on a completed in-
vestigation may be withheld and exempt 
from disclosure if the fact that an investiga-
tion occurred remains sensitive after com-
pletion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
and amendment provisions of subsection (d) 

for the reasons noted above, and therefore 
DHS is not required to establish require-
ments, rules, or procedures with respect to 
such access. Providing notice to individuals 
with respect to existence of records per-
taining to them in the system of records or 
otherwise setting up procedures pursuant to 
which individuals may access, amend, and 
view records pertaining to themselves in the 
system would undermine investigative ef-
forts and reveal the identities of witnesses, 
and potential witnesses, and confidential in-
formants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(i) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act relating to in-
dividuals’ rights to access and amend their 
records contained in the system. Therefore, 
DHS is not required to establish rules or pro-
cedures pursuant to which individuals may 
seek a civil remedy for the agency’s refusal 
to amend a record, refusal to comply with a 
request for access to records, failure to 
maintain accurate, relevant timely and com-
plete records, or its failure to otherwise com-
ply with an individual’s right to access or 
amend records. 

80. The DHS/ICE–007 Criminal History and 
Immigration Verification (CHIVe) System of 
Records consists of electronic and paper 
records and will be used by DHS and its com-
ponents. The CHIVe System of Records is a 
repository of information held by DHS in 
connection with its several and varied mis-
sions and functions, including the enforce-
ment of civil and criminal laws; investiga-
tions, inquiries, and proceedings thereunder; 
and national security and intelligence ac-
tivities. The CHIVe System of Records con-
tains information that is collected by, on be-
half of, in support of, or in cooperation with 
DHS and its components and may contain 
personally identifiable information collected 
by other federal, state, local, tribal, foreign, 
or international government agencies. The 
Secretary of Homeland Security, pursuant to 
5 U.S.C. 552a(j)(2), has exempted this system 
from the following provisions of the Privacy 
Act: 5 U.S.C. 552a(c)(3) and (c)(4); (d); (e)(1), 
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(e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), 
(e)(5), (e)(8); (f); and (g). Additionally, the 
Secretary of Homeland Security, pursuant to 
5 U.S.C. 552a(k)(2), has exempted this system 
from the following provisions of the Privacy 
Act: 5 U.S.C. 552a(c)(3); (d); (e)(1), (e)(4)(G), 
(e)(4)(H); and (f). Exemptions from these par-
ticular subsections are justified, on a case- 
by-case basis to be determined at the time a 
request is made, for the following reasons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. Information on a completed in-
vestigation may be withheld and exempt 
from disclosure if the fact that an investiga-
tion occurred remains sensitive after com-
pletion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-

ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(j) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

81. The DHS/ICE–016 FALCON Search and 
Analysis (FALCON–SA) System of Records 
consists of electronic and paper records and 
will be used by DHS and its components. The 
FALCON–SA System of Records is a reposi-
tory of information held by DHS in connec-
tion with its several and varied missions and 
functions, including the enforcement of civil 
and criminal laws; investigations, inquiries, 
and proceedings thereunder; and national se-
curity and intelligence activities. The FAL-
CON–SA System of Records contains infor-
mation that is collected by, on behalf of, in 
support of, or in cooperation with DHS and 
its components and may contain personally 
identifiable information collected by other 
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federal, state, local, tribal, foreign, or inter-
national government agencies. The Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3) and (c)(4): (d); 
(e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), 
(e)(4)(I), (e)(5), (e)(8); (f); and (g) pursuant to 
5 U.S.C. 552a(j)(2). Additionally, the Sec-
retary of Homeland Security has exempted 
this system from the following provisions of 
the Privacy Act, subject to limitations set 
forth in 5 U.S.C. 552a(c)(3); (d); (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I); and (f) pursuant 
to 5 U.S.C. 552a(k)(2). Exemptions from these 
particular subsections are justified, on a 
case-by-case basis to be determined at the 
time a request is made, for the following rea-
sons: 

(a) From subsection (c)(3) and (4) (Account-
ing for Disclosures) because release of the 
accounting of disclosures could alert the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of that investigation 
and reveal investigative interest on the part 
of DHS as well as the recipient agency. Dis-
closure of the accounting would therefore 
present a serious impediment to law enforce-
ment efforts and/or efforts to preserve na-
tional security. Disclosure of the accounting 
would also permit the individual who is the 
subject of a record to impede the investiga-
tion, to tamper with witnesses or evidence, 
and to avoid detection or apprehension, 
which would undermine the entire investiga-
tive process. Information on a completed in-
vestigation may be withheld and exempt 
from disclosure if the fact that an investiga-
tion occurred remains sensitive after com-
pletion. 

(b) From subsection (d) (Access and 
Amendment to Records) because access to 
the records contained in this system of 
records could inform the subject of an inves-
tigation of an actual or potential criminal, 
civil, or regulatory violation to the exist-
ence of that investigation and reveal inves-
tigative interest on the part of DHS or an-
other agency. Access to the records could 
permit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension. Amendment of 
the records could interfere with ongoing in-
vestigations and law enforcement activities 
and would impose an unreasonable adminis-
trative burden by requiring investigations to 
be continually reinvestigated. In addition, 
permitting access and amendment to such 
information could disclose security-sensitive 
information that could be detrimental to 
homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-

tion obtained or introduced occasionally 
may be unclear, or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsection (e)(2) (Collection of In-
formation from Individuals) because requir-
ing that information be collected from the 
subject of an investigation would alert the 
subject to the nature or existence of the in-
vestigation, thereby interfering with that in-
vestigation and related law enforcement ac-
tivities. 

(e) From subsection (e)(3) (Notice to Sub-
jects) because providing such detailed infor-
mation could impede law enforcement by 
compromising the existence of a confidential 
investigation or reveal the identity of wit-
nesses or confidential informants. 

(f) From subsections (e)(4)(G), (e)(4)(H), and 
(e)(4)(I) (Agency Requirements) and (f) 
(Agency Rules), because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-
ties of witnesses, and potential witnesses, 
and confidential informants. 

(g) From subsection (e)(5) (Collection of In-
formation) because with the collection of in-
formation for law enforcement purposes, it is 
impossible to determine in advance what in-
formation is accurate, relevant, timely, and 
complete. Compliance with subsection (e)(5) 
would preclude DHS agents from using their 
investigative training and exercise of good 
judgment to both conduct and report on in-
vestigations. 

(h) From subsection (e)(8) (Notice on Indi-
viduals) because compliance would interfere 
with DHS’s ability to obtain, serve, and issue 
subpoenas, warrants, and other law enforce-
ment mechanisms that may be filed under 
seal and could result in disclosure of inves-
tigative techniques, procedures, and evi-
dence. 

(j) From subsection (g) (Civil Remedies) to 
the extent that the system is exempt from 
other specific subsections of the Privacy Act. 

[71 FR 20523, Apr. 21, 2006] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting appendix C to part 5, see 
the List of CFR Sections Affected, which ap-
pears in the Finding Aids section of the 
printed volume and at www.govinfo.gov. 
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Office of the Secretary, Homeland Security § 7.10 

PART 7—CLASSIFIED NATIONAL 
SECURITY INFORMATION 

Sec. 
7.1 Purpose. 
7.2 Scope. 
7.3 Definitions. 

Subpart A—Administration 

7.10 Authority of the DHS Chief Security 
Officer. 

7.11 Components’ responsibilities. 
7.12 Violations of classified information re-

quirements. 
7.13 Judicial proceedings. 

Subpart B—Classified Information 

7.20 Classification and declassification au-
thority. 

7.21 Classification of information, limita-
tions. 

7.22 Classification pending review. 
7.23 Emergency release of classified infor-

mation. 
7.24 Duration of classification. 
7.25 Identification and markings. 
7.26 Derivative classification. 
7.27 Declassification and downgrading. 
7.28 Automatic declassification. 
7.29 National Declassification Center. 
7.30 Documents of permanent historical 

value. 
7.31 Classification challenges. 
7.32 Mandatory declassification review. 

AUTHORITY: 5 U.S.C. 301; Pub. L. 107–296; 
E.O. 13526; 3 CFR, 1995 Comp., p. 333; E.O. 
13142, 64 FR 66089, 3 CFR, 1999 Comp., p. 236; 
32 CFR part 2001. 

SOURCE: 79 FR 44095, July 30, 2014, unless 
otherwise noted. 

§ 7.1 Purpose. 
The purpose of this part is to ensure 

that information within the Depart-
ment of Homeland Security (DHS) re-
lating to the national security is clas-
sified, safeguarded, and declassified 
pursuant to the provisions of Executive 
Order 13526, and implementing direc-
tives from the Information Security 
Oversight Office (ISOO) of the National 
Archives and Records Administration 
(NARA). 

§ 7.2 Scope. 
(a) This part applies to all employ-

ees, detailees, and non-contractor per-
sonnel inside and outside the Executive 
Branch who are granted access to clas-
sified information by the DHS, in ac-
cordance with the standards in Execu-

tive Order 13526, and its implementing 
directives, and Executive Order 13549, 
‘‘Classified National Security Informa-
tion Program for State, Local, Tribal, 
and Private Sector Entities,’’ and its 
implementing directives. 

(b) This part does not apply to con-
tractors, grantees and other categories 
of personnel falling under the purview 
of Executive Order 12829, National In-
dustrial Security Program, as amend-
ed, and its implementing directives. 

(c) This part is independent of and 
does not affect any classification pro-
cedures or requirements of the Atomic 
Energy Act of 1954, as amended (42 
U.S.C. 2011 et seq.). 

(d) This part does not, and is not in-
tended to, create any right to judicial 
review, or any other right or benefit or 
trust responsibility, substantive or 
procedural, enforceable by a party 
against the United States, its agencies 
or instrumentalities, its officers or em-
ployees, or any other person. This part 
creates limited rights to administra-
tive review of decisions. This part does 
not, and is not intended to, create any 
right to judicial review of administra-
tive action. 

§ 7.3 Definitions. 

The terms defined or used in Execu-
tive Order 13526, and the implementing 
directives in 32 CFR part 2001 and 2004 
are applicable to this part. 

Subpart A—Administration 

§ 7.10 Authority of the DHS Chief Se-
curity Officer. 

(a) The DHS Chief Security Officer 
(hereafter ‘‘Chief Security Officer’’) is 
designated as the Senior Agency Offi-
cial as required by section 5.4(d) of Ex-
ecutive Order 13526, and, except as spe-
cifically provided elsewhere in this 
part, is authorized to administer the 
DHS Classified National Security In-
formation program pursuant to Execu-
tive Order 13526. 

(b) To the extent that 32 CFR part 
2001 refers to the agency head or ‘‘des-
ignee,’’ the Chief Security Officer is 
such designee unless determined other-
wise by the Secretary. The Chief Secu-
rity Officer may further delegate the 
associated authorities. 
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